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Abstract

With the development and popularization of computer
and Internet, information communication plays an
irreplaceable role in the modern society. Security
problems of the information exchange processing is put
on the agenda. While the image as one of the most
effective information carrier, has been widely used in
various fields, such as residents living, national security,
etc. How to ensure the safety of image transmission in the
processing of nature was widespread attention, has
become an important research direction in the field of
information security the security of image. At present,
has proposed a series of image encryption algorithm, the
image encryption algorithm based on Fourier transform is
a hot research topic, attracted a lot of attention. We
studies and implements the image encryption algorithm
based on double random phase encoding (DRPE) in this
paper, implement the known plaintext attack method
based on the understanding of the algorithm. In the
encryption process, the first step is generating two
random phase matrix, and modulating the image as a
cipher image using the random phase function as the key.
But because of the linear properties of the algorithm itself,
the algorithm is not robust to the attacks, the simulation
results also show this point.
transform,
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1 Introduction

At present, the research of optical image encryption
are developed rapidly. Lots of researchers focus on
discussing the topics of information security, electronic
imaging meeting, communications and multimedia
security, etc. [1]. In addition, multimedia security are
also concerned by the academic field. Currently,
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information security has caught world-wide attention.
The research of multi-image encryption technology on
information Security will be a subject of international
frontier [2]. The inherent parallelism of light
encourages increasing researches on optical information
processing [3-4].

In all the possible applications, optical encryption is
a promising direction. Refrégiér and Javidi’s
pioneering research on double random phase ecoding
has paved the road for further new ideas of the optical
security and encryption systems in large numbers [5].
DRP system derive a variety of new ways which have
already been applied. However, only recently began a
precise analysis of the DRPE security, and some
weaknesses of the system began to appear. Carnicer
and others proposed a way of chosen ciphertext attack
[6]. The attacker recover the encryption key by tricking
a legitimate user to decode some specially crafted
images.

In early 1980s [6], optical technology has been
applied to the field of information security [7-8]. This
technology originally attached computer hologram on
goods. However, since the computer hologram is
visible, with the development of digital image
processing technology, it is easy to retrieve the
computer hologram by image processing and lose
information security [9-10]. Therefore, people have to
find some new security technologies with higher
performance. Optical information processing technology,
particularly the rise of virtual optical technology has
brought new hope for information security. Optical
information processing method, compared with
traditional cryptography method, has the advantage of
large information processing volume, fast parallel
processing speed, high degree of freedom, strong
robustness and so on. Thus the image encryption
research based on virtual optical technology has high
academic and practical value [11].
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Optical information processing technology for
image encryption has opened a new road. Since the
1990s, technology research in this field is very active.
Internationally renowned academic organization SPIE,
IEEE and the Optical Society of America have held
several meetings and other related conference with
these topics, and have repeatedly issued some
conference proceedings and journals album [7-9] on
optical information processing technology in order to
open up a broad platform of exchange and learning for
academics and promote further development of many
key technologies in the field yet to be resolved, in-
depth research and development of the theory.
Currently the most widely used technology in business
is an optical variable Device (OVD): holographic anti-
counterfeiting technology using laser lamination [11].
In optical conversion system for digital image
encryption and decryption, academic achievement
made by professor Bahram Javidi research group at the
University of Connecticut is quite representative. In
1995, they firstly proposed double random phase
encoding optical encryption method based on 4-f
optical signal processors [1]. This encryption method
won two US patents in 1999, after which they
continued to publish research achievements of image
encryption and decryption by optical information
processing [12-15].

In general, the development of image encryption and
decryption technology mainly includes the following
aspects: digital image encryption technology based on
chaotic thoughts. Chaotic systems is a natural
password system evolved from chaotic dynamics\
cite{16}. Image encryption algorithm adopts a new
transformation method. The past encryption algorithms
most of time used simple pixel scrambling method
which was simpler but less safe. Then the Arnold
transformation or magic transformation for image
scrambling played a leading role in this field of
studying the image encryption algorithm through new
theories and development tools. In recent years,
domestic and international academia continue to
explore and research on the image encryption method
based on optical transformation. The related
cryptographic models have also been proposed [17-21].

In 2004, domestic scholars Luo Yong and Cheng
Lizhi put forward an encryption algorithm based on
wavelet transform with parameters; in 2005, image
encryption algorithm based on wave [length
multiplexing, location multiplexing and others has
been validated; in 2005, Situ Guohai and Zhang
Jingjuan proposed multi-image encryption through
wavelength division and they proposed multi-image
encryption through location multiplexing; to avoid
interaction between images, Liu and Liu [16] proposed
dual image encryption algorithm based on fractional
Fourier transform (FRFT) in 2007; in 2009, Dafne
Amaya, Myrian Tebaldi and others proposed multi-
image encryption algorithm based on WDM of joint

transform correlator framework; and in 2011, Sui
Xiaoyu, Li SiKun, Liu Xiaoqing and others proposed
to adopt a key multi-cycle to achieve multi-image
encryption in the Fourier domain [22-27].

Cryptology includes ryptography and cryptanalysis.
Our paper will focus on discussing how to use known
plaintext attack to break a double random phase
encoding system. Obviously, a chosen-plaintext,
chosen-ciphertext, and other attacks can also
accomplish the successful attack [28-33].

In this paper, our proposed method try our best to
overcome the above mentioned shortcomings in other
researchers’ previous jobs. Our presented algorithm
make the contribution to this domain. Our presented
image encryption algorithm based on double random
phase encoding technique is mainly discussed. The
main work of the algorithm is to randomly generate
two random phase matrixes, use the random phase
function as the key to conduct Fourier transform and
inverse Fourier transform on gray image being
encrypted and modulate the image to similar cipher
image with white noise. Decryption process is the
reverse of encryption process. The use of phase
retrieval algorithm can restore the former image. After
understanding the fundamental knowledge of
encryption algorithm, this paper studies known
plaintext attack algorithms of this algorithm and put it
into practice. Main tasks are as follows: Based on the
basic concepts and theories of the Fourier transform
and utilize these features in our scenario; Based on the
Fourier transform analyze algorithm how to apply it
into image encryption and decryption process; Based
on primary double random phase encoding technique,
encrypt a gray-scale image into ciphertext images
within Fourier domain; Encrypt and decrypt the actual
input image, analyze parameters transformation
influence on encryption result; Design and implement a
friendly demonstration system which operators can
select an image input for encryption and decryption;
Further research and implement the known-plaintext
attack algorithm [38-52].

2 Image Encryption Based on Double
Random Phase Encoding

Based on the introduction mentioned, we make these
specific contributions to this method. Using double
random phase encoding algorithm (referred DRPE) to
encrypt the plaintext into ciphertext. The flow chart of
encryption and decryption is shown in Figure 1.

In Figure 1(a), f(x,y) represents plain text image,

and R, and R, represents random phase functions,

also called encryption keys. FT represents Fourier
transformation while IFT represents the inverse Fourier
transform. g, represents an intermediate matrix

generated, g represents the cipher text images g(x, y),
and symbols ® represents the multiplication operation.
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It can be seen, the core of DRPE are respectively
applied random phase function (key) in the object
plane and the spectrum of surface. DRPE algorithm
firstly uses a key to matrix multiply the plaintext

image f(x,y), use Fourier transform it, use the second

key to multiply and then use inverse Fourier transform
to obtain the ciphertext images g(x,y) [34-37].
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(a) Flow chart of DRPE algorithm encryption
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(b) Flow chart of DRPE algorithm Decryption

Figure 1. Double Random Phase Encoding Encryption & Decryption Flow Chart

2.1 Double random Phase Encoding Algorithm

Use double random phase encoding algorithm
(referred DRPE) to encrypt the plaintext g(x,y) into

f(x,y) ciphertext In Figure (a) & (b). In Figure 1(b),

FT represents plain text images f(x,y) . E and R_2

and is the conjugate matrix of Rl and R2. FT
represents Fourier transformation while IFT represents
the inverse Fourier transform. is an intermediate matrix
generated, and g represents the ciphertext image
g(x,y) . Symbol ® represents the multiplication

operation. Symbols ® represents the multiplication
operation. The flow chart of encryption and decryption
is shown in Figure 1(b) [28-31].

2.2 Encryption Process

The flow chart of image encryption based on double
random phase encoding technology is shown as Figure
2. Figure 2 image encryption based on double random
phase encoding technology. Figure 2 represents plain
text image, and and represents random phase functions,
also called encryption keys. FT represents Fourier
transformation while IFT represents the inverse Fourier
transform. represents an intermediate matrix generated,
g represents the cipher text images, and symbols
represents the multiplication operation [53-58].

Assuming the image is to be encrypted, encryption
process of the image is as follows: First, matrix
multiplies with the plain text image, then use Fourier

transform it, then use matrix multiplies with the
resulting matrix, and finally use inverse Fourier
transform to obtain the cipher text. and are the keys.
The calculation formulas are as follows:

R, (x,y) =exp[jn(x,y)] @

R,(a, ) = expljb(a, p)] (0]

n(x,y) and b(ex, ) are the same-sized phase matrixes

randomly generated compared with plain texts, and j is
an imaginary number symbol. Then the encryption
algorithm formula can be expressed as follows:

g(x,y) = IFT{FTLf(x,y)R (x, )] Ry(a, B)} ()

f(x,y)represents plain text images while R, (x,y) and

are random phase functions, namely the encryption
keys. FT represents Fourier transformation while IFT
represents the inverse Fourier transform. g(x,y)

represents cipher text images and symbolserepresents
multiplication [59-62].
2.3 Decryption

Image decryption based on double random phase
encoding technique is presented in Figure 3. In this
figure, f is plaintext image f(x,y), R, and R, are
conjugated matrices of random phase functions R, and
R, . FT refers to Fourier transform and /FT inverse
Fourier transform. g, is a matrix generated during the
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process, g refers to the encrypted image g(x,y) and

® multiplication. Decoding process is the inverse
course of encoding. The formula is as follows [63]:

f

&1

R,

Figure 2. Image Encryption based on double random phase encoding technique

81

il

Figure 3. Image decryption based on double random phase encoding technique

Among which, f(x,y) is plaintext image, R, (x,y)
and R_z(a, f) are conjugated matrices of random phase
functions R, and R,. FT refers to Fourier transform
and /FT inverse Fourier transform. g(x,y) refers to
the encrypted image and multiplication.

2.4 Criteria for Assessing Encryption and
Decryption Algorithm

In general, mean square error(MSE) is used to assess
encryption and decryption algorithm. It is defined as
follows [64]:

2

MSE = 1,0, )= 1,(x,»)|

C))

1
M><Nx:,Z

y=l

Among which 7/, and I, refer to the magnitude of

exported image and imported image, respectively. M
and N are the width and height of images. The value of
MSE is smaller, the decrypted image and the original
image are more similar, and the encryption algorithm
effection is better. Sometimes, the assessment may also
be made by using image correlation Corr, which can be
presented by correlation coefficient and defined as
follows [65]:

Cov(1,,1,)

D(1,)\D(I;)

Among which Cov(/,,I,) is the covariance of the

Corr = (6)

imported image and the exported image.

Cov(1,,1))=E[I,-E(I)]|E[I,—E(,)] 7

f(x,y)=IFT{FT[g(x.»)IR,(a. )} R (x.y)  (4)
’:‘ IFT g
Ry
IFT ’:‘ F
El
D([) is the variance of I(x,y):
D(I)=E[g-E@)] ®)
Among which FE(-) refers to mathematical

expectation. The closer the value of correlation Corr is
to 1, the decrypted image and the original image are
the more similar, and encryption algorithm is the better
[32-34, 66-67].

3 Known Plaintext Attack Algorithm

Cryptology includes such two aspects as
cryptography and cryptanalysis. In cryptanalysis, based
on knowledge of the attacker, attacks on block ciphers
can be divided into the following types: ciphertext-only
attack, known plaintext attack, chosen-plaintext attack
and chosen-ciphertext attack, etc. This paper will focus
on discussing how to use known plaintext attack to
break a double random phase encoding system. From
an abstract point of view, more usable resources are
provided for a chosen-plaintext attack, so when a
known plaintext attack can break through successfully,
it is evident that a chosen-plaintext attack or chosen-
ciphertext attack or other attacks will also finish the
same process. The above mentioned and following
equations are based on our own derivation formula
process. All of simulation experiments are performed
by Matlab platform [68-72].

When cryptanalysis is conducted for a cryptosystem,
attackers are usually considered as to have known the
operation of cryptographic algorithm, namely,
complying with Kerekboffs hypothesis. In the
following part, double random encoding system will be
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analyzed by using known plaintext attack, assuming
that the attacker has known several ciphertext
(encrypted image) and corresponding plaintext(original
image) itself. Taking one of the plaintext-ciphertext
pair, the attacker attack through the following two
steps:

1. First step: Obtaining the key of random phase
function on the input plane by phase retrieve algorithm
In known plaintext attack, the attacker has known a
plaintext-ciphertext pair {f(x,y),g(x,y)}. Fourier

transform of g(x,y) is reversed so that ¢(a,f)=

FT{g(x, )] -
encoding systems (see equation 4.3), it is deduced that:

p(a,p)=FT{f (x,y)exp[jn(x, y)]}exp[jb(a, )] (9)

Based on the encoding equation of

Among which, when G(x,y)= f(x,y)exp| jn(x,y)] (10)

G(a,B)=FT{G(x,y)} (1)

we have
p(a,p)=G(a, p)expljb(a, p)]

When modular arithmetic is conducted for both
sides of the equation in 12, we have

(12)

p(a, B)|=|G(a, B)| (13)
In addition, because
|G(x, »)| =|f(x,p)expLjn(x.y)]| = f(x,y)  (14)

From equation 13 and 14, we can see that the
attacker has already known the plaintext(original image)
f(x,y) and corresponding ciphertext(encrypted image)

g(x,y). So the problem has been transferred from
seeking the key on input plane exp[jn(x,y)] to the

exp[jn(x, y)]

intensity information on the known substance plane
|G(x, y)| (namely f(x,y) ) and the Fourier plane

|G(a, )| (namely |p(a, §)
on the substance plane exp[jn(x,y)], among which

G(a,p)=FT{G(x,y)} .
recovery problem, which can be solved through
iterative method by using multiple known phase
recovery algorithm.

2. Second step: Deducing the key on spectrum
plane from the key on input plane

In known plaintext attack, when the attacker has
obtained the random phase function key on the input
plane of 4-f system exp[jn(x,y)] through regular

), and how to recover phase

This is a typical phase

phase recovery algorithm, and the plaintext f(x,y)
and ciphertext g(x,y) are already known, based on

equation 4.12, random phase function key on the
spectrum plane can be expressed as follows:

exp[—jb(a., B)]= FT{f (x,y)expljn(x,y)1}/ p(a, f) (1)

Thus, two encryption keys of the double random
phase encoding system, exp[ jn(x,y)] and exp[jb(e, £)],
are fixed. Then, put them in equation 4.4 and the
encoding system is broken.

3.1 Optical Implementation of This Encoding
System

It is worth noting that with the help of some
optoelectronic devices, this encoding and decoding
scheme can not only be digitalized but also be
implemented optically. Its illustrative diagram 1is
shown in Figure 4.

exp[jb(a, f)]

Figure 4. Illustrative diagram for double random phase encryption

In this figure, f(x,y) refers to the image to be
encrypted and g(x,y) the encrypted image. x and y
and o and f

frequency domain coordinates on the Fourier transform
plane. n(x,y),b(a, ) are random arrays which obey

are space domain coordinates,

two-dimensional normal distribution and their values
are within the interval [0,27] . Besides, both their

convolution sum and mean value are zero. Therefore,

they are two independent groups of random white
noise. Hence, exp[jn(x,y)] and exp[jb(a, S)] can be

used as random mask plates with phase within [0,27r] .

Double random phase encryption can be then described
as follows: After being modulated by phase plate
exp[jn(x,y)], the original image f(x,y) undergoes
Fourier transform. Further, the resultant frequency
domain is modulated by phase plate exp[jb(c, S)] .
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And then, after reverse Fourier transform, an encrypted
image similar to white noise is obtained on the output
plane.

If only the first phase plate is used for encryption,
finally the resultant item obtained will be unsteady
white noise whose statistic characteristics changes over
time; while if only the second phase plate is used for

encryption, the encrypted image will be decoded easily.

Therefore, during encryption, two random phase plates
play their roles of key together. None of them can be
omitted. Based on the principle of optical reversibility,
decryption is the inverse process of encryption. The

illustrative diagram for decryption is shown in Figure 5.

Figure 5. Illustrative diagram for double random phase
decryption

Decryption key is the complex conjugate of
encryption key. If f(x,y) is a real function, we just

need to save the random phase on Fourier plane to
calculate its complex conjugate; if f(x,y) is a virtual

function, the complex conjugate of two random phase
plates has to be obtained for decryption.

3.2 Experimental Results and Analysis

In order to verify the image encryption algorithm
proposed based on phase recovery, here we make a
relevant imitation experiment. Considering the
principle of universality, we choose an image with
256x256 grayscale as the image to be encrypted. It is
presented in Figure 6.

=
==
initial image
encrypted
image
decrypted
image
MSE

Figure 6. Original image

The encrypted image obtained by this algorithm is
presented in Figure 7.

encrypted image

open image

encrypted
image

decrypted
image

MSE

attack image

Figure 7. Encrypted image

From Figure 7, we can see that the encrypted image
obtained by this algorithm doesn’t show any trace of
the original image at all. So, the encryption effect of
this algorithm is good.

The decrypted image obtained by this algorithm is
presented in Figure 8.

encrypted
image

decrypted
image

MSE

Figure 8. Decrypted image

From the decrypted image, we can see that the
plaintext image has been decrypted correctly.

In order to verify the robustness of this algorithm
based on double random phase encryption, we make a
known plaintext attack and the result is shown in
Figure 9.

attack image

open image

encrypted
image

decrypted
image

Sl

z g
"

attack image

Figure 9. Attacked image

During the attack, the MSE values corresponding to
different iterations are shown in Figure 10.
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Figure 10. MSE values corresponding to different
iterations

From Figure 9 and Figure 10, we can see that the
robustness of image encryption algorithm based on
double random phase encoding technique is poor.
Illegal users may obtain relevant information about the
image by attack algorithm.

4 Conclusion

In this paper, image encryption algorithm basedon
double random phase encoding technique is
implemented. In our algorithm, the original image,
after being modulated by a phase plate, undergoes
Fourier transform. Further, the resultant frequency
domain is modulated by the second phase plate. And
then, after reverse Fourier transform, an encrypted
image similar to white noise is obtained on the output
plane. It is confirmed in considerable imitation
experiments that a plaintext image can be decrypted
from a ciphertext image by using this algorithm. Illegal
users may obtain relevant information about the image
by attack algorithm. Our method make the improved
contributions in the current job. We consider that
future research should focus on the deciencies and
shortcomings to further improve performance.
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