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Abstract 

In order to defend the distributed networks from 

malicious behaviors, many trust evaluation models have 

been proposed by the researchers. However, most of the 

existing trust models do not consider the uncertainty in 

distributed network environment adequately. In addition, 

current trust models do not carry out a fine-grained 

analysis on the recommendations and cannot filter the 

malicious recommendations effectively. Therefore, 

current trust evaluation model cannot resist the malicious 

behaviors effectively. To attack these challenges, a 

comprehensive and efficient distributed trust evaluation 

framework is proposed in this paper to improve the 

evaluation accuracy. There are three types of trust in our 

trust evaluation framework: direct trust, recommendation 

trust and indirect trust. Firstly, the direct trust is 

calculated based on an improved subjective logic model. 

Then, the recommendation trust is calculated based on the 

recommendations from nodes who had interactions with 

both the subject node and the object node. Thirdly, upon 

indirect recommendations clustering, a public opinion is 

generated to represent the indirect trust of the node. 

Lastly, the three types of trust are fussed to calculate the 

final trust of the given node. The experimental analysis 

shows the effectiveness of our trust evaluation framework. 

Keywords: Security, Trust evaluation, Distributed 

networks, Malicious behavior 

1 Introduction 

Network has evolved from traditional centralized 

computer communication platform to the ubiquitous 

distributed computing platform [1-2]. Distributed 

networks, such as P2P and wireless sensor networks, 

are widely applied in various scenarios. For offering 

efficient solutions in numerous application domains, 

utility of distributed networks is improving every day. 

Many research efforts are focused on distributed 

network currently. 

However, distributed networks have its own 

drawbacks for locating in open environments. The 

openness nature of a distributed network makes it an 

ideal medium for attackers to do various vicious things. 

Internal attacks caused by the captured selfish or 

malicious nodes would greatly degrade the network 

performance. Recently, trust evaluation has become an 

essential way of dealing with these security issues. 

The importance of trust evaluation [3-5] in 

distributed networks has been acknowledged by the 

researchers. Trust evaluation framework is 

fundamental in malicious nodes detection. Many trust 

models have been developed to construct trust 

relationships among nodes in distributed network 

environments [6-12]. From the literature on this topic, 

we find that: (1) most of the existing trust models do 

not consider the uncertainty in the real world network 

environment adequately. (2) The recommendations 

from the third parties are not always trusty and reliable. 

A node is more familiar with the nodes that it had 

interaction with. Thus, in order to detect the malicious 

nodes and resist the attacks effectively, a fine-grained 

analysis on the recommendations is necessary.  

In order to solve the above-mentioned problems, we 

propose a comprehensive and efficient trust evaluation 

framework CETEF. The contributions of this paper are 

as follows: 

‧ An improved subjective logic model is proposed to 

calculate the direct trust. Both the negative effect of 

malicious behaviors and the uncertainty factor 

caused by communication process are considered in 

direct trust calculation. 

‧ A fine-grained analysis on the recommendations is 

taken. The recommendations are divided into two 

categories in our framework. Different from 

previous trust evaluation approaches, we design a 

simplified cluster algorithm for calculating indirect 

trust. We find that the proposed algorithm have a 

good effect against malicious behaviors in 

distributed network.  



2178 Journal of Internet Technology Volume 19 (2018) No.7 

 

‧ We conduct experiments to evaluate performance of 

the proposed trust evaluation framework CETEF. 

Obtained numerical results indicate that the 

proposed trust evaluation framework can improve 

the evaluation accuracy.  

The rest of this paper is organized as follows: 

Section 2 introduces related work. Section 3 presents 

the overview of the trust evaluation framework. 

Section 4 introduces the proposed trust evaluation 

framework in detail. Section 5 describes the 

experiments, and Section 6 concludes this paper.  

2 Related Work 

The concept of trust evaluation is firstly introduced 

by M. Blaze [13] in 1996. The trust is calculated based 

on the supplemental security information provided by a 

trustable third party. However, due to the emergency of 

distributed network, there is an increasing requirement 

of decentralized and distributed trust management 

system. Aiming at mitigating against misbehaved node 

in distributed network, a significant number of trust 

evaluation frameworks have been proposed to counter 

the security threat.  

Trust has been evaluated in very different ways. One 

characteristic-based methods have been proposed by 

researchers. According to properties of trust evaluation 

metrics, the one characteristic-based methods can be 

divided into two categories. The first kind of scheme 

employs discrete numerical values or probability 

values to measure the trust degree. Discrete integer 

numbers 0/1 can be used to evaluate the trust of the 

target node’s behaviors. “1” denotes a positive 

interaction, while “0” or “-1” denotes a negative 

interaction [14]. Then, based on concatenation and 

multipath trust propagation, simple numerical 

calculation operators, such as minimum, maximum, 

and weighted average, are used to calculate trust value. 

The trust can be calculated by the number of positive 

ratings and negative ratings [15], or a continuous value 

falls into the range of [0, 1] [17], or the binary ratings 

[18]. Trust value can also be classified into four grades: 

worth, bad, normal and perfect [16].  

The trust evaluation frameworks mentioned above 

are simple to descript and easy to operate. However, 

the one characteristic-based method is too rough to 

effectively depict the complex behavior in real world 

distributed network environment. In order to obtain a 

more comprehensive description of complex behaviors 

in real world distributed network environment, another 

kind of trust evaluation framework based on multi-

characteristic has been proposed. 

Since trust is multi-faceted even in the same context, 

it is still necessary to develop differentiated trust based 

on different aspects of nodes’ behaviors. Bayesian 

networks can provide a flexible method to represent 

differentiated trust and combine different aspects of 

trust [19]. Another trust framework named Subjective 

Logic defines the representation, calculation, and 

combination of trust value quantitatively [20]. The 

concept of experience has also been introduced into the 

framework in paper [21] to describe and measure trust, 

which puts forward a kind of trust evaluation 

framework based on experience and probability 

statistics explanation. 

However, those frameworks calculate the node trust 

based on the basic probability theory and do not take 

the fuzziness of trust itself into account. Subjective 

trust management framework considers the fuzziness 

of subjective trust, and constructs subjective trust 

management framework based on fuzzy set theory [22]. 

Fuzzy logic provides rules for reasoning linguistic trust 

metrics. However, the fuzzy logic-based method 

ignores the randomness in distributed network. Aiming 

at considering the subjective uncertainty such as 

randomness and fuzziness of trust value, Li [23] 

proposes a method to evaluate trust based on cloud 

model. The proposed method combines the fuzziness 

and uncertainty of trust. 

The comparison table is shown in Table 1. Trust 

evaluation can distinguish between well-behaved and 

misbehaved nodes. Appropriate actions are taken when 

the misbehaved nodes have been detected. However, 

the uncertainty in the communication process between 

nodes in a real network environment has not been well 

considered. Apart from that, most trust evaluation 

frameworks simply collect the third-party trust 

information without distinguishing the information 

sources. In that case, recommendations from malicious 

nodes would interfere with the evaluation process. In 

this paper, we propose a comprehensive and efficient 

distributed trust evaluation framework CETEF, in 

which the uncertainty in a real network environment is 

taken into account. In addition, the mainstream opinion 

obtained by recommendation clustering can avoid the 

negative impact brought by malicious behaviors. 

Table 1. Comparison table for above methods 

Trust evaluation

method 

Related 

papers 
Advantage Disadvantage 

One 

characteristic-

based method 

[14-18] 

Simple to 

descript and 

easy to operate.

Too rough to 

effectively 

depict the 

complex 

behavior. 

Multiple 

characteristic-

based method 

[19-21] 

More 

comprehensive 

by considering 

multiple aspects 

of node 

behaviors. 

Based on the 

probability 

theory and do 

not consider the 

fuzziness of 

trust. 

Methods which 

take the 

fuzziness of 

trust itself into 

account 

[22-23] 

Consider the 

fuzziness of 

subjective trust. 

Ignore the 

randomness in 

distributed 

network. 
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3 Preliminaries 

3.1 Definitions 

We think it is necessary to give a clear definition of 

trust before introducing our trust evaluation framework. 

The trust properties that are adopted in a trust 

evaluation model are also discussed in this section. Up 

to now, there is no uniform definition of trust, and 

several definitions are given to trust by researchers. 

In this paper, trust is defined as a belief level of a 

node puts on another node based on the observations of 

historical behaviors. Trust value can be taken as a 

reference basis for a node to act normally.  

In this paper, the node who wants to calculate the 

trust of another node is referred to as “trustor”, and the 

object node to be evaluated is referred to as “trustee”. 

The trust value falls to the range of [0, 1]. 

Direct trust is a kind of trust between two nodes that 

calculated based on their direct historical interactions. 

Recommendation trust is a special type of trust 

relationship established based on recommendations 

from nodes who had interactions with both trustor and 

trustee. The common node is referred to as the 

recommendation node in this paper.  

Indirect trust is a type of trust from third party. 

Indirect trust is calculated based on the interaction 

information from the nodes who only had direct 

interaction with the trustee.  

Both recommendation trust and indirect trust are 

calculated based on recommendations from the third 

parties. However, recommendation nodes had direct 

interactions with both trustor and trustee while the 

indirect recommender only had direct interactions with 

trustee. As shown in Figure 1, trustor A wants to 

calculate the trust value of trustee B. The direct trust of 

A to B comes from the direct interaction experiences. 

The nodes in set C = {C1, C2} which had direct 

interactions with both A and B are direct recommender. 

For node A, all node in set D = {D1, D2, D3, D4}, 

which only had direct interactions with B, are indirect 

recommender. 

A B

C2

C1

D1

D3

D4

D2

Trustor 

Trustee 

Recommendation node 

Indirect recommender

Interaction relationship 

between nodes

 

Figure 1. The network structure 

3.2 System Architecture 

In this section, we describe the system architecture 

of CETEF. In order to do a comprehensive and 

impartial trust evaluation, three types of trust, 

including direct trust, recommendation trust and 

indirect trust, are used to evaluate the trustworthiness 

of each node. Figure 2 illustrates the system 

architecture of our trust evaluation framework. 

As shown in Figure 2, CETEF consists of five main 

modules: data collection module, direct trust 

calculation module, recommendation trust calculation 

module, indirect trust calculation module and final trust 

calculation module. The data collection module is 

mainly responsible for collecting information about the 

trustee. The trust collection module consists of the 

following three components: direct data collection, 

recommendation data collection, and indirect data 

collection. When a node A wants to obtain the 

information of another node B, the direct data 

collection module first checks the local record list. If 

the ID of B is in the local record list, the module gets 

all records about node B. Recommendation data 

collection module receives the recommendation data 

about node B from recommendation node, and indirect 

data collection module receives indirect data from 

indirect recommenders. The direct trust calculation 

module calculates the direct trust based on the 

communication behaviors between A and B. An 

improved subjective logic model is proposed to 

improve the evaluation accuracy. The technical detail 

of direct trust calculation module will be introduced in 

Section 4.1. Due to the malicious attacks, it is not 

effective to evaluate B using only direct trust. The 

recommendation trust calculation module deals with 

the behavior data received from the recommendation 

node. The technical detail of direct recommendation 

trust calculation is illustrated in Section 4.2. The 

indirect trust calculation module clusters indirect 

recommendations and obtains the indirect trust by 

analyzing the clustering results. The detailed 

technology of this module will be illustrated in section 

4.3. Final trust calculation module fuses the direct trust, 

the recommendation trust, and the indirect trust to 

obtain the final trust of B. The technical detail of final 

trust calculation is illustrated in Section 4.4. 
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Figure 2. System architecture of trust evaluation framework CETEF 

4 Trust Calculation in CETEF 

This section discusses the trust evaluation procedure 

in detail.  

4.1 Direct Trust Calculation  

A direct trust relationship exists if the trustor had 

interactions with the trustee in the past. Direct trust is 

calculated through observations on whether the 

previous interactions between the trustor and the 

trustee are successful. Suppose that trustor A had 

interactions with trustee B in the past, then the direct 

trust value from A to B can be calculated by reviewing 

the local-saved historical behavior information. In this 

paper, we extensively employ subjective logic model 

[20] to calculate direct trust. The subjective logic 

model uses the term “opinion” to express the trust 

degree of a node. In subjective logic model, opinion 

can be denoted by a tuple {b, d, u, a}. b denotes the 

trustor’s belief in trustee, d denotes the trustor’s 

disbelief in trustee, u denotes the trustor’s uncertainty 

on trustee, and a denotes the relative atomicity.  

b + d + u = 1 and the expectation that a node acts 

cooperatively can be calculated as b + a * u. 

Based on the existing subjective logic model, an 

improved direct trust calculation model with the 

consideration of the punishment intensity of negative 

events and the uncertainty factor is introduced in this 

paper. 
AB direct

T
−

 is used to denote the direct trust from 

trustor A to trustee B. Then, the direct trust from 

trustor A toward trustee B can be calculated by the 

following: 

 
r

b
r ps µ

=

+ +

 (1) 

 
ps

d
r ps µ

=

+ +

 

(2) 

 
u

u
r ps µ

=

+ +

 

(3) 

 ( )C
r sμ ω= × +  (4) 
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AB direct

r a
T b au

r ps

µ

µ
−

+
= + =

+ +

 (5) 

where r and s are the number of positive and negative 

interactions respectively. The effect of negative 

interactions should be greater than the positive one. 

Hence we define p as the penalty factor, and its value 

is greater than 1. Since the distributed network is in a 

natural unstable and noisy environment, an uncertainty 

factor µ  is defined to demonstrate the uncertainty in 

node interactions. The factor is always defined as a 

constant in the existing subjective logic-based method 

[24-25]. However, the effect degree of µ  would 

decrease with the increasing of interaction frequency. 

In this paper, we define the uncertainty factor as a 

dynamic factor. The value of the uncertainty factor 

µ changes with the total interaction frequency. In 

Equation (4), 
c

ω  is used to control the effect degree of 

uncertainty, and [0,1]
c

ω ∈ . The relative atomicity of 

the proposition (a) is set to 1/2 in this paper.  

As can be seen from the equations, if trustee act 

cooperatively and honestly in the network, the number 

of positive interactions would increase. Therefore, 

AB direct
T

−

 also increases. Otherwise, 
AB direct

T
−

declines 

rapidly and the malicious node is heavily punished.  

4.2 Recommendation Trust Calculation 

The node trust information from third parties are not 

always reliable. Hence, we need to propose an efficient 

strategy to filter the node trust information. As 

introduced in Section 2, node trust information from 

third parties can be divided into two parts: 

recommendation information from recommendation 

nodes and indirect information from indirect 

recommenders. Comparing with other nodes, the 

trustor is more familiar with the node who had direct 

interactions with him. Therefore, the two types of trust 

are treated differently. The recommendation trust is 

obtained based on the recommendations from the 

nodes who had direct interactions with both trustor and 

trustee. 

As shown in Figure 1, the nodes in set C= {C1, 

C2, …, Ci,…, Cn} had interactions with both A and B. 

The recommendation trust value from A to B is 

calculated by the following: 

 

1

i i

n

AC direct C B direct

i

AB recommend

T T

T
n

− −

=

−

×

=

∑
 (6) 

where n is the number of recommendation nodes. 

 

 

 

 

4.3 Indirect Trust Calculation 

In indirect trust calculation, the trustor would 

transmit a request message to other nodes. The node 

receiving the request message first checks the local 

record list. If the ID of the trustee is in the local record 

list, the node would response to the request message.  

As shown in Figure 1, suppose that the trustor A 

didn’t have any interaction with trustee B in the past. 

The nodes in set D={D1, D2, …, Di,…, Dm} only had 

direct interactions with B in the past. The nodes in D 

are indirect recommenders for A. In this condition, A 

can ask nodes in D for the trust information of B. 

Suppose indirect recommendation trust from Di 

towards B is denoted by 
i

D B
T . A can get the following 

set: 

 { }
1 2

, ,..., ,...,

i m
indirect seq D B D B D B D BT T T T T

−

= . 

A large amount of trust values have been received 

from the indirect recommenders. Because there are 

many malicious nodes in the distributed network, some 

of the received trust values cannot reflect the actual 

behaviors of the trustee. Different from the 

recommendation nodes, the trustor is not familiar with 

the indirect recommenders and cannot judge whether 

the indirect recommenders are honest or not. In 

addition, the actual trust degree of the trustee is 

unknown currently. Therefore, these trust values 

cannot be classified through simple mathematical 

statistics. To address the problem, we propose a 

simplified cluster algorithm to resist the attack from the 

malicious indirect recommenders. To distinguish 

between malicious nodes and honest nodes, we first 

obtain the mainstream opinion and the minority 

opinion by analyzing indirect seqT
−

. We try to classify 

indirect seqT
−

 into two clusters. Firstly, we select the 

maximum value in indirect seqT
−

 (denoted by max 

indirect seqT
−

) and the minimum value in indirect seqT
−

 

(denoted by min indirect seqT
−

) as the centroids of two 

initial clusters. Then the algorithm classify items in 

indirect seqT
−

 into two clusters based on the Euclidean 

distance [26]. The detailed clustering process is 

illustrated in Algorithm 1. 

As can be seen in the Algorithm 1, we classify 

indirect seqT
−

 into two stable clusters if the centroids of the 

two clusters do not change. The trust values in 
i

cluster  

denotes the mainstream opinion. Although various 

types of malicious behaviors may have negative impact 

on the network, they can only effect the minority 

opinions. By filtering all trust values that are not in 

i
cluster , the trust evaluation model can resist the attack 

of malicious and misbehaved nodes.  
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Algorithm 1. Simplified Trust Cluster Algorithm 

Input: { }
1 2

, ,..., ,...,

i m
D B D B D B D B

T T T T   

Output: 
i

cluster  

initialize two cluster centroids 

cen1=max indirect seqT
−

, cen2 =min indirect seqT
−

 

do 

     assign each item in indirect seqT
−

 to the nearest  

     centroid 

     recount the centroid of each cluster 

until the centroids do not change 

return 
i

cluster  with the larger number of elements 

 

We now calculate the indirect trust based on the 

subjective logic model mentioned in Section 3.1.  

Firstly, the trustor calculates the average value (
i
t ) 

of 
i

cluster  as well as the standard deviation (
i

σ ) of 

i
cluster . The trust values that do not fall within the 

range of ( , )
i i i i
t σ t σ− +  are filtered out since they are 

far from the mean value. 

Then, the trustor’s subjective opinion about 
i

cluster  

is calculated. The trust value that is close to the mean 

value is considered as the belief opinion while the rest 

is regarded as uncertain opinion. Therefore, the belief 

in opinion (
p

b ) is the percentage of trust values that 

fall within the range of ( , )
i i i i
t σ t σ− + . The relative 

atomicity (a) is the average trust value of 
i

cluster . The 

uncertainty in opinion (
p

u ) is the percentage of trust 

values which fall outside the range of ( , )
i i i i
t σ t σ− + . 

Since the dishonest trust values have been filtered out, 

the disbelief in opinion can be set as 0. Hence, the 

opinion about 
i

cluster  is a 4-tuple ( ,0, , )
p p

b u a . The 

trustor’s subjective opinion about the cluster 
i

cluster  

can be calculated by the following: 

 
i

A cluster p pT b au
−

= +  (7) 

Finally, the indirect trust value of trustee can be 

calculated by the following: 

 
i

AB indirect A cluster i
T T cen

− −

= ×  (8) 

where 
i

cen  denotes the centroid of 
i

cluster . 

4.4 Final Trust Calculation 

Based on the direct trust, the recommendation trust, 

and the indirect trust, the final trust is calculated as 

follows:  

(1 )

(1 )

r r
AB comprehensive i AB direct i AB recommend

r r i

i
i AB indirect

r r i

ω N
T ωT ω T

ω N N

N
ω T

ω N N

− − −

−

= + −

+

+ −

+

 (9) 

where (0 1)
i i

ω ω< <  is the weight of the direct trust. 

We will illustrate the impact of 
i

ω  and 
r

ω in the 

experiment section. 
r

N  denotes the number of 

recommendation node, 
i

N  denotes the number of 

indirect recommenders. 

5 Experiment Results 

In order to demonstrate the advantage of our 

framework in trust evaluation and malicious behaviors 

detection, we conduct a serial of experiments. Firstly, 

we evaluate the performance of all frameworks on trust 

computation error, and detection ratio. Then, we study 

the performance of our framework on different 

simulation parameters. 

5.1 Experiment Setup 

We have implemented CETEF based on the 

software OMNeT++ [27]. We construct a distributed 

network which consists of 100 nodes. The nodes are 

divided into two sets in our simulation: honest nodes 

and malicious nodes. The percentage of malicious 

nodes is denoted by malicious_rate. We list some 

parameters used during trust evaluation in Table 2.  

Table 2. Simulation parameters 

Parameter Description Range 

malicious_rate Percentage of malicious nodes [ ]0,1  

mrate Percentage of interactions that a malicious peer act dishonestly [ ]0,1  

interact_num Average interactions frequency for a node [ )0,∞  

c
ω  Uncertainty factor in direct trust calculation [ )0,1  

p Penalty factor for negative behaviors in direct trust calculation ( )0,∞  

i
ω  Weight of the direct trust [ ]0,1  

r
ω  Weight of the recommendation trust ( )0,∞  
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5.2 Performance Evaluation  

5.2.1 Comparison of Trust Evaluation  

In this section, we compare our trust framework 

with the trust framework EDTM proposed in [25]. The 

performance metrics includes the evaluation deviation 

of indirect recommendation trust and the evaluation 

deviation of final trust for the well-behaved node. As 

for a node in the network, the deviation of trust 

evaluation denotes the difference between the trust 

value and the actual possibility for a node to act 

honestly. In these experiments, we vary malicious_rate 

from 0% to 70%, with a step of 10%.  

As shown in Figure 3, with the increase of malicious 

rate, the indirect recommendation trust value of 

CETEF is much more stable than that of EDTM. The 

indirect recommendation trust value of CETEF falls to 

the range of (0.75, 0.97), while that of EDTM 

decreases rapidly from 0.97 to less than 0.3.  

 

Figure 3. Indirect trust deviation  

Figure 4 shows the results on final trust calculation. 

With the increase of malicious rate, the final trust 

shows the same downward trend as the indirect 

recommendation trust. The trust value of CETEF falls 

to 0.81 from the ideal value 0.97, while the trust value 

of EDTM declines dramatically to 0.6. 

 

Figure 4. Final trust deviation  

An honest node is always judged as an honest one 

by our CETEF. However, the compared framework 

may misjudgment it as a malicious node when the 

number of malicious nodes increases. In summary, the 

experimental results indicate the robustness of our 

CETEF in hostile network environment. 

5.2.2 Comparison of Trust Computation Error  

We take trust computation error (TEC for short) [28] 

as the effectiveness evaluation metric. TEC is 

calculated by the following: 

 

[ ]
2

( ) ( )
t t

i U

τ i p i

TCE
U

∈

−

=

∑
 (10) 

where |U| denotes the number of nodes in the network, 

and ( )
t
τ i  denotes the trust value of i-th node at the 

time t. ( )
t
P i  denotes the expected possibility for the 

node i to act honestly, hence ( ) 1
t
P i =  means i-th node 

acts as an honest one at the time t, otherwise ( ) 0
t
P i = . 

A smaller trust computation error indicates a higher 

evaluation accuracy. 

Figure 5 illustrates the trust computation error of 

EDTM and CETEF. With the increase of malicious 

rate, the trust computation error of EDTM increases 

more quickly compared to CETEF. The performance 

of EDTM drops almost linearly. Therefore, EDTM is 

less robust against the increasing of malicious 

behaviors. Our framework CETEF obtains better 

evaluation accuracy under the same condition. 

 

Figure 5. Trust computation error comparison 

5.2.3 Comparison of Detection Ratio  

In this experiment, we compare our trust evaluation 

framework with EDTM with respect to the malicious 

nodes detection ratio. malicious_rate varies from 0% 

to 70%, with a step value of 10%. In Figure 6, the 

ODJECT line illustrates the actual malicious rate of the 

network. As shown in Figure 6, the detection ratio of 

our framework is barely close to OBJECT, while the 

difference between EDTM and OBJECT is 

significantly larger. Compared with EDTM, our trust 

evaluation framework obtain better malicious nodes 

detection ratio in all experimental settings. 
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Figure 6. Malicious nodes detection ratio 

5.3 Studies on Parameters 

5.3.1 Impact of Penalty Factor p 

In the direct trust calculation module, the parameter 

p denotes the punishment intensity for malicious 

behavior. To study the impact of p, we vary the value 

of p from 1 to 4 with a step value of 1. We set 
c

ω  = 

0.01, ( , )
i r

ω ω = (2, 0.8) in the experiment. In order to 

show the impact clearly, the object value, which is 

calculated based on the actual possibility for a node to 

act dishonestly, is derived. 

Hence, the direct trust value is more accurate if it is 

closer to the object value. Figure 7 shows the results of 

direct trust value when we vary the value of p from 1 

to 4. We can see from the result that the direct trust for 

a node decreases with the increase of mrate. In 

addition, CETEF achieves better effect when p falls to 

the range of [2, 3]. 

 

Figure 7. Impact of penalty factor p 

5.3.2 Impact of Parameter 
r

ω  

The parameter 
r

ω  is used to adjust the importance 

of recommendation trust in final trust calculation. To 

study the impact of 
r

ω , we vary the value of 
r

ω  and 

calculate the final trust value of the honest node. 

As shown in Figure 8, when the percentage of 

malicious nodes does not exceed 40%, the trust 

evaluation results are almost similar under different 

values of 
r

ω . When the network environment is 

relatively well, the cluster algorithm in indirect trust 

evaluation module can effectively filter out the 

malicious information. However, the trust value shows 

a downward trend as the malicious rate continually 

grows. It turns out that with an increasing number of 

malicious nodes in the network, the higher 
r

ω  is, the 

more stable the obtained trust value is. Hence, node 

trust information from common neighbors is more 

reliable than from the indirect recommenders. That’s 

because the increasing number of malicious behaviors 

badly interfere with the trust evaluation process.  

 

Figure 8. Impact of parameter 
r

ω  

5.3.3 Impact of Parameter 
i

ω  

To study the impact of 
i

ω , we vary the value of 

i
ω from 0.2 to 0.8 with a step value of 0.2. We set 

c
ω = 

0.01, 
r

ω = 2, p=3 in the experiment. Figure 9 shows 

that the final trust value decreases and deviates from 

the actual value when the malicious rate increases from 

0% to 70%. That’s because the increasing number of 

malicious nodes would provide incorrect information 

to interfere with the trust evaluation. When 
i

ω  >0.5, 

the trust evaluation result becomes more accurate and 

the evaluation framework becomes more stable. 

Therefore, suitable 
i

ω  value will bring about better 

evaluation accuracy. In other words, this observation 

indicates that the weight of first-hand information 

should be larger than the second-hand information. 

 

Figure 9. Impact of parameter 
i

ω  
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6 Conclusion 

In this paper, an efficient trust evaluation framework 

CETEF is proposed to calculate the trust value of 

participating nodes and defend trust evaluation 

framework against malicious attacks. During CETEF, 

we discuss how to calculate the direct trust, the 

recommendation trust, the indirect trust, and the final 

trust. Simulation results demonstrate that CETEF is 

attack-resistant, and provides an efficient mechanism 

for detecting malicious nodes. Our future work 

includes investigating the optimal parameters selection 

in different environments. 
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