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Abstract

Proxy signature can realize that an original signer
delegates his/her signing right to a proxy signer. Then,
the proxy signer can sign messages on behalf of the
original signer when he/she is absent. The identity-based
cryptosystem can simplify the costly certificate
management. In this paper, we demonstrate that an
improved identity-based proxy signature scheme in the
standard model is not secure by giving four kinds of
attacks. An improved scheme is also proposed to
overcome the security flaws. Our improved scheme can
be proved secure assuming the CDH problem to be hard.
Performance analysis shows that our improved scheme is
practical.

Keywords: Identity-based proxy signature, Proxy
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1 Introduction

The identity based cryptosystem can simplify the
costly certificate management which is considered to
be the main drawback of the traditional public key
cryptosystem. This cryptographic concept was first
introduced by Shamir [1] in 1984. But an efficient
identity-based encryption scheme was not invented
until Boneh and Franklin [2] proposed it by using
bilinear pairings in 2001. Since then, the identity based
cryptosystem has become a research hotspot.

Proxy signature is a useful tool when an original
signer is absent. Then he/she can delegate his/her
signing right to a proxy signer. Any verifier can be
convinced that the signature is made by the proxy
signer designated by the original signer. This
cryptographic primitive was first introduced by
Mambo et al. [3] in 1996. Proxy signature has also got
a lot of attention since it was introduced.

Combining the identity based cryptosystem and
proxy signature, Zhang and Kim [4] first introduced
the identity based proxy signature by using bilinear
pairings in 2003, but their scheme lacked security
proof. In 2005, Xu et al. [5] gave a formal definition

*Corresponding Author: Caixue Zhou; E-mail: charlesjjjx@126.com
DOI: 10.3966/160792642018121907009

and security model for identity-based proxy signature
for the first time. Their security model was based on
Boldyreva et al.’s work [6]. In 2006, Huang et al. [7]
proposed a proxy signature scheme in the standard
model for the first time. In the same year, Galindo et al.
[8] gave a generic construction of identity based proxy
signature from traditional public key based proxy
signature and their construction suits in the standard
model. In 2010, Cao and Cao [9] proposed a direct
construction of identity based proxy signature in the
standard model for the first time. But in 2013, Sun et al.
[10] pointed out that Cao et al.’s scheme suffers from a
malicious original signer attack and a malicious proxy
signer attack. In the same year, Gu et al. [11] proposed
another identity-based proxy signature scheme in the
standard model. Unfortunately, He et al. [12] gave out
three kinds of attacks to Gu et al.’s scheme and Hu et
al. [13] gave out four kinds of attacks to Gu et al.’s
scheme in 2015, respectively. Based on Gentry’s
identity based encryption scheme [14], Hu et al. [15]
proposed another highly efficient identity-based proxy
signature scheme in the standard model in 2014. Based
on Tian et al.’s strong designated verifier signature
scheme [16], Hu et al. [17] also proposed an identity-
based proxy signature scheme in the standard model
with tight security reduction in 2015.

To overcome the security flaws of Gu et al.’s
scheme [11], Hu et al. [18] proposed an improved
scheme in 2017. They gave a security proof to their
scheme. But unfortunately, in this paper, we point out
that Hu et al.’s improved scheme is still insecure. We
give four kinds of attacks to their scheme. Then we
give further improvement to their scheme. We give
security proof and efficiency analysis of our scheme.
The performance evaluation shows that our scheme is
practical.

The rest of the paper is organized as follows. In
Section 2, we introduce the concept of bilinear pairing,
the complexity assumption, the formal definition and
security model of identity-based proxy signature. In
Section 3, we give a description of Hu et al.’s scheme.
In Section 4, we give four kinds of attacks to Hu et
al.’s scheme. In Section 5, we propose an improved
scheme. In Section 6, we discuss the correctness,
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security and efficiency of our improved scheme. In
Section 7, we give an application example of our
scheme. We conclude the paper in Section 8.

2 Preliminaries

2.1 Bilinear Pairing

Let G,,G, be two multiplicative cyclic groups of
prime order g and g be a generator of G, . The map
e:G xG, — G, is said to be an admissible bilinear
pairing if the following three conditions hold.

(1) Bilinearity: For all a,b e Z,, P,OeG,, we have
e(P*,0")=e(P,0)".

(2) Non-degeneracy: e(g,g) #1, -

(3) Computability: For all P,Q € G, , there exists an
efficient algorithm to compute e(P,Q).

2.2 Complexity Assumption
Computational Diffie-Hellman (CDH) problem.
Given g,g°,g" €G, for unknown randomly chosen
a,beZ,, one must compute g .

The (¢,/)— CDH assumption.

polynomial time (PPT) algorithm A4 running in a
maximum time of ¢ with a probability of at least ¢
can solve the CDH problem in G,.

No probabilistic

2.3 Formal Definition

The formal definition is the same as that in Hu et
al.’s scheme [18]. An identity-based proxy signature
scheme consists of the following eight algorithms.
Setup. Given a security parameter 1° , the PKG
produces a master private key s and the system public
parameters Params . Params are public to all while
s is kept private by the PKG.

KeyGen. Given an identity /D and Params , the PKG
uses the master private key s to produce /D ’s private
key SK, . Then the PKG sends SK, to the user

secretly. Thus, the original signer’s identity and private
key pair is (ID,,SK , ) and the proxy signer’s identity
and private key pair is (ID,,SK », ).

ISign. Given a private key SK,, of identity /D, a
message m and Params , the signer ID produces a
standard signature o .

IVerify. Given the signer’s identity /D, the signature
o, the message m and Params , the verifier verifies
the standard signature o and outputs true or false.
IDelegate. Given the private key SK, of an original

signer ID, , Params and a warrant m,_ (which
includes the identities of the original signer and proxy

signer, the types of delegated message, the delegation
period and so on), the original signer /D, produces a
delegation & . Then he/she sends it to the proxy signer.
IProxyKeyGen. Given the private key SK, of the

proxy signer, the warrant m, , the delegation o and
Params, the proxy signer [ID, produces a proxy

signing key PSK D, -
IProxySign. Given the proxy signing key PSK,, , a

b
94
message m , a warrant m, and Params, the proxy
signer ID, produces a proxy signature o,.

IProxyVerify. Given the identities of the original
signer ID, and proxy signer /D , the warrant m, , the

message m , the proxy signature o, and Params , the
verifier verifies the proxy signature o, and outputs
true or false.

For  consistency, we require if o=
1Sign(SK ,,m, Params), then [Verifi(c,ID,m, Params)

=true . And if o, =1ProxySign(PSK,, ,m,m

1, 11,5 Params),
then IProxyVerif_j/(O'p,IDa,IDp,m,m

Params) =true.

w2

2.4 Security Model

Based on the security models of Boldyreva et al. [6]
and Schuldt et al. [19], Gu et al. [11] introduced a more
complete security model of identity-based proxy
signature. Hu et al. [18] used the same security model
as Gu et al. In the security model, they classified the
proxy signature to several types. Here we must point
out that there is a general classification of proxy
signature in Liu et al.’s scheme [20]. Their security
model is as follows.

It assumes that only one user #" is not corrupted,
that is, the adversary A4 can get all useful information
except the private key of u". There are four situations
to be considered.

(1) The adversary A4 forges a standard signature of
u .
(2) The adversary A does not get the proxy signing
key of u" and forges a proxy signature of ", where u’
is both the original signer and the proxy signer.

(3) The adversary 4 does not get the proxy signing
key of u" and forges a proxy signature of u", where
u (u, #u" ) is the original signer and u" is the proxy
signer.

(4) The adversary A does not get the signing rights
of u" and proxy signing key of u, (u, #u ). He/she
forges a proxy signature of u, (u, #u ), where u" is
the original signer and u, (u, #u" ) is the proxy signer.

For simplicity, it assumes that user /D, is the non-
corrupted user. The security model is described as
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follows.

Setup: The challenger C runs the setup algorithm to
produce the public system parameters Params and a
master private key s . C gives Params to A while
keeping s private.

Queries. A can make a polynomially bounded number
of queries as follows.

Key queries.

(1) T=Typel (key-oracle()): A4 requests the private
key of a user ID, (i>1), C produces a private key
SK,, andreturnsitto 4.

(2) T=Type2 (proxykey-oraclel()): A supplies an
identity /D, (i>=1) and a warrant m, , where ID,
(i=1) is both the original signer and the proxy signer.
C produces a self-delegation proxy key PSK,, and
returns it to 4.

(3) T=Type3 (proxykey-oracle2()): A supplies an
identity ID, (i>1) and a warrant m, , where ID,
(i>1) is the original signer and ID, the proxy signer.
C produces a proxy key PSK,, and returnsitto 4.

(4) T=Type4 (proxykey-oracle3()): A supplies an
identity ID, (i>1) and a warrant m, , where ID, is the
original signer and ID, (i>1) the proxy signer. C
produces a proxy key PSK,, and returnsitto 4.
Signature queries.

(1) T=Typel (sign-oracle()): A supplies an identity
ID, (i=1) and a message m. C produces a standard
signature o of ID, (i>1)and returnsitto 4.

(2) T=Type2 (psign-oraclel()): A supplies an
identity ID, (i=>1), a warrant m_, and a message m,
where ID, (i=1) is both the original signer and the
proxy signer. C produces a proxy signature o, and
returns it to A4.

(3) T=Type3 (psign-oracle2()): A supplies an
identity ID, (i>1), a warrant m, and a message m ,
where ID, (i>1) is the original signer and ID, the
proxy signer. C produces a proxy signature o, and
returns it to 4.

(4) T=Type4 (psign-oracle3()): A supplies an
identity ID, (i>1), a warrant m, and a message m ,
where ID, is the original signer and ID, (i>1) the
proxy signer. C produces a proxy signature o, and
returns itto 4.

Forgery.

(1) T=Typel: A4 outputs a forged standard signature
o on (ID",m"). If the following conditions hold, then
we say that 4 wins the game.

(a) Verify(Params,o ,m ,ID") = true

(b) A4 did not make key-oracle() on ID";

(c) 4 did not make sign-oracle() on (ID",m").

(2) T=Type2: A outputs a forged self-delegation
proxy signature o, on (m,,ID",m" ), where ID" is
both the original signer and the proxy signer. If the

following conditions hold, then we say that 4 wins the
game.

(a) IProxyVerify(Params,o ,,

(b) A did not make key-oracle() on ID";

(c) A did not make proxykey-oraclel() on
(ID",m);

(d) A4 did not make psign-oraclel1() on (., ID",m").

(3) T=Type3: A outputs a forged proxy signature
ID*,[Dl,m* ), where ID" is the original

w?o

*

m,,m ,ID")=true;

5

o, on (m,,
signer and ID, the proxy signer. If the following
conditions hold, then we say that 4 wins the game.

(a) IPr OJQ/Veriﬁ/(Params,O';,m:,,m*,ID*,ID] )=true;

(b) 4 did not make proxykey-oracle2() on
(ID",ID,,m.,),

(c) A did not
(m,,ID",ID,,m").

(4) T=Type4: A outputs a forged proxy signature
ID*,IDl,m* ), where ID, is the original

make psign-oracle2() on

w?

5

w?

o, on (m
signer and ID" the proxy signer. If the following
conditions hold, then we say that 4 wins the game.

(a) IPr oxyVerlﬁ(Pamms,O'; ,m;,m* ,ID*,ID] ) =true;

(b) A did not
(ID",ID,,m.),

(c) A did not
(m,,ID",ID,,m").

We say that an adversary A4 can (t,&,q,,q,) break

make proxykey-oracle3() on

make psign-oracle3() on

*

w?

an identity-based proxy signature scheme if 4 makes
at most ¢, key queries and ¢, signature queries, and

runs in a maximum time ¢ with a probability of at least
€.

An identity-based proxy signature scheme is
(t,€,q9,,q,) secure if no PPT adversary can (¢,¢,q,,9,)
break it.

3 Review of Hu et al.’s Scheme

Setup: Given a security parameter 1 , the PKG
chooses two cyclic multiplicative groups G, and G, of

prime order ¢, a random generator g of G,, a bilinear
map: e:G, xG —G, and a hash function H:{0,1}’ —Z,.
The PKG randomly chooses a€Z, and g,,u,,1,v,,

v,@,7 €G,. The PKG sets g, = g“. The system public
parameters are Params ={G,,G,.e,2,8,,8,,y>H-Vy»
v,@,7,H} . The system master private key is « .

KeyGen. Given an identity /D , the PKG randomly
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H(ID)\ar,
chooses r,, € Z, and computes x,,, =g (& gy )™

and x ™. The private key of user ID is sk, =

D1
(X;p05X;p)- Then the original signer ID,’s private key
,g™) and

= (xlop,oaxmp,])

H(ID, ))a "ID,

is SkID(, :(xm 0%, D= (g5 (a1,

the proxy signer /D, ’s private key is sk,Dp
= (& (¢

ISign. leen an identity /D and a message m , the
signer randomly deZ,6 and computes

X, = Xm0 @’ TdH(M) X, = X, =g", Xzzgd-
Finally, the signature is o =(m, X, X, X,).

H ([D INETID "ID
) TL.g ).

chooses

Iverify. The verifier checks whether the following
equation holds. e(X

0>g)=e(g2’g1) e(u Hy , X)
(@, X,) e(r, X)),
IDelegate. The original signer /D, produces a warrant
m, , which contains the descriptions of delegation
duration, delegation message type, the identities of
original signer and proxy signer and so on. Then he/she
randomly  chooses seZ ~ and computes T

=Xmp,.0 (v VH(m )) T:x[D 1=8

I.T, )
IProxyKeyGen. The proxy signer /D, first checks

, I, =g’ . Finally,
the delegation is 6 =(m,,T;,T,,
whether the delegation is valid by checking the
following equation. e(T},g)=e(g,,g,)-e(u- g ", T)
e(v-vy ™) T). If it is not true, then he/she requests
the original signer to reproduce the delegation o

=(m,,T,,T,,T,). Otherwise, he/she computes y, =

IDOT('J’

Y =Xp, g] , v,=T,=g™, y,=T,=g". Finally,

the proxy key is PSK;, = (¥,¥1,¥,,¥3)-

IProxySign. Given a message m , the proxy signer
ID, randomly chooses deZ and computes ¥, =

d-H(m)

vooal ", Y=y =g, Y,=y,=g",
Y,=y,=g", Y,=g". Finally, the proxy signature is
o,=(mm, Y. Y7, Y, 7).

IProxyVerify. The verifier checks whether the
following holds.  e(Y,,g) =e(g,.g,)’

(g gy " Y) e ') - e(v-vlE YY) e(@, Y,)
ez, Y™,

equation

4 Analysis of Hu et al.’s Scheme [18]

Hu et al. [18] pointed out that Gu et al.’s scheme [11]
is insecure by demonstrating a concrete attack. In order
to overcome the security flaw, Hu et al. introduced two
public system parameters g, and v,. The KeyGen

algorithm  becomes  x,,, =g (¢~ p;/"”)*"  and

Xp,=&" instead of x, =g pPrEn and
Xp,=g" , and the IDelegate algorithm becomes
T =Xm,.0 (v VH(m )) —XID 1 glr]D” and T2 =g’

H(m,,)s

_ _ _ A Ip,
instead of T, =x, ,-v » Li=x,,=g" and

D, 0
T, = g’ . After making these improvements, the scheme

can resist Hu et al.’s attack [18]. But unfortunately, we
find that the scheme is still insecure. In the following,
we will show four kinds of attacks to Hu et al.’s
scheme [18].

4.1 Forging a Proxy Signature 1

In the following, we will show that after getting a
valid T =#ype3 proxy signature, the adversary A can
change the original signer to another person and forge
another 7 =fype3 proxy signature.

According to Hu et al.’s security model, by
maximizing the adversary’s attack abilities, it assumes
that just one user u is not corrupted. Let’s consider
ID, and ID,, who are corrupted by the adversary A4,

that is, the private key (x,, ) of ID, and

a1,0 ° 1D11

(X1, ,>Xm,,,) Of ID,, are known by 4.

(1) 4 sets ID,, as the original signer and u" as the
proxy signer. 4 produces a warrant m_ . A produces a
delegation (T, ,,T,,,,T,,) on (ID

al,0°>"al,l? u ’mw)'

al?

(2) In the signature queries stage, 4 makes a
= type3 (psign-oracle2()) oracle query, where ID is

is the
warrant and m is the message. The challenger C
returns a proxy signature o, ={¥,%,Y,,Y,,Y,} to 4.

0°271°>72>73>

the original signer, u" is the proxy signer, m,

(3) Forgery: After getting a valid proxy signature
=1{Y,,Y..Y,,Y,,Y,} , 4 can forge another identity-

Y,Y,,Y,,Y,} as follows.

based proxy signature 0' ={Y,,Y.%,.Y,.Y,
(a) 4 sets ID,, as the orlgmal signer and u" as the
proxy signer. A produces a valid warrant m, . A

produces a
(ID,,,u",m).
(b) A computes Y, =Y, - (T,O)
Y,=T,, Y =T,,, Y=Y,
(c) A outputs ap ={Y,,Y,Y,,Y,,Y,} as the forged

delegation  (7,,,.T,,,T,,,) on

Y=Y,

020 s

proxy signature, where ID,, is the original signer, u’

is the proxy signer, m, is the warrant and m is the
message.

It can be verified that 0' —{ ,YZ,YS,Y} 1S a

valid proxy signature. First we have e(Y,,g)=
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e(Y, '(Tal,o )" T,0.8)= e(¥,,8)- e((Tal,o )_] ,8)
e(nz,oag) .As

oY, 8)=e(2,,8,) -e(u- 1" %) - e(u- 4" X,)-

e(v-v, ™. Y))-e(@,Y,)-e(z,Y,"")

=e(g,.8,)" e(p- ). Y)) e(p- ) Y,) -
e(v-vy " Y))-e(@,Y,)-e(r,(Y)"™),

e(T,,)"g)=e(g,.8) " -e(pr-py ™, T, )"

e(v-v, ", T,,)"

=e(g,,8) e(u-p YY) (v )

T, 8) = (25,8, et 1y Ty, ) - (v ™), T, )

= e(g2,g1)-e(,u-,u(f’”D"z),YQ')-e(v-v:(’":“),)’}') , we have

e(Y,,g)=e(g,.g) -elu- " Y,))-e(u- py "™ Y,)-
e(v-v)"™.Y,) e(@,Y,)-e(r,(¥;)" ™), and
o, ={¥,¥ Y,Y,,Y,} is valid.

0°71°72>73>

4.2 Forging a Proxy Signature 2

In the following, we will show that after getting a
valid standard signature, the adversary A can modify it
toa T =type3 proxy signature.

As described in Section 4.1, it assumes that user
is not corrupted while user /D, is by the adversary 4,

that is, the private key (x,, ,x,, ) of ID, is known
by 4.

(1) In the signature queries stage, A produces a
message m and makes a T =fypel (sign-oracle())
oracle query, where u" is the signer. The challenger C
returns a standard signature o = (X, X,,X,) to 4.

(2) Forgery: after getting a valid standard signature
o=(X,,X,,X,) of u", A can modify it to a proxy

'

signature o, ={Y,,Y,,Y,,Y;,Y,} as follows.
(a) 4 sets ID,, as the original signer and u" as the
proxy signer. A produces a warrant m, . 4 produces a
,) on (ID,,u",m)).
Y=X,,Y=T

al,l >

delegation (T, .7, ,,T,
(b) A computes ¥, =X, T,
Y,=T,,, Y =X,.

3 =410
(c) 4 outputs o, ={Y,,Y.Y,,Y,,Y,} as the forged

1,0 >

0°271°>72573>

proxy signature, where ID,, is the original signer, u"

is the proxy signer, m, is the warrant and m is the
message.

It can be verified that o, ={Y,Y,Y,,Y,

0°71°72>73>

Y,} is a
valid proxy signature. First we have e(Y,,g)=
e(Xo 'Tal,oag) = e(Xo’g)'e(Tal,o,g) . As

AX.8)=e(8,,8) el i) X)) el@, X,) ez, X)) =
e(g,-8) et X)) e(@. X)) ez, (X)),
oT, 0. 8)=e(gy.8,) et 1T, )-ew-v!"™ T, )=
e(g,.8)-e(u- g " ;) - e(v-vy "™, Y,) , we have

H(IDgy)

e(Y,,g)=e(g,.g) -e(u-py " Y))-e(p- ) ™, Y,)-
e(v- v Y))-e(@,Y,)-e(r,(Y;)" ™), and

'

o, ={¥,¥ Y, Y,,Y;} is valid

4.3 Forging a Standard Signature

In the following, we will show that after getting a
valid T =type3 proxy signature, the adversary 4 can

modify it to a standard signature.

As described in Section 4.1, it assumes that user "
is not corrupted while user /D, is by the adversary 4,
that is, the private key (x,, X, ) of ID, is known
by 4.

(1) 4 sets ID,, as the original signer and " as the
proxy signer. 4 produces a warrant m_ . A produces a

delegation (7, ,,T,,,,T,,) on (ID,,u",m,).

(2) In the signature queries stage, 4 makes a
T =type3 (psign-oracle2()) oracle query, where ID, is
the original signer, u" is the proxy signer, m, is the
warrant and m is the message. The challenger C
returns a proxy signature c,= {Y,,Y,,Y,.Y,.Y,} to 4.

(3) Forgery: After getting a valid proxy signature
o,=1Y,Y,Y,.,Y,.Y,}, A4 can modify it to a standard
signature ¢ ={X,,X,,X,} as follows.

(a) A computes X, =Y,-(T,,)", X, =¥, X, =7,.

(b) 4 outputs o ={X,,X,,X,} as the forged
standard signature, where " is the signer and m is the
message.

It can be verified that o ={X,,X,,X,} is a valid

standard e(X,,g)=

e(¥,(T,,)".8) =e(¥,,g)-e((T,,)",8). As

signature. First we have

e(Y,,g)=e(g,,8) el py " V) e(p- ™ Y,)-
e(v ’ V:(MW)’ Y}) ’ e(w, Y4) ’ e(T> Y4H(m))

=e(g2,gl)2 'e(/u'/u:(u )5X1y)'e(ﬂ'ﬂoH(lD”l)’Yz)

e(v-v, ™Y e(@, X,) - e(7,(X,)""),

e(T, )" 8)=elg,,8) " e(u-py ™, T, )"
'e(v'v:(mnr)”rul,z)il

:e(g2=g1)71 'e(/u':uoH(IDul)’Yz )71 'e(V'V:(m‘V)’Ys )715

we have e(X,,g)=e(g,,g)-e(u- 1, ", X)) -e(@, X,),
e(r,(X,)""™) and o ={X,,X,,X,} is valid.
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4.4 Proxy Key Exposure Attack

As noted in scheme [19], proxy key is often used in
a hostile environment like mobile agent. Compromised
proxy key must not leak information about the long-
term private key. In scheme [19], Schuldt et al.
introduced the proxy key exposure attack. In Hu et al.’s
security model, they also considered this type of attack,
that is, an attacker can get the proxy-key oracle service.
In the following, we will show that after getting a valid
T =type3 proxy key, the adversary A4 can compute

the private key of the proxy signer.
As described in Section 4.1, it assumes that user
is not corrupted while user /D, is by the adversary 4,

that is, the private key (x,, | ) of ID, is known

by 4.
(1) 4 sets ID,, as the original signer and u" as the

IDH

proxy signer. 4 produces a valid warrant m, . A4

produces a delegation (7, ,,T,,,,T,,) on (ID,

al?
(2) In the key queries stage, the adversary 4 makes
a T =tpe3 (proxykey-oracle2()) oracle query. The

challenger — C'retuns  the  proxy  key
PSK . =(9y,1,,,,;) of user u”.

(3) Now, the
Xeo =Yoo (Tlo) R

can get the private key Sku* =(x.,

adversary A can compute
Thus, the adversary A

X ) of the proxy

signer u".
S An Improved Scheme

Why Hu et al.’s improved scheme is not secure?
Intuitively, let us see the IProxySign algorithm.
Y, =y, @’ " 4Hm " where  the

1, part is independent of other parameters. Thus a

_ d
xwp,o 'YZ)-ZU T

malicious original signer who knows the 7, can
remove it from ¥, by multiplying (7,)" to get a
standard signature of D, . Second, if he/she get a
standard signature of /D, he/she can also multiply T,
if he/she

he/she can forge a proxy

to get a proxy signature. Third, from ¥,
substitutes 7, with 7; ,

signature where the original signer is ID, .

In addition, the proxy key in Hu et al.’s scheme is
Yo =%, -1, . Thus, a malicious original signer can
=

remove 7, by multiplying (7,)"' to get the private key

of ID,. This kind of attack is named as the proxy key

exposure attack, which is introduced by Schuldt et al.
[19].

Our improvements are mainly focused on the hash
function. In the KeyGen algorithm, we use H(ID,x,,,)

u*,mw).

instead of H(ID). In the ISign algorithm, we use
H(m,X,,X,) instead of H(m) . In the IDelegate
.- 1,,1;) instead of H(m,). In
the IProxyKeyGen algorithm, we add a random
number 7€ Z, . In the IProxySign algorithm, we use
After

making these changes, our improved scheme can resist
Hu et al’s attack [18] and our attacks.

Setup. Given a security parameter 1°, the PKG
chooses two cyclic multiplicative groups G, and G, of

algorithm, we use H(m,,T,

H(m,m_,y,,¥,,Y,,;,y,) instead of H(m) .

prime order ¢, a random generator g of G,, a bilinear
map: e:G xG, —G, and a hash function H:{0,1}' »Z.
The PKG randomly chooses « eZ; and g,, 4, 14,,v,T € Gf .

The PKG sets g,
are  Params ={G,,G,,e,g,8,,8,, M l4,,v,T,H}. The

=g . The system public parameters

system master private key is « .

KeyGen. Given an identity /D, the PKG randomly

chooses 7, eZ* and computes x,,=g” and
Xipy =85 (1 uy mye o The private key of user
ID is sk, =(x,,,X,,) . Then the original signer
ID, ’s private key is sk, =(x, X, )=
(g, g% (u-py " *")*™ ) and the proxy signer
ID, s private key s sk,Dp =(x,Dp’0,xIDpﬁl):

(ID XD, ). ar »

(&8s -y Y.
ISign. Given an identity /D and a message m , the
signer randomly chooses d eZ; and computes
Xo=xpo=8", X =g, X, =X, LoD,

Finally, the signature is o =(m, X, X,,X,).

Iverify. The verifier checks whether the following
equation holds. e(X,,g)=e(g,,g,)-e(u- i """, X,)
-e(TH(’"’XO'X‘),X,) .

IDelegate. The original signer /D, produces a warrant
m, , which contains the descriptions of delegation

duration, delegation message type, the identities of
original signer and proxy signer and so on. Then he/she

Xip,0 = glrlD” >
. Finally, the delegation

randomly chooses s € Z, and computes 7, =

H(my, Ty, Th)-s

=g ,T,=xp,V
is 6=(m,,T,,T,,T,) .
IProxyKeyGen. The proxy signer /D, first checks

w>70271

whether the delegation is valid by checking the
following equation. e(T,,g)=e(g,,g,)-e(u- p' ™™™ T))
(V") Ty CIf it is not true, then he/she requests

the original signer to reproduce the delegation
o0=(m,,T,T,T,). Otherwise, he/she randomly chooses

d _ _ V/D[7 _ _ "D,
te Zq and computes y, = Xp,0=8& s N =T,=g"",
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H (my,y0,01,52,53)1 T
5 -

»n=l=g, y =g, Vo= Xip,1*V
Finally, the proxy key is PSK,DF =V V15 Vs V35 Va) -

IProxySign. Given a message m , the proxy signer
ID, randomly deZ, and

Vi=y=g",

d-H(m,m, .Yy . }1.75.53.Yy)

chooses computes

"D,

Yi=y,=g ",
Y,=g', Y=y, T

L=y, ., L=y,
. Finally, the proxy
signature is o, =(m,m,Y.Y.,Y,,Y.Y Y).

IProxyVerify. The verifier checks whether the following
equation holds. e(Y;,g)=e(g,.g,)" -e(u-t, """, %,)
L A R S A R

H(m,m,, Yy, },15,13,Y,
-e(r (m,my, Yo, 1,15, 13 4),Y4).

6 Analysis of the Improved Scheme
6.1 Correctness
e(Y;,g)=e(y, -7 R o)

— e(xlD,,,l LG BIENCISE DA szg) . e(TH(m,meoJﬁ,Yz,Y3,Y4)’Y4)

H (my,0.01592,¥3)1

ze(xJDp,lﬂg)'e(V .8)-eT,,g)

(g

= e(x,, ) elv
N A

=e(g,,g,) e(u- ,uf(ID"’Y“) LY))-e(pf o)t gy

DT ). oz

=e(gy&) e(u- gy ) e g )
.e(vH (1yy.30:31:32.33) Y,) €(VH (- TooT1) Y,)

H (m,my, Yy, 1,15, %5,Y,
'6(2’ (m,my,, Yo, 1,15, 13 4),Y4)

H(ID,.Yy)

ze(gzsg])z '@(,U',UO ,Y())‘e(lu-lu:(wavyl)’yl)
.e(vH(mw,Yo,Yl,Yz»Ys)’Y3).e(vH(mw,Yl,yz)’Yz)

H Yo, 1,13, Y,
,e(,[ (m»'"wo,1vz,3,4)’Y4)

H (g, y0:31:¥2:53) 1 H (my,, Ty,Ti ) s

7g)'e(x1Da,1'v :g)

H(m,m, Yy K. Yo 13.Yy)
Y,)

'e(xlou,l v

6.2 Unforgeability

Theorem 1. Our improved scheme is (¢.t,q,,q,)—
secure, assuming that the (&,/)— CDH assumption
holds in G,, where & =3g/q, { =t+Og, -(11-,, +15-1,)
+q,-(4-¢

ol +5-texp)) ,and q,, q,, Lo and 7, are the
maximal number of private key queries, signature
queries, the time required for an exponentiation and an
multiplication in G,, respectively.

Proof. Our proof is similar to that of Hu et al.’s
scheme [18]. Let 4 be an (s,t,q,,q9,)— adversary
attacking our improved scheme. From this adversary,
we will construct an algorithm C that solves the CDH

problem with a probability of at least & and in the

time of at most 7 , contradicting the (&,7)— CDH
assumption.
C is given (g,g",g")eG, for randomly chosen

a,beZ;. C does not know the values of a and b,

and is asked to compute g*. To utilize the adversary
A, C simulates all the oracles defined in Definition 1
to provide responses to A4’s queries.

Setup. C randomly chooses two cyclic groups G, and
G, of prime order ¢, a random generator g of G, a
bilinear map e:G,xG, -G, and a hash function

H:{0,1}' > Z, . He/she sets g, =g* and g,=g" .

He/she randomly chooses 7/,77,/1,962; and sets

u=gl-g,v=g", r=g;-g and y,=g’. C outputs
the public parameters Params={G,,G,,e,g,g,,2,,
M, 1y, v,7,H} . The system master private key is a,
which is not known to C .

We assume that user 1 is a non-corrupted user and
ID, is his/her identity. C first computes the private

key of ID, . C randomly chooses 7, eZ, and

"Dy ~(+H (IDyxpp; 0)-0) [y

Iy _
g xIDl,l =&

computes x,, , =g,

M " AUPImO)Then, the private key of ID, is
sky,, = (X, 05X 1) » Which is a valid private key
because

Xpo=8" g™ =g"-g" e gl glr}q ’

xIDl,l — 1*(1+H(1D1.xl01,0)~9)/7 ‘,Uy’[)l . (:]Dl H Dy %y 0)

= g;’ g;a . g;1/7 . gl—H(IDl,xml,o)-H/y 'ﬂrlD] ) #(ZIDI‘H(’DIJIDI,O)

=8 (& 'g)ia/y 'gl_H(]Dl‘xlD"O)'e/y -,Ur’Dl -ﬂ(:’D' “H(IDy,xp; )
:g;’ (gz/ .g)*a/}’ ,/uO*H(ID],xlq,u)n/y '/Ur[D' -IL[(;’D"H(IDI’XIDLO)

= g; .Iu*a/Y . ,I,IO_H(ID"XID"O)'”/V . ,Lf’D' .ﬂ(:’DI'H(]D1~XID|,0)

= g; ,,ua-("lD] Ja=1/7) . ‘u:;'(r”)l/a_l/”'H(IDlsxlq,o)

=gt (- )Py el
=GP where 1, =13, Ja=1]y

C keeps sk, =(x,, ,%,, ) private.

Queries. A can adaptively make a polynomially
bounded number of queries as follows.
Key queries.

(1) T=typel: A requests the private key of ID,

(i>1). A supplies an identity ID, (i>1). C produces
ID, ’s private key as described above, that is, C

— o V. oD
randomly chooses 7, €7, and computes x,, , =g -g",

_~(+HUD; xpp; 0)-0)]y 1D, 11, H (ID;¥1p; )
X1 =& U Hy . Then, the
private key of ID, is sk, =(x

to 4.

10,00%m,1) - C returns it
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(2) T=vpe2: A requests the proxy key of ID,
(iz1), where ID, (i>1) is both the original signer
and the proxy signer. A supplies an identity /D, (i=>1)
and a warrant m,_ . C produces the self-delegation

proxy key as normal because C can get the private
keys of all users.

(3) T=type3: A requests the proxy key of ID,,
where ID, (i>1) is the original signer and ID, the
proxy signer. A supplies an identity /D, (i>1) and a
warrant m_ . C produces the proxy key as normal
because C can get the private keys of /D, (i>1) and
ID,.

(4) T=typed: A requests the proxy key of ID,
(i>1), where ID, is the original signer and ID, (i>1)
the proxy signer. A4 supplies an identity ID, (i>1)
and a warrant m, . C produces the proxy key as
normal because C can get the private keys of ID,
(i>1)and ID,.

Signature queries.
(1) T=typel: A requests a standard signature of

ID, (i=1). A supplies an identity /D, (i=1) and a
message m . C produces the standard signature as
normal because C can get the private keys of ID,
(i=1).

(2) T=type2: A requests a self-delegation proxy
signature of ID, (i=1), where ID, (i>1) is both the
original signer and the proxy signer. 4 supplies an
identity ID, (i>1), a warrant m,_, and a message m .

C produces the self-delegation proxy signature as
normal because C can get the private keys of all users.

(3) T =1ype3: A requests a proxy signature of ID,,
where ID, (i>1) is the original signer and ID, the
proxy signer. A supplies an identity /D, (i>1), a
warrant m,, and a message m. C produces the proxy
signature as normal because C can get the private
keys of ID, (i>1)and ID,.

(4) T =type4: A requests a proxy signature of ID,
(i>1), where ID, is the original signer and ID, (i>1)
the proxy signer. 4 supplies an identity D, (i>1), a
warrant m,, and a message m. C produces the proxy
signature as normal because C can get the private
keys of ID, (i>1)and ID,.

Forgery. At last, 4 decides to put an end to the

queries stage and outputs a forgery.
(1) T=opel: A outputs a forged standard

signature o =(m ,X,,X,,X,) of ID"..
A-d -H(m ,X,,X,)#0modg, then C aborts; otherwise,
C can compute

Ifay-r.+

5

X,
X; (X; )aH(ID*’X(’;) '(XI*)H(,,,*’XS,XI*)

d*-H(m" X(.X7)

X
D"

Y .(X*)H-H(ID*,XS) .(X*)H(m*,XS,XT)
H(]D X w ) ar

R

X, - (X)L (xR

T

d"-Hm" Xy, X1
T ( 0-X1)

0-H(ID".X;) )“"m* d-H(m' X, X))

_gi-(gl-gg ACA))
X . (X*)Q-H(ID*,X(*)) . (X*)H(M*»XSer)
0 0 1

ab

=8, =8
(2) T=tpe2: A outputs a forged self-delegation
proxy signature G =(m,m,,Y, Y Y, ,Y,,Y,,Y,) of
L If 2-a-;/~rm*+ﬂ,-d “H(m',m,, Y, Y Y, Y, ,Y,)

# Omodq , then C aborts; otherwise, C can compute

w2

*

Y.

5

(YO*)z '(Yo* )z.e-H(w*,YJ) (Y; );pH(m:,.Yl*,Yz*) ‘(Y;)77.H<m:,,y(;‘,14*,Y§,Y;)

*******

*******

*******

Hms st s N
x . -y Umedon2.0s T2 ‘[
D1

*******

(Y* )z ] (Y*)z.g.H(ID*,Y(;‘) ] (Y*)qu(m:,,Y]*,Yz*) ] (Y* )”.H(m:,,YJ,Yf,Y;,Y;*)
0 0 2 3
1

(Y* )H(m*,m:,y(;‘,n*,yz",Y;,YZ)

******

HUD e ) 2ar, s P eyt 32,3301

Cuepy ")
(Yo) A )zeHuD 1) 0a )zzH<mw,Y{‘,Yz*) '(;g*)n4H<mii.,Y6‘,Yl*,Y£‘,Y§>

d H(m' oy Yo Y Y 0 1))

HOT T s

T

) (Y: )H<m*,mil.Y6‘,x*,Y§,Y3*,YI>

] . €H(ID X% ) 2al

__ &' (glgg ")
(Y*)z '(Y* )2,9.11(11)*,16) -(Y )7; H(m, Y, %) .(Y*),,,H(mw,n,,n )

*******

TIH('"‘ S0 r

*******

(Y )H(V" 2y, Yo 1 Y51y )

******

HH(ID yo))Zar 5 .

o (gz g8

*****

*******

'(gz 'g) _gzz-a :gZab,

nH (Y5 st

g

(Y*)H("1*~m;ﬂ’(;i,yl*’yz*’y3*,)f)
from which C can compute g

(3) T =type3: A outputs a forged proxy signature
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o, =(m,m,Y, Y .Y,,Y,,Y,,Y,), where ID; (i>1)

is the original signer and ID,is the proxy signer. If
a-y rp tay-r,
mod g , then C aborts; otherwise, C can compute
Y,
Y (YI*)H-HUD?,K’U . (Yz*)U'H(’":nY*’Yz*)
1

‘ * * * * * * * * * * * * * *
(Y )U‘H(mwsYo RANCRED) (Y )H(m my Yo 1Y Y5 7y)
3 4

* *\@-H(IDy,Yy
K) (K)) (Dy,Yy) |

* Xk x x x sk
* d -H(m ,m,.Yy . .1.53.Y)

= Ya T
YI)* . (YEJ* )Q'H(IDl,Y(T) . Yl* . (Yl* )H»H(ID;,YI*)
1

N * * * * * * * * * * * *
(Y* )'Y'H(mw»YOsYl Ll | (Y*)H(m sy Yo 1LYy Y31y

. (Yz* )n~H(mi‘.,,Yl*,Y£‘>

Kok ok ok kk
H(my,,yo.0 32,931

. ok ok ke ks
* d -H(m ,m,.Yy .} .Y .%.Y,
. Tz T ( woto .1 15.1y)

Y

* *\O-H(ID},Y) ) * * H»H(ID;,Y*)

o) n () 1
1

(Y )H(m Yo X1 1Y)

. (Y*)er(mii..x*,Yz* )
2

(Y )771‘1(”1 AR IR AR

.
H(IDy,xpy 0) )a Dy VH(mw,yo,yl ROIRoOY,

_ g5 (1 4y
YI)* . (YO )G'H(IDl,Yo) . Yl* . (Yl* )H»H(ID,- B

N0 A8 IR

2

2 (u %Huq ,x,D,*,o))” i OB T s 0 )
2

VY HORI )y H O )
( 3 ) ( 4)

Q'H(IDI”CIMVO))”"IM T H Oy s

__&-(g-g
YO* . (}]()*)HH([DI,YU) . Yl* . ()/1* )HIH(IDI )
6-H(ID;, e0) N\ 0

g&(glgg )" g

(Y*)mH(mi:,Y(T,Yl*,Yz*,ﬁ) (Y )H(m*,mi»,YJ,Y*,Yz*,I@*,YI)
4

. (YZ*)W‘H(*";%*J;)

ok k. k
n-H (my, Ty Ty )-s

dH(m' my, Y0 K 1)

(g -8)
__8&-(8-g¢
YO* . (Y(J*)H'H(’Dlayo) . Yl* . (K* )Q-H(lDi )

* * * * * * *
0-H(IDy,Yy ))‘”IDl . g’i~H(me’() 5Lt

,(n*)n-ﬂ(mi,n",yz’v

0-H (D] ,Yf‘>)‘”m nH(my, XY )s"

f_g

( )H(m",m:,,YJ,n*,Yz”,Y;‘,YI>

8 (&8¢

(Y* )n-H<m;.,YJ,YI*.Y§,1@*>

dH (' my, Yo 0 51

(83-8)
=g, =g’ from which C can compute g*

(4) T =typed: A outputs a forged proxy signature

0';=(m*,m Y, Y, Y, Y, Y, Y,) , where ID, is the

original signer and ID; (i>1) is the proxy signer. If

a-y-rp+ta-y- r_+/1-d*-H(m*,m Y, YY) LYY

#0 modq ,then C aborts; otherwise, C can compute

*

Y.

5

Y, .()f()*)H-H(IDf,YJ) Y ,(Yl*)amml,y;)

(Y, )’I'H(m:»Yl*vY;)

A Aed H(m ml Y Y Y YY) 0

1

A )H(m”.m:,,YJ,Y*,YE‘,Y;,YD

(Y* )n-H<ml.,Y5,Yf’.Yz*,1@*>

B * % % ¥ % % %
d -H(m Jmy, Yo LY, 5,Yy)

— Vi T
* *\0-H (ID] Y,
Y, - (X))

Y )e‘HuDl,Y{’) (Y, )ﬂ«H(mi,Y{‘,Yz* )
1

n-H(my Yo Y1, 15) FNH (e my Yo YL L LYy )
" o o o ot R
(¥;) (%))

ok x x kx * K x x x k x
H(my,p0,31.52:03) 1 T* L d H(momy Yo YN0 Yy)
' v T

i

- Yo* (Yo* )a-H(ID;‘,YJ) .

Y )G»HUD],YF) . (E*)n-Hw:,,YF,Y;)
1

: - *4,Y*,Y*,Y*,Y* N H *’ *,,Y*,Y*,Y*,Y*,Y*
(Y3)'J (my. Yo .1 Y 3)_(Y4) (m smy, Yo .1 Y150y )

* .
H(ID; »xip;+0) )" "iof

_ g5 (- 4,
K)* '(YO*)&H(IDI- 3

H(IDy,xypy o))a Dy H(m:},Tg T

& (- py
()g*)n»H(mZ,YJ KB (Yj)H<m*,mil,YJ K BB

e ox ok xx
VH(mw’yOsyl Y2.y3)t

Y* ] (Y* )g.H(wl,yl*) (Yz* ),,,H(m;,y*,Yf)

£ 7O YK 1)

¥ ar ok x a
6-H (ID; ,x[Di*,o)) D} 'g,]AH(mw,yO)yl D2y )t

_ 8 (888
Y .(Y*)HH(ID;,YJ) .
0 0

Yl* . (Yl* )G'H(IDI,Y]*) . (Yz* )ry-H(m:,,Y*,Y;)

0-H(IDy,xp; o) )ﬂ‘rle n-H(my, Ty T )s™
‘8

8 (8288

(Y* )yrH(m: R AR ST (Y* )H(m* Yo Y Y X))

d"-H(m" X5 1Y 5,10

(g5 - 8)

ar o«

0-H(ID} ,Yo)) W Hm XYY Y )

__&(&-8¢
Y* . (Y* )e-H(lD,*,yU ) Y
0 0

. (Y1 )G'H(IDngf) . (Y; )’I'H(’":m)/l*vy;)

e-H(IDl.Yl*))am n-H(my K15 )s”
8

& (8 -8°8

TN
(Y )77 (my. Yo .1 .12, 13)

T o o o
. (Y*)H(m Sy Yo 1Y 1501y )

(g g)d H(m' me, Yo Yo Ys Ys Ya)
2
=g7* =g’ from which C can compute g

Now we assess the probability of success. In the
forgery stage, it must have a-y-r . +A-d
-H(m',X,,X,)=0modq for T =typel, or 2-a-y- ro Tt
A-d -Hm' ,m.Y,,Y .Y, .Y, ,Y,)=0modq for T=type2
or a-y-r, +ayr,. +A-d -H(m ,m Y, Y Y, ,Y,.Y))

=0modg for T=type3, or a-y-r, +a'7/"3Df+’1'd*

H(m' ,m,, Y, Y Y, .Y, ,Y,)=0modq for T =typed .
The equations are the same for 7 =#ype3 and
T =typed . The probability of the above four equations
holding is all 1/g . Thus, the total probability is 3&/q .

The time complexity of C depends on the
exponentiations and multiplications needed in all above
queries. The key queries need 11 ¢, computations and

mul

w?

15 ¢, computations. The signature queries need 4 7,

computations and 5 7, computations.
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6.3 Efficiency

We compare our scheme in terms of computational
costs and communicational overheads with other
identity-based proxy signature schemes, which include
Gu et al.’s scheme [11] and Hu et al.’s scheme [17-18]
in the standard model, Shim’s scheme [21] and Wu et
al.’s scheme [22] in the random oracle model. The
comparisons are listed in Table 1 and Table 2. We use
e, and P to denote a scalar multiplication (or an

exponentiation) computation on G, and a pairing

computation, respectively. Other computations are
ignored here as they are not time consuming. |G, |,
|m, |, |g|and | m|denote the bit length of an element
on G,, a warrant, the order of G, and a message,
respectively. “S” and “Rom” denote the standard
model and the random oracle model, respectively. The
pairing computations that can be precomputed are not
included in Table 1. According to scheme [23], a
pairing computation is almost 20 times that of a scalar
multiplication computation on G,, so we mainly focus
on the pairing computations. From Table 1, we can see
that the differences between computation costs in all
stages except the proxy verification are one or two e,

operations, so we can conclude that the computation
costs in these stages are very close. In the proxy
verification stage, schemes [17] and [21] are the most
efficient ones as they only need three pairings. Scheme

[18] and ours are the least efficient ones as they need
six pairings. From Table 1, we can also conclude that
we can make efficient schemes in the random oracle
model. Of course, we can also make efficient schemes
in the standard model like scheme [17], but the cost is
the longer public parameters in the setup stage. Scheme
[17] needs n+3 public parameters in the setup stage. In
practice, n should be at least 160. Therefore, scheme
[17] will need more storage space. Based on the 80-bit
security level, |¢|=160 and |G, |=1024. It will need

extra storage space of 160k bits. From Table 2, we can
see that schemes [21] and [22] have the shortest length
in all aspects. Therefore, schemes in the random oracle
model are more communicationally efficient than those
in the standard model. Scheme [17] has the shortest
length in the standard model. Also based on the 80-bit
security level, our scheme is 2752 bits longer than
scheme [17] in the proxy signature stage. In general,
our scheme increases some computational costs and
communicational overheads, but they are still within
the acceptable range. Regarding the resistance to proxy
key exposure attack, schemes [11, 18, 21] all compute
an independent proxy key like ours. But if the proxy
key is exposed, the original signer can compute the
private key of the proxy signer in all these schemes.
About schemes [17, 22], as they do not consider the
proxy key exposure attack, they are insecure under this
attack.

Table 1. Computational cost and security comparisons with other schemes

Schemes Delegate Dj:ﬁf;’te Procp?e/tll(ey Psri(;;y 5;?:%, P;zglhe?[er Model  Security
Guetal. [11] 2e 2¢+3P 0 3e de+5P 7 S Insecure
Hu et al. [17] 2e e3P 0 2e 2¢+3P n+3 S Secure
Hu et al. [18] 3¢ 2¢+3P 0 3¢ de+t6 P 9 S Insecure
Shim [21] 3¢ e3P e 3e 3¢+3P 3 Rom Secure
Wu et al. [22] 2e 3P 0 2e¢ 5P 2 Rom Secure
Ours 2¢ 2¢+3P 2e 2e 5¢+6P 7 S Secure
Note. n denotes the bit length of an identity.
Table 2. Length comparison with other schemes
Schemes Private key Delegation Proxy signature Agzilpsf)stﬁfep ;gzzkkey
Guetal. [11] 21G,| 3G [+l m, | 51G, |+ m, |+ m] No
Huetal (177 IGI+lgl  20GI+lgl  31G[42lql+|m, |+|m] No
Hu et al. [18] 2|1G| 3G | +|m, | S51G [+ m, [+]m] No
Shim [21] |G | 216G [*|m, | 3[G [+]m,, |+|m] No
Wu et al. [22] |G, | 21G, [+|m, | 31Gy [+ m,, [+]|m]| No
Ours 2| G, | 316G [+|m, | 6|G, |+|m,|+|m]| Yes
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7 Application

Mobile agent is a movable intelligent software
program. It can implement a series of tasks according
to the needs of users. Let’s suppose a mobile agent
who books flight tickets for a user in the Internet. In
order to achieve unforgeability, the mobile agent must
use a signature scheme. The Internet is an open
environment overrun by hackers and viruses. If we use
the user’s long-term private key for signature operation,
it has the risk of being exposed. A better strategy is to
use a proxy signature. The user delegates his/her
signing right to the mobile agent. Then the mobile
agent acts as a proxy signer to sign messages on behalf
of the user. The proxy private key is stored in the
mobile agent instead of the long-term private key of
the user. Even if the proxy private key in the mobile
agent is exposed, it should not leak any information
about the long-term private key. As our scheme is
secure against proxy key exposure attack, it can be
deployed in this scenario.

8 Conclusion

In this paper, we show that Hu et al.’s identity based
proxy signature scheme in the standard model is
insecure. We give four concrete kinds of attacks to
their scheme. Then, we propose an improved scheme.
We analysis the reasons why their scheme is insecure
and the design principles of our improved scheme. We
prove ours to be secure under the CDH assumption. At
last, we evaluate the efficiency of our improved
scheme, which shows that it is practical. The future
work is to design identity-based proxy signature
schemes which can resist the quantum attacks, such as
schemes based on multivariate public key
cryptography or lattice problems.
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