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Abstract 

Certificateless aggregate signature (CLAS) scheme has 

been widely adopted in resource-constrained wireless 

mobile networks, because it not only solves the problems 

of the certificate management and private key escrow, but 

also achieves batch validation. In this paper, we first 

analyze the security for Kang et al.’s CLAS scheme 

which was claimed to be secure against various types of 

attacks. Unfortunately, we find that their scheme can not 

resist malicious KGC’s attack and present a concrete 

attack method. To enhance security, we propose a new 

certificateless aggregate signature scheme. Furthermore, 

we formally prove the security of the scheme in the 

random oracle model. Finally, we evaluate the 

performance of our proposed scheme. Compared with the 

original scheme, our new scheme fixes the security flaw, 

while reducing the total computational costs, so that is 

more practical and adoptable in real life. 

Keywords: Cryptanalysis, Signature forgery attack, 

Provable security, Certificateless aggregate 

signature 

1 Introduction 

Digital signature is of vital importance in terms of 

ensuring the integrity of the network messages and the 

legitimacy of clients’ identities to prevent messages 

repudiation or illegal service requests.  

For example, in vehicular networks, each node (ie., 

the vehicles, RSUs, OBUs) needs to authenticate the 

identities of all other nodes before sharing its 

information [1]. And in wireless roaming 

authentication, to prevent illegal requests of roaming 

service, the foreign agent server (FAS) needs to verify 

the legitimacy of the messages provided by the mobile 

nodes [2-3]. In such scenarios, the number of 

signatures increases as the number of nodes grows, so 

that the message verifier has to take a lot of 

computation overhead if it verifies the single signature 

one by one. 

To address the aforementioned problems, Boneh et 

al. [4] first introduced the concept for aggregate 

signature (AS), the aggregator can aggregate n 

different signatures with respect to n messages from n 

users into a single short signature. The validity of each 

single signature involved in the aggregation is 

guaranteed by verifying the validity of aggregate 

signature. Because the aggregate signature can reduce 

the length of the signature, realize batch validation and 

reduce the validation overhead, it is more suitable for 

batch identification problem in resource-constrained 

wireless networks. 

Because traditional PKI-based public key 

cryptography (PKI) and identity-based cryptography 

(IBC) suffer from inherent certificate management and 

key escrow problems. Certificateless public key 

cryptography (CL-PKC) was introduced to solve the 

aforementioned two problems, since the user’s private 

key is generated by key generation center (KGC) and 

himself in CL-PKC. 

Most recently, an efficient certificateless aggregate 

signature scheme was proposed by Kang et al. [5]. And 

they claimed their signature scheme was secure against 

the two typical adversaries in certificateless aggregate 

signature under the assumption of computational 

Diffie-Hellman problem (CDH). However, in this 

paper, we reveal that their scheme is vulnerable to the 

signature forgery attack. We also present a new 

efficient certificateless aggregate signature scheme and 

formally prove the security of the proposed scheme 

under the CDH assumption in the random oracle model. 

We then evaluate the performance of our proposed 

scheme, and demonstrate that our proposal is more 

practical in real-world applications in comparison to 

Kang et al.’s scheme. 

1.1 Our Research Contributions 

In this paper, we put forward a secure and efficient 

certificateless aggregate signature scheme which yields 

better efficiency and security for solving batch 

identification problem in resource-constrained wireless 

networks. The contributions of this paper can be 

summarized as follows: 

Firstly, we identify a security weakness and present a 
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concrete method of the signature forgery attack against 

Kang et al.’s certificateless aggregate signature (CLAS) 

scheme. 

Secondly, we propose a novel CLAS scheme to fix this 

security flaw. In other words, our scheme can satisfy 

the security requirements. 

Finally, we prove the security of our proposed CLAS 

scheme and show it can improve the security with 

lower computation overhead compared with Kang et 

al.’s CLAS scheme. 

1.2 Organization of the Paper 

The rest of the paper is organized as follows. Section 

2 presents the related work. Section 3 gives some 

preliminaries related to our paper, and then the brief 

review of Kang et al.’s CLAS scheme is presented in 

Section 4. In Section 5, we demonstrate an attack 

against Kang et al.’s CLAS scheme. Furthermore, we 

present details of the proposed CLAS scheme in 

Section 6. In Section 7 and Section 8, the security 

proof and the performance analysis are followed. 

Finally, we give some concluding remarks in the last 

Section. 

2 Related Work 

In traditional PKI-based public key cryptography, 

each user first needs to choose a key pair ( , )sk pk  and 

then sends the public key pk  to a trusted certificate 

authority (CA) for a valid certificate [6-7]. However, 

with the increasing of the number of users, PKC faces 

all kinds of problems for certificate management, such 

as distribution, storage, revocation and high 

computational overhead and so on. Although the 

identity-based cryptography can solve the certificate 

management problem in PKI [8], it is still not secure 

enough for communications or authentications. 

Because the task of private key generation is delegated 

to the key generation center according to users’ 

identities (ie., emails, telephone numbers), the KGC is 

able to access all users’ private keys. Therefore, the 

IBC suffers from inherent key escrow problem. 

To address the above problems, a new paradigm 

called certificateless public key cryptography (CL-

PKC) [9] was put forward by Al -Riyami and Paterson. 

In CL-PKC, the user does not need to apply for a 

certificate, and the user’s private key is composed of 

his partial private key and a secret value, whereas the 

former is generated by KGC and the latter is chosen by 

the user himself. Thus the certificate management 

problem in PKI and the key escrow problem in IBC 

can be solved through this way. Since CL-PKC was 

first introduced, it has attracted more and more 

research attention. 

Huang et al. [10] showed that the certificateless 

signature scheme proposed in [9] suffered from the 

public key replacement attack, and proposed an 

improved certificateless signature scheme to solve this 

weakness. Similarly, Li et al. [11] also proposed a new 

certificateless signature scheme to improve the security 

of [12], which is subject to the public key replacement 

attack as well.  

As for the malicious KGC attack existing in some 

certificateless signature schemes, Au et al. [13] 

proposed an enhanced security model, where a 

malicious KGC is allowed to produce the key pair in 

any way. However, some certificateless encryption and 

signature schemes proposed in [14-16] have been 

found to be insecure against malicious-but-passive 

KGC attack. 

Combining certificateless public key cryptography 

with aggregate signature, Castro et al. [17] first 

produced the concept for certificates aggregate 

signature (CLAS). Since then, CLAS schemes [18-25] 

have attracted much research attention. Gong et al. [18] 

proposed the first CLAS scheme, but they did not give 

a formal security proof to the scheme. Zhang and 

Zhang [19] redefined the concept and security model 

for CLAS. Furthermore, they put forward a new CLAS 

scheme, but their scheme has been proved that it 

cannot resist the malicious KGC attack. Xiong et al. 

[20] presented a CLAS scheme, but He et al. [21] 

showed that their scheme was forgeable, and proposed 

an improved CLAS scheme. The CLAS scheme 

proposed in [22] has been shown to be insecure against 

the malicious-but-passive KGC attack by the 

researchers in [23-25].  

3 Preliminaries 

In this section, we give a brief description of the 

bilinear map and the complexity assumption. 

3.1 Bilinear Map 

Let 
1

G  and 
2

G  are two cyclic groups with the same 

order q , where q  is a prime. 
1 1 2

:e G G G× →  is a 

billinear map. For all 
1

,P Q G∈ , *

,
q

a b Z∈ , e  should 

satisfy the properties as follows. 

(1) Bilinear: ( , ) ( , )abe aP bQ e P Q= . 

(2) Non-degeneracy: There exists 
1

,P Q G∈  such 

that 
2

( , ) 1
G

e P Q ≠ . 

(3) Computable: There exists efficient algorithm to 

compute ( , )e P Q .  

3.2 Complexity Assumption  

Computational Diffie-Hellman (CDH) Problem: 

Given a generator P  of an additive cyclic group 
1

G  

with the order q , and a tuple ( , )aP bP  to compute 

abP , where a , *

q
b Z∈  are both unknown. 
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4 Review of Kang et al.’ s CLAS Scheme  

In this section, we review Kang et al.’s CLAS 

scheme, which is composed of six algorithms as 

follows. 

Setup. KGC performs the following steps to complete 

the system initialization. 

(1) Given a security parameter λ , choose two cyclic 

groups, 
1

G  and 
2

G  with the order q , where q  is a 

prime. A billinear map 
1 1 2

:e G G G× → . P  is a 

generator of 
1

G . 

(2) Choose a random value *

q
s Z∈  as the master key 

and compute pubP s P= ⋅  as the system public key. 

(3) Define four hash functions: *

1 3 4
, , :{0,1}H H H  

1
G→  and * * *

2 1 1
:{0,1} {0,1}

q
H G G Z× × × → . 

(4) Let 
1 2 1 2 3 4

{ , , , , , , , , , }pubparams G G e q P P H H H H=  

as the system parameter. 

Partial-Private-Key-Extract. KGC performs the 

following steps to generate the partial private key. 

(1) Input 
i

ID
 
as the identity of user 

i
U .  

(2) Compute 
1
( )

i i
Q H ID=  and 

i i
D s Q= ⋅ . 

(3) Output 
i

D  as the partial private key of user 
i

U .  

User-Pubic-Key-Gen. The user 
i

U  performs the 

following steps to generate the user public key. 

(1) Input 
i

ID
 
as the identity of user 

i
U . 

(2) Choose a random value *

i q
x Z∈  as the secret 

value. 

(3) Compute 
i i
P x P= ⋅  as the public key of 

i
U . 

Single-Sign. The signer performs the following steps 

to generate the signature of the message 
i

m  from the 

user 
i

U . 

(1) Input 
i

ID
 
as the identity of user 

i
U , public key 

i
P , message 

i
m  and a state information w . 

(2) Choose a random value *

i q
r Z∈ . 

(3) Compute 
i i

R r P= ⋅ ,
2
( , , , )

i i i i i
h H m ID P R= , 

3
( )Z H w=  and 

4
( )F H w= . 

(4) Compute 
i i i i i
T h D x Z rF= + + . 

(5) Output ( , )
i i i

R Tσ =  as the signature of the 

message 
i

m  from the user 
i

U . 

Aggregate-Sign. The aggregator performs the 

following steps to generate the aggregate signature 

with respect to n  tuples 
1`

( , , , )
i i i i i n

U m P σ
≤ ≤

. 

(1) Input n  tuples ( , , , )
i i i i

U m P σ , where 1 i n≤ ≤ . 

(2) Compute 
1

n

i

i

T T

=

=∑ . 

(3) Output ( , )R Tσ =  as the aggregate signature, 

where 
1 2

{ , , }
n

R R R R= � . 

Aggregate Verify. The verifier performs the following 

steps to verify the aggregate signature ( , )R Tσ = . 

(1) Input n  tuples ( , , , )
i i i i

U m P σ , and aggregate 

signature ( , )R Tσ = , where 1 i n≤ ≤ . 

(2) For 1 i n≤ ≤ , compute 
1
( )

i i
Q H ID=  and 

2
( , , , )

i i i i i
h H m ID P R= . 

(3) Compute 
3
( )Z H w=  and 

4
( )F H w= . 

(4) Verify  

 
1 1 1

( , ) ( , ) ( , ) ( , )
n n n

pub i i i i

i i i

e T P e P hQ e Z P e F R
= = =

= ∑ ∑ ∑  (1) 

(5) If (1)Equ  holds, output true; Otherwise, output 

false. 

5 Vulnerability of Kang et al.’ S CLAS 

Scheme  

We present a concrete attack method to demonstrate 

that the signature Kang et al.’ S CLAS scheme is 

forgeable. We mainly consider the type II adversary, 

namely 
2

A A= , then A  needs to satisfy two conditions 

of the game defined in section 7.2. The attack details 

are described as follows. 

Setup. The challenger C  runs Setup  algorithm to 

generate system parameters params  and master key s . 

Then C  returns params
 
and s  to the adversary A . 

Queries. The adversary A  could get the signature 
i

σ  

on 
i

m  signed by 
i

U  with the identity 
i

ID  via signature 

queries, and get the value 
i
h , Z , F  via hash queries, 

where 

 
i i

i

i i i i i

R rP

T h D x Z rF
σ

=⎧
= ⎨

= + +⎩
 (2) 

Forgery. In order to forge the signature 
j

σ  on 
j

m  

signed by 
i

U  with the identity 
i

ID , the adversary A  

implements its attack as follows. 

(1) The adversary A  first set * *

j j i i
R r P R rP= = = . 

Owing to the openness of message 
j

m , the signer 
i

U , 

the user’s public key 
i
P , system public key pubP , then 

the adversary A  can calculate 
1
( )

i i
Q H ID= , 

i i
D sQ=  

and * *

2
( , , , )

j j i i j
h H m ID P R= . 

(2) The adversary A  can get 
i i i i i
x Z rF T h D+ = −  

from the equations (2).  

(3) The adversary A  can calculate 

 

* * *

*

*

j j i i j

j i i i

j i i i i

T h D x Z r F

h D x Z rF

h D T h D

= + +

= + +

= + −

 (3)  

Namely, the forged signature is *

j
σ , where 
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*

*

* *

j i

j

j j i i i

R rP

T h D x Z rF

σ

⎧ =⎪
= ⎨

= + +⎪⎩

 (4) 

Verify. It is easy to verify the validity of the forged 

signature. For 1 ,j n≤ ≤  the verifier calculates 

1
( )

i i
Q H ID= , * *

2
( , , , ).

j j i i j
h H m ID P R=  Furthermore, 

the verifier calculates 
3
( )Z H w= , 

4
( )F H w= . Then 

we use signature *

j
σ  to verify equation (5), the 

concrete process is as follows. 

 

* *

1

*

1

*

1 1 1

*

1 1 1

*

1 1 1

( , ) ( , )

( ( ), )

( , ) ( , ) ( , )

( , ) ( , ) ( , )

( , ) ( , ) ( , )

n

j

j

n

j i i i

j

n n n

j i i i

j j j

n n n

j i pub i i

j j j

n n n

pub j i i i

j j j

e T P e T P

e h D x Z rF P

e h D P e x Z P e r F P

e h Q P e P Z e R F

e P h Q e Z P e F R

=

=

= = =

= = =

= = =

=

= + +

= ⋅ ⋅

= ⋅ ⋅

= ⋅ ⋅

∑

∑

∑ ∑ ∑

∑ ∑ ∑

∑ ∑ ∑

 (5) 

We can find the equation (5) holds. The forged 

signature pass verification, Kang et al.’s CLAS scheme 

is insecure. 

6 The Proposed CLAS Scheme  

To overcome the security flaw of the original 

scheme, we propose a new certificateless aggregate 

signature scheme. New scheme is composed of six 

algorithms as follows. 

Setup. KGC performs the following steps to complete 

the system initialization. 

(1) Given a security parameter k , choose two cyclic 

group, 
1

G  and 
2

G , with the order q , a billinear map 

1 1 2
:e G G G× → . P  is a generator of 

1
G . 

(2) Choose a random value *

q
s Z∈  as the master key 

and compute pubP s P= ⋅  as the system public key. 

(3) Define four hash functions: *

1 2
:{0,1} ,H H−  

* *

1 1 2
, , :{0,1}

q
G h h Z→ → . 

(4) Let 
1 2 1 2 1

{ , , , , , , , , ,pubparams G G e q P P H H h=
2
}h  

as the system parameter. 

Partial-Private-Key-Extract. KGC performs the 

following steps to generate the partial private key. 

(1) Input 
i

ID
 
as the identity of user 

i
U . 

(2) Compute 
1
( )

i i
Q H ID=  and 

i i
D s Q= ⋅ . 

(3) Output 
i

D  as the partial private key of user 
i

U . 

User-pubic-Key-Gen. The user 
i

U  performs the 

following steps to generate the user public key. 

(1) Input 
i

ID
 
as the identity of user 

i
U . 

(2) Choose a random value *

i q
x Z∈ . 

(3) Compute 
i i
P x P= ⋅ as the public key of 

i
U . 

Single-Sign. The signer performs the following steps 

to generate the signature of the message 
i

m  from the 

user 
i

U . 

(1) Input 
i

ID
 
as the identity of user 

i
U , public key 

i
P , and message 

i
m . 

(2) Choose a random value *

i q
w Z∈ . 

(3) Compute ,
i i

W w P= ⋅  
1
( , , , ),

i i i i i
h m ID P Rα =  

2
( , )

i i i
h m IDβ =  and 

2
( )pubZ H P= . 

(4) Compute ( )
i i i i i i
T D x w Zα β= + + . 

(5) Output ( , )
i i i

W Tσ =  as the signature of the 

message 
i

m  from the user 
i

U . 

Aggregate-Sign. The aggregator performs the 

following steps to generate the aggregate signature 

from n  user-message- signature pairs 
1`

( , , )
i i i i n

U m σ
≤ ≤

. 

(1) Input n  tuples ( , , , )
i i i i

U m P σ , where 1 i n≤ ≤ . 

(2) Compute 
1

n

i

i

T T

=

=∑ . 

(3) Output ( , )W Tσ =  as the aggregate signature, 

where 
1 2

{ , , , }
n

W W W W= � . 

Aggregate Verify. The verifier performs the following 

steps to verify the validity of the aggregate signature 

( , )W Tσ = . 

(1) Input n  tuples ( , , , )
i i i i

U m P σ , and the aggregate 

signature ( , )W Tσ = , where 1 i n≤ ≤ . 

(2) For 1 ,i n≤ ≤  compute 
1
( ),

i i
Q H ID=  

i
α =  

1
( , , , )

i i i i
h m ID P R  and 

2
( , )

i i i
h m IDβ = . 

(3) Compute 
2
( )pubZ H P= . 

(4) Verify  

 
1 1

( , ) ( , ) ( , ( ) )
n n

pub i i i i i

i i

e T P e P Q e Z x w Pα β
= =

= +∑ ∑  (6) 

(5) If (6)Equ  holds, output true. Otherwise, output 

false. 

7 Security Analysis 

A certificateless aggregate signature scheme should 

satisfy the following requirements: correctness and 

unforgeability. 

7.1 Correctness 

Theorem 1. The proposed certificateless aggregate 

scheme is correct, if and only if the single signature 

and aggregate signature generated by our scheme make 

(6)Equ  hold. The correctness of the protocol is 

elaborated as follows: 
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1

1

1 1

1 1

( , ) ( , )

( ( ( ) ), )

( , ) ( ( ) , )

( , ) ( , ( ) )

n

i

i

n

i i i i i

i

n n

i i i i i

i i

n n

pub i i i i i

i i

e T P e T P

e D x w Z P

e Q sP e x w P Z

e P Q e Z x w P

α β

α β

α β

=

=

= =

= =

=

= + +

= +

= +

∑

∑

∑ ∑

∑ ∑

 (7) 

7.2 Unforgeability 

In this subsection, we first give the security model of 

CLAS scheme, and then give the Security proof to 

show that the proposed CLAS scheme is secure under 

the security model. 

7.2.1 Security Model 

There exists two types of adversaries in CL-PKC: 

1
A , 

2
A . 

1
A  simulates an outside attacker, who can not 

get the master key, but can replace any user’s public 

key with a value of his choice. While 
2

A  simulates an 

honest-but-curious KGC, who can not replace any 

user’s public key, but can get the master key. 

The security of a CLAS scheme is defined by a 

game (denoted byGame ) played between an adversary 

1 2
{ , }A A A∈  and a challenger C , and more details are 

defined as follows. 

Game  (Including the adversary 
1
A  and 

2
A ) 

Setup. C  performs the Setup algorithm to generate 

the master key s  and the system parameter list 

params . If 
1

A A= , C  sends params  to the adversary 

A  while keeps the master key secret; Otherwise, if 

2
A A= , C  sends params  and the master key s  to the 

adversary A . 

Attack. In the game, A  can send queries to C  and C  

answers them as follows. 

‧ Hash queries: A  can access any hash oracle in the 

scheme. 

‧ Partial-Private-Key-Extract queries: When A  

executes the query with the user '
i

U s  identity 
i

ID , 

in respond, C  generates the private key of 
i

U  and 

stores it in the list list
D . 

‧ Public-Key-Gen queries: When A  executes the 

query with the user '
i

U s  identity 
i

ID , in respond, 

C  generates the public key of 
i

U  and stores it in the 

list list
P . 

‧  Secret-Value queries: When A  executes the query 

with the user '
i

U s  identity 
i

ID , in respond, C  

generates the secret value of 
i

U  and stores it in the 

list list
X  (if the user '

i
U s  public key has been 

replaced, it output ⊥ ). 

‧ Public-Key-Replacement queries: When A  executes 

the query with the user '
i

U s  identity 
i

ID , in respond, 

C  replaces the real public key of 
i

U  with 'A s  

choice in the list list
P  (if 

2
A A= , it does not perform 

the query ). 

‧ Single-Sign queries: When A  executes the query 

with the user '
i

U s  identity 
i

ID , public key 
i
P , and 

message 
i

m , C  generates ( , )
i i i

R Tσ = as the 

signature of the message 
i

m  from the user 
i

U . 

‧ Forgery: A  outputs an aggregate signature *

σ with 

respect to n  user-message-public key-signature 

pairs * * * *

1`
( , , , )

i i i i i n
U m P σ

≤ ≤
. We say that A  wins the 

Game, iff 

1. *

σ  is a valid aggregate signature with respect to 

n  user-message-public key-signature pairs * *( , ,
i i

U m  
* *

1`
, )

i i i n
P σ

≤ ≤
. 

2. if 
1

A A= , *

i
U  has not been submitted during the 

Partial-Private-Key-Extract queries; Otherwise, if 

2
A A= , *

i
U  has not been submitted during the Secret-

Value queries. 

3. * *( , )
i i

U m
 
has not been submitted during the 

Single-Sign queries. 

7.2.2 Provable Security 

In this subsection, we prove that the proposed CLAS 

scheme is secure under the security model described in 

section 7.2.1. Our security proof includes two parts:(1) 

the CLAS scheme is unforgeable against type I 

adversary 
1
A . (2) the CLAS scheme is unforgeable 

against type II adversary 
2

A . 

Theorem 2. The proposed certificateless aggregate 

scheme is existentially unforgeable against type Ι  

adversary 
1
A , if the assumption that the CDH problem 

is intractable in 
1

G . 

Proof. We can prove the unforgeable against type Ι  of 

our proposed CLAS scheme with a game that involves 

an adversary 
1
A  and an algorithm called simulator C . 

Setup. Given an instance of the CDH problem 

1
( ,P Q =

2
, )a P Q b P⋅ = ⋅ . Set 

1pubP Q a P= = ⋅  and 

return system parameter 
1 2

{ , , , , , ,pubparams G G e q P P=  

1 2 1 2
, , , }H H h h  to 

1
A . Randomly select 

gt
ID  as the 

identity of user challenged. 
1
A  performs the 

inquiries as follows: 

1
H  queries:  

C  maintains a list denoted 

1

list
H , and the structure 

of 
1

list
H  is ( , , , , )

i i i i i
ID P Qϑ ω , 

1

list
H  is initialized to null. 

When 
1
A  executes the query with the identity 

i
ID , C  
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checks whether a tuple ( , , , )
i i i i

ID Qϑ ω  exists in 
1

list
H , 

if exists, C  returns 
i

Q  to 
1
A ; Otherwise, C  randomly 

selects *

i q
Zϑ ∈  and {0,1}

i
ω ∈ , where the probability of 

0
i

ω =  is 

1

1

H
q

ζ =  and the probability of 1
i

ω =  is1 ζ− . 

If 0,
i

ω =  set ;
i i

Q Pϑ=  Otherwise 1,
i

ω =  set 

.

i i
Q bPϑ=  Return 

i
Q  to 

1
A  and store ( , , , , )

i i i i i
ID P Qϑ ω  

in 
1

list
H . 

2
H  queries:  

C  maintains a list denoted 

2

list
H , and the structure 

of 
2

list
H  is ( , , )pubP Zυ , 

2

list
H  is initialized to null. When 

1
A  executes the query with pubP , C  checks if a tuple 

( , , )pubP Zυ  exists in 
2

list
H , if exists, C  returns Z  to 

1
A ; Otherwise, C  randomly selects *

q
Zυ∈  and 

computes Z Pυ= . Return Z  to 
1
A  and store 

( , , )pubP Zυ  in 
2

list
H . 

1
h  queries:  

C  maintains a list denoted 

1

list
h , and the structure of 

1

list
h  is ( , , , , )

i i i i i
ID m P W α , 

1

list
h  is initialized to null. 

When 
1
A  executes the query, C  checks if a tuple 

( , , , , )
i i i i i

ID m P W α  exists in 
1

list
h , if exists, C  returns 

i
α  to 

1
A ; Otherwise, C  randomly selects *

i q
Zα ∈ . 

Return 
i

α  to 
1
A  and store ( , , , , )

i i i i i
ID m P W α  in 

1

list
h . 

2
h  queries:  

C  maintains a list denoted 

2

list
h , and the structure of 

2

list
h  is ( , , )

i i i
ID m β , 

2

list
h  is initialized to null. When 

1
A  

executes the query, C  checks if a tuple ( , , )
i i i

ID m β  

exists in 
2

list
h , if exists, C  returns 

i
β  to 

1
A ; Otherwise, 

C  randomly selects *

i q
Zβ ∈ . Return 

i
β  to 

1
A  and 

store ( , , )
i i i

ID m β  in 
2

list
h . 

Partial-Private-Key-Extract queries. C  maintains a 

list denoted 

list
D , and the structure of list

D  is ( , )
i i

ID D , 
list

D  is initialized to null. When 
1
A  executes the query 

with the identity 
i

ID , C  first checks whether 

i gt
ID ID= , if it holds, outputs ⊥ ; Otherwise, C  

checks whether a tuple ( , )
i i

ID D  exists in list
D , if 

exists, C  returns 
i

D  to 
1
A ; Otherwise, C  checks 

whether 1
i

ω = , if it holds, aborts; Otherwise, C  sets 

i i
D aPϑ= . Return 

i
D  to 

1
A  and store ( , )

i i
ID D  in 

list
D . 

Secret-Value queries. C  maintains a list denoted 

list
x , 

and the structure of list
x  is ( , )

i i
ID x , list

x  is initialized 

to null. When 
1
A  executes the query with the identity 

i
ID , C  first checks whether 

i gt
ID ID= , if it holds, 

outputs ⊥ ; Otherwise, C  checks whether a tuple 

( , )
i i

ID x  exists in list
x , if exists, C  returns 

i
x  to 

1
A ; 

Otherwise, C  randomly selects *

i q
x Z∈ . Return 

i
x  to 

1
A  and store ( , )

i i
ID x  in list

x . 

User-Public-Key queries. C  maintains a list denoted 

list
P , and the structure of list

P  is ( , )
i i

ID P , list
P  is 

initialized to null. When 
1
A  executes the query with 

the identity
i

ID , C  checks whether a tuple ( , )
i i

ID P  

exists in list
P , if exists, C  returns 

i
P  to 

1
A ; Otherwise, 

C  accesses list
x to get 

i
x  and computes .

i i
P x P= . 

Return 
i
P  to 

1
A  and store ( , )

i i
ID P  in list

P . 

Public-Key-Replacement queries. When 
1
A  executes 

the query, in respond, C  replaces the real public key of 

i
U  with 

'

i
P  chosen by 

1
A  in the list list

P .  

Single-Sign queries. When 
1
A  executes the query with 

the user '
i

U s  identity 
i

ID  and public key 
i
P , message 

i
m , C  accesses 

1

list
H , 

1

list
h , 

2

list
h  and 

2

list
H  to get

i
ω , 

i
Q , 

i
α , 

i
β  and Z  respectively. Furthermore, C  

randomly selects 
1i

W G∈ , if 0
i

ω = , C  computes 

i i i pub i i iT P P Wα ϑ βυ υ= + + ; Otherwise, if 1
i

ω = , C  

computes .i i i pub i i iT bP P Wαϑ βυ υ= + +  Return ( , )
i i i

W Tσ =  

to 
1
A  as the signature of the message 

i
m  from the user 

i
U . 

Forgery. Finally, 
1
A  outputs a forged aggregate 

signature * * *( , )W Tσ =  from n  message-identity-

public key pairs * * *

1
( , , )

i i i i n
m ID P

≤ ≤
. For each i , if 

*

0
i

ω = , 
1
A  aborts; Otherwise, let 

1gt
ID ID= , that is, 

*

1
1ω = , *

0
i

ω =  ( 2 i n≤ ≤ ), then the forged aggregate 

signature should satisfy: 

 * * * * * *

1 1

( , ) ( , ) ( , ( ) )
n n

pub i i i i i

i i

e T P e P Q e Z x w Pα β
= =

= +∑ ∑  (8) 

where, * *

i i
Q Pϑ=  ( 2 i n≤ ≤ ); * *

1 1
Q bPϑ= , Z Pυ= , 

* *

1

n

i

i

T T

=

=∑ , * * * *

1 2
{ , ,..., }

n
W W W W= . Furthermore, the 

derivation process is shown as follows.  

*( , )e T P  

* * * * * * *

1 1

2 1

( , ) ( , ) ( , ( ))
n n

pub i i pub i i i

i i

e P Q e P Q e Z P Wα α β
= =

= +∑ ∑
 

* *

1 1
( , )pube P Qα⇒  

* * * * * * 1

2 1

( , )[ ( , ) ( , ( ))]
n n

pub i i i i i

i i

e T P e P Q e Z P Wα β −

= =

= +∑ ∑
 

* *

1 1
( , )e abP Pα ϑ⇒  
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* * * * * * 1

2 1

( , )[ ( , ) ( ( ), )]
n n

pub i i i i i

i i

e T P e P P e P W Pα ϑ υ β −

= =

= +∑ ∑  

* * * * * * * *

1 1

2 1

( )
n n

pub i i i i i

i i

abP T P P Wα ϑ α ϑ υ β
= =

⇒ = − − +∑ ∑  

* * 1 * * * * * *

1 1

2 1

( ) ( ( ))
n n

pub i i i i i

i i

abP

T P P Wα ϑ α ϑ υ β−

= =

⇒

= − − +∑ ∑
  

Theorem 3. The proposed certificateless aggregate 

scheme is existentially unforgeable against type ΙΙ  

adversary 
2

A  if the assumption that the CDH problem 

is intractable in 
1

G . 

Proof. We can prove the unforgeable against type ΙΙ  

of our proposed CLAS scheme with a game that 

involves an adversary 
2

A  and an algorithm called 

simulator C . 

Setup. Given an instance from the CDH problem 

1
( ,P Q =  

2
. , . ),a P Q b P=  C  sets 

1
.pubP Q Pλ= =  and 

returns master key λ  and system parameter 

params =  
1 2 1 2 1 2

{ , , , , , , , , , }pubG G e q P P H H h h  to
2

A . 

Randomly select 
gt

ID  as the identity of user 

challenged. 
2

A  performs the inquiries as follows: 

1
h , 

2
h , 

1
H  and Secret-Value queries are the same as 

the corresponding queries in Theorem 2. Since 
2

A  can 

access the master key, there is no need to the Partial- 

Private-Key-Extract queries. 

2
H  queries:  

C  maintains a list denoted 

2

list
H , and the structure 

of 
2

list
H  is ( , , )pubP Zυ , 

2

list
H  is initialized to null. When 

2
A  executes the query with pubP , C  checks if a tuple 

( , , )pubP Zυ  exists in 
2

list
H , if exists, C  returns Z  to 

2
A ; Otherwise, C  randomly selects *

q
Zυ∈  and 

computes Z aPυ= . Return Z  to 
2

A  and store 

( , , )pubP Zυ  in 
2

list
H . 

User-Public-Key queries. C  maintains a list denoted 

list
P , and the structure of list

P  is ( , , )
i i i

ID P ω , list
P  is 

initialized to null. When 
2

A  executes the query with 

the identity 
i

ID , C  checks whether a tuple 

( , , )
i i i

ID P ω  exists in list
P , if exists, C  returns 

i
P  to 

2
A ; Otherwise, if 0

i
ω = , C  accesses list

x  to get 

i
x and computes .

i i
P x P= ; Otherwise, if 1

i
ω = , C  

randomly selects *

i q
x Z∈ and computes 

i i
P x bP= , 

where the probability of 0
i

ω =  is 

1

1

H
q

ζ =  and the 

probability of 1
i

ω =  is 1 ζ− . Return 
i
P  to 

2
A  and 

store ( , , )
i i i

ID P ω  in list
P . 

Single-Sign queries. When 
1
A  executes the query with 

the user '
i

U s  identity 
i

ID  and public key 
i
P , 

message
i

m , C  accesses 
1

list
H , 

1

list
h , 

2

list
h  and 

2

list
H  to 

get 
i

ω , 
i

Q , 
i

α , 
i

β  and Z  respectively. Furthermore, 

C  randomly selects 
1i

W G∈ , if 0
i

ω = , C  computes 

i i i pubT Pα ϑ= + ( )
i i i

a x P Wυ β + ; Otherwise, 1
i

ω = , C  

computes ( )i i i pub i i iT P a x bP Wα ϑ υ β= + + . Return 

( , )
i i i

W Tσ =  to 
2

A  as the signature of the message 
i

m  

from the user 
i

U . 

Forgery. Finally, 
2

A  outputs a forged aggregate 

signature * * *( , )W Tσ =  from n  message-identity-

public key pairs * * *

1
( , , )

i i i i n
m ID P

≤ ≤
. For each i , if 

*

0
i

ω = , 
2

A  aborts; Otherwise, let 
1gt

ID ID= , that is, 

*

1
1ω = , *

0
i

ω =  ( 2 i n≤ ≤ ), then the forged aggregate 

signature should satisfy: 

 * * * * * *

1 1

( , ) ( , ) ( , ( ) )
n n

pub i i i i i

i i

e T P e P Q e Z x w Pα β
= =

= +∑ ∑  (9) 

where * * *

1
( ),

i i i
Q H ID P=

* *

1 1
,P x bP=

* *

i i
P x P= (2 ),i n≤ ≤  

,Z aPυ=
* * * *

1 2
{ , ,..., },

n
W w P w P w P=

* *

1

.

n

i

i

T T

=

=∑  Furthermore, 

the derivation process is shown as follows. 

*( , )e T P  

* * * * * * *

1 1

1 2 1

( , ) ( , ) ( , )
n n n

pub i i i i i

i i i

e P Q e Z P W e Z Pα β β
= = =

= +∑ ∑ ∑
 

* *

1 1
( , )e Z Pβ⇒  

* * * * * * 1

1 2 1

( , )[ ( , ) ( , )]
n n n

pub i i i i i

i i i

e T P e P Q e Z P Wα β −

= = =

= +∑ ∑ ∑
 

* *

1 1
( , )e x abP Pβ υ⇒  

* * * * * * 1

1 2 1

( , )[ ( , ) ( , )]
n n n

i i i i i

i i i

e T P e Q P e x Z w Z Pγ α β −

= = =

= +∑ ∑ ∑
 

* * * * * * * *

1 1

1 2 1

( )
n n n

i i i i i

i i i

x abP T Q x w Zβ υ γ α β
= = =

⇒ = − − +∑ ∑ ∑
 

* * 1 * * * * * *

1 1

1 1 2

( ) [ ( ) ]
n n n

i i i i i

i i i

abP x T Q w x Zβ υ γ α β−

= = =

⇒ = − − +∑ ∑ ∑
 

8 Security Comparisons and Performance 

Analysis 

8.1 Security Comparisons 

In this subsection, we compare the security of our 

proposed CLAS scheme with three recently proposed 

CLAS schemes [5, 18, 20]. For the convenience of 

description, let 
1
A  denotes the type Ι  adversary, 

2
A  

denotes the type II adversary. Furthermore, the two 

types of adversaries are divided three levels [26], 
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where 
1

B  denotes general adversary, 
2

B  denotes 

strong adversary, 
3

B  denotes super adversary 

respectively. √ denotes it can satisfy the corresponding 

security requirement. L  denotes the weak security 

under the corresponding attack types,  H  denotes the 
strong security under the corresponding attack types. 

SP denotes the security performance. The security 

comparisons of the various schemes are listed in Table 

1. 

Table 1. Security comparisons 

1
A  

2
A   

B1 B2 B3 SP B1 B2 B3 SP

Gong et al.’s 

Scheme [18] 
 √  L √   L

Xiong et al.’s 

Scheme [20] 
  √ H    L

Kang et al.’s 

Scheme [5] 
  √ H    L

The proposed 

scheme 
  √ H   √ H

 

According to Table 1, none of the three schemes (i.e., 

Gong et al.’s scheme [18], Xiong et al.’s scheme [20], 

Kang et al.’s scheme [5]) can satisfy the strong security 

requirements (H). In contrast, our proposed CLAS 

could satisfy the strong security requirements under the 

corresponding attack types ( super adversary in the 

type Ι  and type ΙΙ ). 

8.2 Performance Analysis 

We analyze and compare the computation cost of the 

proposed protocol with Kang et al.’s scheme [5] in this 

subsection. To get a trusted security level, select q  is a 

160-bits prime number and p  is a 512-bits prime 

number. A ate pairing 

1 1 2
:e G G G× →  is used in our 

experiments, where 
1

G  is an additive cyclic group, 

with order q , generated by a point on the super 

singular elliptic curve 2( ) :
p

E F y =

3
1x +  defined on 

the finite field 

p
F . 

For the sake of simplicity, we firstly define the 

related symbol-operation-execution time as shown in 

Table 2. Where we have implemented the related 

operations on a personal computer (Lenovo with Intel 

I5-3470 3.20G Hz processor, 4G bytes memory and 

the Window 7 operating system) using the MIRACL 

library [27]. 

 

 

 

 

 
 

Table 2. symbol-operation-execution time 

Symbol Operation 
Time 

(ms) 

z sa
T

−

 
The time of performing an addition 

operation in 
q

Z  0.0008 

z sm
T

−

The time of performing an multipli -

cation operation in 
*

q
Z  

0.0011 

mts
T

The time of performing a general 

hash operation 
0.053 

mtp
T  

The time of performing a map-to -point 

operation in 
1

G  
9.773 

ecc pa
P

−

 
The time of performing a point addition 

operation in 
1

G  
0.022 

ecc pmT
−

The time of performing a point 

multiplication operation in 
1

G  
3.740 

bpT  The time of performing a bilinear pairing 

operation 
11.515 

 
Because Setup, Partial-PrivateKey-Extract and User 

-Key-Gen phases are executed by KGC or user and all 

of them are one-time operation, we only laid stress on 

the comparisons of the computation cost in single-Sign 

phase, Aggregate-Sign phase and Aggregate-Verify 

phase. 

In the single-Sign phase, the signer in Kang et al.’s 

CLAS scheme needs to execute one general hash 

operation, two map-to-point operations in 
1

G , two 

point addition operations and four point multiplication 

operations in 
1

G . Therefore, the signer’s computation cost 

is 2 2 4 34.603
mts mtp ecc pa ecc pm
T T T T

− −

+ + + ≈  milliseconds. 

Whereas the signer in our proposed CLAS scheme 

needs to execute one addition operation in 
q

Z , one 

multiplication operation in *

q
Z , two general hash 

operations, one map-to-point operation in 
1

G , one 

point addition operation and three point multiplication 

operations in 
1

G . Therefore, the signer’s computation 

cost is 2 3 21.123
z sa z sm mts mtp ecc pa ecc pm
T T T T T T

− − − −

+ + + + + ≈  

milliseconds. 

In the Aggregate-Sign phase, we suppose there are 

100 signatures needed to be aggregated. The 

aggregator in Kang et al.’s CLAS scheme needs to 

execute 100n =  point addition operations in 
1

G . 

Whereas the aggregator in our proposed CLAS scheme 

also needs to execute 100n =  point addition operations 

in 
1
.G  Therefore, we can find that the signer’s 

computation cost of Aggregate-Sign phase in the two 

schemes is equal to 100 2.2
ecc pa
T

−

× ≈  milliseconds. 

In the Aggregate-Verify phase ( 100n = ) the verifier 

in Kang et al.’s CLAS scheme needs to execute 

100n =  general hash operations, 2 102n + =  map-to-

point operations in 
1

G , 3( 1) 297n − =  point addition 

operations, 100n =  point multiplication operations in 
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1
G  and 4 bilinear pairing operations. Therefore, the 

verifier’s computation cost is 100 102
mts mtp
T T+  

297
ecc pa
T

−

+ + 100 4 1428.74ecc pm bpT T
−

+ ≈  milliseconds. 

Whereas the verifier in our proposed CLAS scheme 

needs to execute 1 99n − =  addition operations in 
q

Z , 

100n =  multiplication operations in *

q
Z , 2 200n =  

general hash operations, 1 101n + =  map-to-point 

operations in 
1

G , 1 99n − =  point addition operations, 

1 101n + =  point multiplication operations in 
1

G  and 3 

bilinear pairing operations. Therefore, the verifier’s 

computation cost is 99 100 200 101
z sa z sm mts mtp
T T T T

− −

+ + +  

99 3 101 1412.33ecc pa bp ecc pmT T T
− −

+ + + ≈  milliseconds. 

The computation cost comparisons are demonstrated 

in Table 3 and Figure 1. From the results in Table 3 

and Figure 1, our proposed CLAS scheme has the same 

computation cost as that of Kang et al.’s scheme for 

Aggregate-Sign phase. At the single-Sign and 

Aggregate-Verify phases, the percentage reduction for 

computation cost with our proposed CLAS scheme is 

38.96 and 1.15 lower compared with Kang et al.’s 

scheme respectively. Namely, we enforce the security 

in a large extent with lower computation cost 

compared with Kang et al.’s scheme [5]. 

Table 3. Computation cost comparisons (ms) 

 Kang et al.’s Scheme [5] The proposed scheme 

Single 

-Sign 

2 2

4

34.603

mtp ecc pa

mts ecc pm

T T

T T

−

−

+

+ +

≈

 

2

3 21.123

z sa z sm mts

mtp ecc pa

bp

T T T

T T

T

− −

−

+ +

+ +

+ ≈

 

Aggregat

e-Sign 
100 2.2

ecc pa
T

−

× ≈  100 2.2
ecc pa
T

−

× ≈  

Aggregat

e-Verify 

297 102

100 100

4 1428.74

ecc pa mtp

mts ecc pm

bp

T T

T T

T

−

−

+

+ +

+ ≈

 

99 100 200

101 99

101 3

1412.33

z sa z sm mts

mtp ecc pa

ecc pm bp

T T T

T T

T T

− −

−

−

+ +

+ +

+ +

≈

 

 

Figure 1. Computation cost comparisons 

9 Conclusion 

Aggregate signature can greatly reduce the 

verification cost, that makes it especially suitable for 

resource-constrained wireless networks. Unfortunately, 

most exiting schemes were subsequently found to have 

vulnerabilities or suffer unsatisfactory performance in 

terms of computational and communication costs. In 

this paper, we first provide a security analysis for an 

efficient certificateless aggregate signature scheme, 

and then present an attack method to demonstrate that 

their scheme is forgeable. Furthermore, an improved 

scheme is proposed, and then the security of the 

scheme is formally proved under the CDH assumption 

in the random oracle model. We finally evaluate the 

performance of our proposed scheme. Compared with 

Kang et al.’s scheme, our new scheme achieves a 

higher level of security assurance with lower 

computation cost. Therefore, our proposal is more 

practical and adoptable in real life to solve batch 

identification problem. 
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