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Abstract

With the development of quantum computer and
quantum network, the security of quantum images has
been becoming more and more important in the 21st
century. In this paper, a high efficient and robust quantum
watermarking algorithm is proposed to better protect
copyright of quantum images, which is based on quantum
log-polar image (QUALPI) representation model, matrix
coding and the least significant qubit (LSQb)
modification technique. By taking advantage of QUALPI
representation model’s two important properties, i.e.,
rotation and scale invariances, the new algorithm makes
quantum watermark image extracted having a good
robustness when stego image was subjected to geometric
attacks, such as rotation and scaling. In addition, by
adopting matrix coding and the LSQb modification
technique, the new algorithm can achieve great
transparency for high embedding efficiency and low
modification rate. Experimental simulation based on
MATLAB shows that the new algorithm has a good
performance on robustness and transparency as the
conclusions.

Keywords: Quantum watermarking algorithm, Quantum
log-polar image, Matrix coding, Least
significant qubit, Robustness

1 Introduction

As a new discipline, quantum information technology
effectively combines the characteristic of quantum
mechanics and information science. Copyright
protection of quantum images is one of the research
fields in quantum information hiding, which is an
important branch of information security [1-2] in
quantum networks. In order to transmit multimedia
information securely in quantum networks, quantum
images denoted by quantum states have been widely
used to store and transfer digital image information in
recent decades. As a result, quantum watermarking,
that embeds quantum watermark image consisting of
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information about copyright owner into quantum
carrier image, has emerged to protect copyright of
quantum images.

So far, many quantum image representation models,
i.e., Qubit Lattice [3], Entangled Image [4], Real Ket
[5], flexible representation of quantum images (FRQI)
[6], novel enhanced quantum representation (NEQR)
[7], quantum log-polar image (QUALPI) [8] and novel
quantum representation of color digital images (NCQI)
[9] have been proposed to utilize quantum states to
store image information. Among of them, more
geometric transformations on quantum images can be
performed easily based on QUALPI, including those
complex ones such as rotation and scale. In term of
performance improvement in digital image processing,
the utilization of quantum image analysis, for example
quaternion Zernike moments (QZMs) [10], content-
based image retrieval (CBIR) [11] and digital image
forensics [12], also has been quite successful.

Generally speaking, quantum watermarking is the
technique which embeds the invisible quantum
information (such as the owner’s identification or
ownership certificate) into quantum multimedia data
(such as quantum audio, video or image) as carrier for
copyright protection. There are mainly three key
performance parameters for quantum watermarking,
i.e., robustness, transparency and capacity, according
to their respective importance in turn. For many
quantum watermarking algorithms, how to balance
robustness and transparency is a main issue that is
needed to be carefully solved.

For quantum audio watermarking, Zhang Yipeng et
al. proposed two quantum audio watermarking
algorithms using quantum neural networks [13] and
improved quantum neural networks [14], respectively.
As for quantum video watermarking, there is hardly
ever put forward except that Gao Qi et al. proposed a
blind quantum video watermarking algorithm based on
correlations between neighboring frames [15] in 2006,
and Iliyasu proposed video processing applications on
quantum computers [16] in 2013. In aspect of quantum
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image watermarking, the least significant qubit (LSQb)
modification technique is one of the most widely used
methods, which has advantages of easy operation and
large payload. In 2016, a LSQb modification algorithm
for quantum image based on NCQI representation
model [17] was proposed by Sang et al. Thereafter,
more quantum image watermarking algorithms were
proposed by adopting various methods. For example,
Song Xianhua et al. and Yang Yuguang et al. proposed
quantum watermarking algorithms for quantum images
based on Hadamard transform [18] and quantum
Fourier transform [19], respectively. These two
algorithms have a larger capacity and good
transparency.

In general, based on the existing achievements
mentioned above, it’s easy to know that quantum
watermarking is still on the early stage of its
development currently. Most of quantum image
watermarking algorithms have not yet begun to discuss
the robustness of watermark image, especially on
geometric attacks. In view of widespread applications
and universality of geometric attacks in quantum image
processing, many watermarked quantum images are
invulnerable to resist this kind of attacks. Furthermore,
due to the conflicting balance between robustness and
transparency, many quantum image watermarking
algorithms are with weak robustness or poor
transparency. In order to simultaneously improve
robustness and transparency, the watermarking
algorithms [20-22] were proposed to achieve this goal
by sacrificing a relatively less important performance,
capacity of watermark. Following this idea and also in
order to make up for the robustness drawbacks of
existing quantum image watermarking algorithms, this
paper proposes a high efficient and robust quantum
watermarking  algorithm based on  QUALPI
representation model and matrix coding [23]. By
combining QUALPI representation model with matrix
coding and the LSQb modification technique, the new
algorithm enables to effectively resist geometric

distortions or attacks and further improve transparency
of watermark image for high embedding efficiency and
low modification rate, so as to better protect copyright
of quantum images.

The rest of the paper is organized as follows. Section
2 introduces the preliminary knowledge related to the
new algorithm. In Section 3, the new quantum
watermarking algorithm is described in detail. The
simulation results and performance analysis are given
in Section 4. Finally, a conclusion and the future work
are provided in Section 5.

2 Preliminaries

2.1 Quantum Representation for Log-polar
Images

In quantum log-polar image (QUALPI) representation
model, the size range of the log-radius p, the angular

6 and the gray scale g(p,6) are assumed to be 2", 2"
and 27, respectively. And g( ,0,67) can be encoded by
the binary sequence C_C ,---C,C, as follow.

g(p.0)=C, C,,-CC,.C e{0,1},g(p.0) €[ 0,27 | (1)

For this image, the representation can be expressed
in term of Equation (2). Equation (2) indicates that the
whole QUALPI is stored in a normalized and
equiprobable quantum superposition, in which each
basis state represents one pixel.

1 2" 12"

N-A=3 Slelro)elriel) @

p=0 6=0

Figure 1 demonstrates an example of a 2' x2* log-
polar image with gray range 256, i.e., m=1, n=2 and
g=8. It is obvious that all pixels are stored in a
normalized quantum superposition |I > .

1) :ﬁﬂ 00001111) ®(]000) +|001) +|010) -+ 011)) +

|11110000) ®(|100) +] 101) +| 110) +[111)) ]

Figue 1. A 2' x2° quantum log-polar image and its quantum expression of QUALPI

2.2 Quantum Rotation Transformation of
QUALPI

Firstly, quantum unit rotation transformation based
on QUALPI representation model is discussed in Ref

[8]. For this transformation, all pixels of QUALPI will
rotate counter-clockwise by one unit. And it will add
the angular positions of every pixel by 1 (mod 2"). The
quantum unit rotation operation is defined as R; in term
of Equation (3).
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1%|1>=R( le .2 Ig(pﬁ)>®|p>®|9>J
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Next, quantum arbitrary rotation transformation of
QUALPI is discussed by utilizing some unit rotations
to accomplish it. Assuming that the rotation angle A,
can be encoded as follow.

A =rrennn €4013, 4, €[0,2-1]  (4)

X n-1

When an arbitrary rotation transformation R, is
operated on QUALPI, the procedure can be divided
into n sub-operations. If =0, the k,, sub-operation will
do nothing. Otherwise, it will make QUALPI to rotate
counter-clockwise at angle 2*. And this operation Rzk

means to make a unit shift for the highest (n—k)
qubits of the angular sequence |t9> in QUALPI. The
quantum rotation operation R, is defined in term of
Equation (5).
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Finally, an arbitrary rotation can be decomposed into
n rotation operations at most.

2.3 Matrix Coding

Matrix coding [23] is a widely used information
coding. By adopting matrix coding, watermarking
algorithm can own high embedding efficiency and low
modification rate to obtain good transparency.

It’s assumed that the least significant bit (LSB) of

(2" —1) carrier data, i.e., a1, ay, ..., and a, embed &

secret bits, i.e., xj, X», ..., and x;. Before embedding
secret bits into carrier data by matrix coding, the iy,
carrier data’ position is encoded as follow.

i=b,b, b,.b, €01}, jellklie[1,2 ~1] (6)

lklkl i12

Then, c; is calculated in term of Equation (7),

e =4 AN k] %)

2k
where @ denotes that a series of g, b are calculated

i=1

by XOR operations.

Next, C can be represented in term of Equation (8).
If C=0, there is nothing to do. Otherwise, ac needs to
be changed. At last, secret bits can be extracted
according to Equation (9).

k
C=>c 2" 8)
J=1

2k 1
x,=®(a,-b,),je[lk] )

The utilization rate U of carrier data and the
embedding rate £ are defined as Equation (10) and (11),
respectively.

k

V=5 (10)
2k
E=rk (11)

Table 1 shows the performances of matrix coding
when k gets different values. When 4=1, matrix coding
is degenerated to the simple LSB modification
technique. The larger £ is, the lower the utilization rate
but the higher the embedding efficiency will be.

Table 1. The performances of matrix coding when &
gets different values

The utilization rate U of The embedding

k " carrier data (%) rate E
1 1 100.00 2.00
2 3 66.67 2.67
3 7 42.86 343
4 15 26.67 4.27
5 31 16.13 5.16
6 63 9.52 6.09
7 127 5.51 7.06
8 255 3.14 8.03
9 511 1.76 9.02
Taking k=2 for example, if
x=a®a,x,=a,Pa, 12)
it does not change carrier data. If
x#a ®a,x,=a,Da, 13)
it should change a,. If
x=a®a,x,#a,®a, 14)
it should change a,. If
x#a,®a,x,#a,Da, 15)

it should change a;. Equation (16) can be used to
extract secret bits.

a' @ a3' =x,a ® a; =X, (16)
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2.4 Improved Quantum Comparator to
Implement the LSQb Modification
Technique

In order to realize the embedding process of
quantum watermarking by using matrix coding and the
LSQb modification technique, it is necessary that the
LSQb of quantum carrier image is replaced by
quantum watermark image. Inspired by Wang Dong’s
designed the quantum comparator [24] to judge
whether two qubits are same or not, an improved
quantum comparator also is designed in this paper, as
shown in Figure 2.

, a) and |b> ) is

c) and |d> are the output qubits.

the auxiliary qubit,
When [a)[8)=[0}[0) or [a}[2)=[1}[0). then [¢}]a)=
10Y[0) . When |a)|5)=|0)[1) or |a)|)=|1)[1) . then
|c>|d>=|l>|l>. It can be known that |a> will be
replaced by |b> by using the improved quantum

comparator.

QUALPI
©)
y

Carrier image

Embedding algorithm
-- Matrix coding

@) ——o—pP—p— |9
|b) O ® |d)
0) —D °

0) D —

Figure 2. An improved quantum comparator

3 Efficient and Robust Quantum Water-
marking Algorithm

In this section, the processes of embedding and
extracting are presented in details. The whole process
of the new algorithm is shown in Figure 3.

|CW> }—>| Stego image

4

Inverse rotation operation

Rotation angle K;
! g ! -- rotation angel K,

QUALPI
Watermark image ‘W) | | Rotation operation |

1. Extracting algorithm
-- Matrix coding

) 1

2. Preparation of QUALPI

[ ew) e
|cw) e

Figure 3. The flow chart of the new algorithm

3.1 The Embedding Process

According to QUALPI representation model and
matrix coding introduced in Section 2, watermark

image can be embedded into carrier image successfully.

Its main steps are described as follows.

Step(1). At first, QUALPI quantum image is prepared
from classical log-polar image. The QUALPI
expressions of quantum carrier image (gray image) and

quantum watermark image (binary image) are
expressed as Equation (17) and (18), respectively.
M 12"
€)= 2 Zlecalloo) A
2 =0 6=0
212/ =
W)= T les)

Step(2). In order to apply the idea of matrix coding,
the gray scale’s LSQb |co‘> , the (v, z) pixel of

quantum carrier image, and |w”> of quantum

watermark image represent carrier data’ LSQb and
secret qubit mentioned in Section 2.3, respectively.
The new algorithm adopts matrix coding with &=3 and
n=7 to determine which LSQb values of quantum
carrier image’s pixels will be modified. In this case,
Equation (9) is actually turned into Equations (19), (20)
and (21) as follows.

|W3i—3> — |Cgi—7> ) |Cgi75> ) |cgi—3> @ |Cgi71> (19)
|w3i—2> — |CJ,‘75> ) |cg:>5> ) |cgi72> ) |cgi71> (20)
|w > e 4>@ cgi'3>® cgi'2>® cg’”> (#2))

It’s easy to know that no change will be made to
quantum carrier image if |W3H>, |w3i’2> and |W3H>
are satisfied with Equations (19), (20) and (21), where
1<i<2°//3. Otherwise, according to Equations (7)
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and (8), one of seven LSQbs of quantum carrier
image’s pixels is needed to be modified for embedding
quantum watermark image.

In addition, two parties of communication share the
key (named as M) to determine where pixels of
quantum carrier image will be used by matrix coding.
Step(3). In order to make the new algorithm having
good practicability, a quantum circuit to implement the
embedding process is designed, as shown in Figure 4.

In Figure 4, |c; > of quantum carrier image denotes the

gray scale’s LSQDb in the S, pixel to be modified for
embedding, and |w; > is the gray scale of quantum

watermark image. The key M chooses one of these
control boxes to determine which LSQbs will be
modified in quantum carrier image. If so, the unitary
operation UDN will be performed on these LSQbs as

follow.

a
|anwl> - P
by

|0)

10) O

e
~
—@
D

=
-
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(el
~~
N

Control Box ‘ Control Box Contml Box

Figure 4. Quantum circuit implement of the embedding
process
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=0 60,00z
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Where
1 bo (23)
:O‘ =
1o 1
U 01 24)
:O' =
110

o |[0)]e
Co > (25)
[1):]e; >= 0
By repeating Step (2), quantum watermark image
can be embedded into quantum carrier image to get

stego image, which expression is given in term of
Equation (26).

€)=

ce, 0’>| p0) (26)

Step(4). Finally, as described in Section 2.2, stego
image will be made a rotation transformation R, to
prevent the third party from knowing the presence of
quantum watermark image. The rotation angle K; can
be determined by another key shared by two parties of
communication in advance. Figure 5 gives a quantum
circuit implementing rotation transformation for stego
image with size 2‘/x2"x2° based on the key
K =kkkk,.

372770

|2(0.6)) =
lp) .

Ig}) DD D D
|6:) q
16,) <5
16,) g
%)
|%:)
&)
|0

Van)
'

Figure 5. Quantum circuit implement of rotation

transformation for stego image with size 2¢x2" x2°
based on K, =k.k,kk,



1836 Journal of Internet Technology Volume 19 (2018) No.6

3.2 The Extracting Process

As a matter of facts, the process of extracting is the
inverse process of embedding described in Section 3.1.
Its main steps are presented as follows.

Step(1). According to the K;, two parties of
communication will share the third key K, to restore
the original stego image.

Step(2). In this paper, it is clear that stego image is a
complex vector in Hilbert space. So let decompose the
vector Q of stego image into the direct product of gray
scale and correspondingly position. The disintegrated
vector Q is shown as the following Equation:

0
0 1
0 0
O=a,9| . +a,®| . 4.
0
m+n 0 m+n
2 2 27
0 (27)
0 0
0 0
+a,,, ® : +a,,,
0
0 2m+r1 2m+r1

Obviously, this step can be realized because the
vector O and the binary sequence of position are
known. After converting every first part (gray scale) of
the direct product to binary sequence, it is necessary to
read each binary sequence for knowing the LSQbs. In

this example, it means converting ay, ay, ..., Ay and

a,., to the appropriate binary sequence, i.., a, ,

a a and a . The a, stands for the
2

Ip 2 %2 (2m+n72)
b

( m+n 7l)b
gray’s binary sequence of the iy, pixel in stego image.
Step(3). The last step is to extract the LSQDb of every
binary sequence. Based on the understanding of matrix
coding, those LSQbs can restore the information about
gray scale of quantum watermark image. According to
the preparation of QUALPI in Ref [8], these qubits
information can be restored to the original quantum
watermark image, as a result.

Therefore, the utilization rate and the embedding
rate of the new algorithm are 42.86% and 3.43,
respectively.

4 The Simulation Result and Performa-
nce Analysis

In this section, some simulation results and
performance analysis of the new algorithm are given.
The size of four carrier gray images is 256x 256, i.e.,

“Girl”, “Lena”, “Woman” and “Vegetables”. And the
size of four watermark binary images is 128x128, i.e.,
“Boy”, “Map”, “Ribbon” and “HTC”. All experiments
are simulated on the MATLAB R2012a.

4.1 Robustness

Robustness shows that quantum watermark image
can be effectively extracted from stego image which
was subjected to various attacks. In order to defend
different geometric attacks, the new algorithm utilizes
two important properties of log-polar sampling, i.e.,
rotation and scale invariances. These invariances make
quantum watermark image extracted having a good
robustness.

In order to prove the argument, Figure 6 is given to
represent different geometric attacks, such as rotation,
vertical axisymmetry, horizontal axisymmetry and
scaling. The simulation results show that the new
algorithm has good robustness.

(a) Rotation Attract

(d) Scaling attract

Figure 6. There are four groups of images. For each
group, the left is carrier image, the second is attracted
stego image by different geometric attacks, the third is
restored into the original stego image, and the right is
extracted watermark image

4.2 Transparency

Transparency reflects the similarity between carrier
image and stego image. In Figure 6, it is easy to know
that carrier images and the original stego images are
incapable to be identified by the naked eye of human
being.

At present, there is no specific evaluation standard
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for visual quality index of the quantum image. In this
paper, the gray histogram and the classical peak signal
to noise ratio (PSNR) are applied to evaluate
transparency of the new algorithm.

The gray histogram is one of the simplest tools
extensively used in digital image processing. It
describes an image’s gray content. An image histogram
illustrates how pixels in an image are distributed by
plotting the number of pixels at each gray level.
Specifically, the gray histogram should not leak any
information about watermark image or the relationship
between carrier image and its stego image.

Here, gray histograms of carrier image and the
corresponding stego image are shown in Figure 7 and
Figure 8, respectively. It is clearly seen that the
histogram of stego image is fairly uniform and
significantly different from that of carrier image, so
that it does not provide any clue to statistical attacks.

2000 =

1800 B

1000 B

0

I L L
o a0 1o 1580 200 250

Figure 7. The gray histogram of carrier image “Lena”

2000 b

1500 - =

1000 - b

s00 -

i

(i . 1
0 a0 100 150 200 250

Figure 8. The gray histogram of stego image (carrier
image is “Lena”, and watermark image is “Map”)

Let assume that there are two 2" x2" images / and J
with the gray range 27, where 7 is the original carrier

image and J is the corresponding stego image. / ( p,é’)

and J(p,0) represent the gray values of the (p,0)

pixel. Mean squared error (MSE) and PSNR are
defined as Equation (28) and (29), respectively:

2

1 2M 12"
MSE=—>">11(p.0)-J(p.0)]  (28)
mn "s=0 6=0
MAX
PSNR =20x1 —L 29
X Ogm[mj 29)

Here, MAX; is the maximum possible pixel value of
the image /.

Table 2 lists out the PSNR values of stego images
obtained by embedding four different watermark
images into four different carrier images, respectively.
It can be found from Table 2 that the PSNR values of
stego images are much higher than the image quality
standard of 38dB, which proves that stego images have
high image qualities.

Table 2. PSNR values (dB) of stego images in the
simulation

Boy Map Ribbon HTC
Girl 55.8352  56.0182 56.0182  55.8266
Lena 56.3164 552795 56.1085 56.0724
Woman 55.2359 552763  55.7178  56.0952
Vegetables  55.7416  55.3241 55.8435 55.7924

In summary, the new
performance in transparency.

algorithm has good

4.3 Capacity

Capacity can be accurately calculated by the
embedding rate. In this paper, based on matrix coding
with &=3 and »=7 used in the new algorithm, it is easy
to know that the embedding rate is 3.43. Furthermore,
its utilization rate is 42.86%. As shown in Table 1, the
larger k is, the lower the utilization rate of carrier data
will be, which is equivalent to capacity of watermark.
Comparing with the previous achievements, due to
high embedding efficiency and low modification rate,
the utilization rate of the new algorithm or called as the
capacity is little lower as a sacrifice of improvements
of robustness and transparency.

5 Conclusion

In this paper, a high efficient and robust quantum
watermarking algorithm is proposed to better protect
copyright of quantum images, which is based on
QUALPI representation model, matrix coding and the
LSQb modification technique. The new algorithm can
obtain a good robustness to effectively resist on
various geometric attacks, including rotation attack,
flip attack and scaling attack. In terms of matrix coding
and the LSQb modification technique, the new
algorithm also can achieve great transparency for high
embedding efficiency and low modification rate. For
example, if #=3 and »=7, the utilization rate, the
embedding efficiency and the modification rate of the
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new algorithm are 42.86%, 3.43 and 29.2%,
respectively. Meanwhile, the larger the values of k£ and
n are selected, the higher its embedding efficiency and
the smaller its modification rate are. At final, the
simulation results based on MATLAB show that the
new algorithm has a good performance in robustness
and transparency.

However, there still is a defect of low watermark
capacity for the new algorithm as a sacrifice to
improve robustness and transparency. As a
compensation, besides of LSB, sub-LSB of pixels can
be introduced to embed watermark image for doubling
watermark capacity. Since the modification rate is low
by adopting matrix coding, two least significant bits
are modified simultaneously could have minor impacts
to transparency of watermark as a result. In the future,
our next research will be focused on the research of
robust quantum watermarking algorithm to deal with
more complex attacks, such as filtering and
compression, which also can keep good balance
between robustness and transparency.
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