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Abstract

Considering the convenience of reusability and
identifiability of Radio frequency identification (RFID)
technology, increasingly industries tend to use these
properties, such as in the area of transportation, logistics,
medical treatment, military, and so on. Many researchers
have proposed RFID authentication protocols that
conform to the EPCglobal Class 1 Generation 2 (EPC C1-
G2) standard. Recently, Akgun et al. have proposed an
RFID authentication protocol which utilized the
Chebyshev chaotic map hard problem to realize
flexibility RFID application. However, we point out three
security flaws in their protocol. Firstly, we find that their
protocol lack of RFID tag verification. Secondly, the
protocol is vulnerable to tag impersonation attack and de-
synchronization attack. Therefore, in this paper, we
propose an improved RFID authentication protocol based
on chaotic maps hard problem. Our protocol has the
feature of privacy protection and robust to many
malicious attacks. Moreover, the protocol also enhances
the security of the RFID system.

Keywords: RFID, De-synchronization attack, Chaotic
maps, Authentication

1 Introduction

With the rapid development of RFID technology, its
application has been extended to every corner of our
the society and our daily life. Due to the sharp decline
in the cost and the improvement of the function, the
concerns about RFID technology in the manufacturing,
logistics [1], retail, medical [2] and defense fields have
been increasing rapidly. With the aid of RFID
technology, the logistics enable achieve objects
tracking and the society prevent the infant from
stealing in the hospital, the airline realize real-name
authentication of passengers’ identity. Moreover,
considering the accuracy of recognition and reusability,
RFID technology devotes to build a convenient
platform to meet all devices which need identification.
However, due to the widespread use of the RFID
technology, the weaknesses are revealed gradually.

Generally, Therefore, RFID tags can be divided into
four types: ultralight tags, lightweight tags, simple tags
and high cost tags. In the process of these applications,
we found some defects in RFID technology. Firstly,
RFID mechanism includes transmitter, reader and
encoder, but the costs of these combinations are not
cheap, if our society intends to promote use scope, the
cost is worth considering. Secondly, RFID mechanism
is mainly devotes to identification, so we should clear
that RFID device can easily access to our privacy
without our knowing. Similarly, once the tags close to
the RFID reader within certain limits, the tag enable
transfer information to the reader unconditional.
Recently, for the purpose of fulfill tag redeployment
and reduce tag cost, many researchers and
organizations with a view to achieve EPC C1-G2 [3-4].
Unfortunately, research showed that this tag standard
cannot satisfy every different RFID mechanism, and
then some researchers also point out that there were
security vulnerabilities in the standard.

According to all of these proposed protocols, the
common goal is to establish a low-cost and reusable
RFID tags. In 2005, the Electronic News [5] published
a novel periodical that Royal Philips intends to produce
RFID chip conforming to EPCglobal. In 2007, Chien
and Chen [3] proposed a mutual authentication
protocol for passive tags. Based on the function of
cyclic redundancy code (CRC), the protocol failed to
realize identification completely. In contrast, it
exposed some weaknesses like tag forgery attack,
denial-of-service attack and backward security attack.
Meanwhile, considering the authentication process
adopts exhaustive search, the method reduce the
efficiency of scheme. In 2010, Yeh et al. [6] proposed
a new RFID system conforming to this standard and
the protocol uses PENG function instead of CRC
algorithm. Yoon [7] point out some weaknesses of Yeh
et al. scheme including forward attack and data
integrity, later, Yoon proposed an improved protocol to
eliminate these attacks.

Chaotic maps algorithm has widely used in
cryptography [8], including group key exchange for
group session [9], identity authentication based on
smart card [10] and composing image encryption for
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multimedia communication [11]. Chaos theory is an
evolutionary theory that makes the system from order
to disorder, which is the method to research the form of
“random process” mechanism. Pseudo-randomness and
non-periodicity are two main characteristics of chaotic
cryptosystem, and it also has the nature of sensibility to
initial parameters and owns unpredictability. So on
account of these properties this algorithm enable
achieve encryption system based on hard problem.
Therefore, chaos theory has been widely noted and
used in cryptographic articles.

In 2013, Wang et al. [12] proposed a RFID security
mechanism based on chaotic maps, the protocol
intends to solve authentication problems by chaotic
algorithm. However, in 2014, Benssalah et al. [13] also
proposed a chaotic map-based RFID authentication
protocol, and claimed that their protocol enable
eliminate the weaknesses which appeared in Cheng et
al. Unfortunately, in 2015, Akgun et al. [14] analyzed
the security of Benssalah et al. and found that it was
vulnerable to tracking, tag impersonation and de-
synchronization attacks. So they put forward an
improved protocol to overcome these problems. In this
paper, we find that though Akgun et al. has correct
some weaknesses in previous agreements, there are
still have some weaknesses in their protocols such as
de-synchronization attack and impersonation attack.
Therefore, we propose an improved RFID
authentication protocol, our protocol based on the
Chebyshev chaotic map hard problems and hash
function.

The rest of paper is organized as follows: some
preliminaries are introduced in Section 2. We display
the authentication protocol of Akgun et al. and analyze
its vulnerabilities in Section 3. In Section 4, we present
our improved RFID authentication protocol. We
present security analysis and efficiency analysis of our
protocol in Sections 5 and Section 6. Finally, we
conclude the paper in Sections 7.

2 Chebyshev Chaotic Maps

Let n be an integer and let x be a variable value
with the interval [-1,1]. The Chebyshev polynomial

T (x):[-L1] > [-L1] is defined as:
T (x) = cos(ncos™ (x)).

Chebyshev polynomial map 7, : R — R of degree n
is defined using the following recurrent relation:
T,(x)=2xT, ,(x) =T, ,(x),
where n>2, T)(x)=1,and 7/(x)=x.

The first few Chebyshev polynomials are:

T,(x)=2x" -1,
T,(x)=4x" —3x,
T,(x)=8x"—8x” +1.
One of the most important properties is that
Chebyshev polynomials are the so-called semi-group
property which establishes that 7 (7, (x)) =7 (x).

An immediate consequence of this property is that
Chebyshev polynomials commute under composition

T,(T,(x)) = T,(T,(x)).
Definition 1. (Enhanced Chebyshev polynomials)

The enhanced Chebyshev maps of degree n(ne N)
are defined as:

T, (x)= (24T, ,(x)~ T, ,(x))mod p), n>2,
x € (—0,40), p is a large prime number. Obviously,
T, (x)=T.(T.(x)) =T (T,(x)) =T, (x).

Definition 2. (Chaotic

Logarithm problem, DLP)
Given x and y, it is intractable to find the integer s,

such that 7, (x)=y.

Definition 3. (Chaotic Maps-based Diffie-Hellman

problem, CDH)

Given x, T.(x) and 7,(x), it is intractable to find
T, (x), such that T(T,(x)) =T, (x) or T(T,(x)) =T, (x).

where

Maps-based Discrete

It is widely believed that there is no polynomial time
algorithm could solve DLP, CDH hard problems with a
non-negligible probability.

3 Review of Akgun et al.’s Scheme

In 2015, Akgun et al. [14] showed vulnerabilities in
Benssalah et al.’s [13] protocol, and proposed an RFID
authentication protocol based on Chebyshev chaotic
map. Akgun et al. claimed that their protocol enable
eliminate the weaknesses which appeared in [13] and
could achieve mutual authentication and resist de-
synchronization attack. Next, we provide the detailed
analysis of the protocol. This section is composed of
two phases: initialization phase and authentication
phase.

3.1 Notations

The notations used in the protocol of Akgun et al.
are introduced in Table 1.
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Table 1. Notations

r,t,s Generate by reader, tag and server
D
RID
X Current shared session key
X Last session key
T.() Enhanced Chebyshev polynomial
€ Random choice operation
S XOR operation
| Concatenation operation
h()
«

3.2 Initialization Phase

The back-end server generates a secret key x and
stores {/D,x,c,} in tag memory, ¢, is an index value of

database. The server stores {ID,X,,,,X,,,sCo>Cpon} 1NN

new

are index values. The

database where ¢, and c,,
{RID}. First,

reader stores its identifier set

X

new

= xnld =X and cnew = cald = 0 .
3.3 Authentication Phase

The process of authentication in Akgun et al.’s
scheme is shown as Figure 1.

i Reader R Tag T; i
e [ r ............................................... i
! R |
: Generate random number 7 . i
i M =T, (x®r), '
i M,=x®t. !
! M,,M,,c i
i < i
i Create time-stamp 7" . i
: V=hRID®r®T) |
i M, M,,c,r,V,T i
i Generate random number S . E
| M,=ID®s®r, ;
| M, =T,(x®s), !
| info=RID® data, i
' H,., =h(data®r). i
i MS’M4’inf0’Hmfa :
R N i
i ! — 1
: xn/d = xneu' > } ja?a 7f;1[f a5 :]5 : :
I — . 1

E xnmr = Y;H.y (xnelr) N } erlfy ' info ( ata @ r) i
i Cota =€ i M;, M, :
ola new 2 i | :

i Cﬂ(’\l' = 7“\@’ (xl’l(.’\\') * } S = M3 @ [D @ r ’ :
s ‘ !

! Verify it M, =T, (x®s).

| ]

| x =T, (x), '
| 1
i ¢ =T (x). i

Figure 1. Authentication phase of Akgun et al.’s scheme

Step 1. The reader generates a random number » and
sends it to tag.

Step 2. After receiving the number », the tag generates
a random number 7, computes:

M =T ,x®r), M, =x®t.

Then sends (M,,M,,c,) to the reader.

Step 3. The reader creates a time-stamp 7 and
computes:

V=hRIDOr®T).

Then sends (M,,M,,c,,r,V,T) to the server.
Step 4. After receiving (M,,M,,c,,r,V.,T), the server

checks Vih(RID @r®T). If holds, the server

performs the following operations:
(1) If ¢,=0. The server executes an exhaustive

search on its database to search qualified records as
follows:

T, = T(Mz@xg,d)-r (X, Dr)
T = Tot,0m0yr (Ve BT -

new
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Then, verify whether M, ¥T01d or M, %Tw, if holds,
finds the corresponding records and sets x to x,, or
xnew'

(2) If ¢, #0. It means ¢, is index of corresponding

database entry. The server finds the value that meets
the demand and sets x to x,,, or x, . Then verifies

new *

the validity of M,. If not holds, the server rejects the
tag.
After finishing the above operations, the server
computes:
M,=ID®s®r, M,=T,,(x®s),
info=RID®data, H, ;, =h(data®r).

inf o

Then sends (M,,M,,info,H,

inf o

) to the reader.
The server conducts key updating as follows:

= T;Hs (xnew) .
= T;@r (xnew) .

Step 5. After receiving (M,,M,,info,H, . ), the
reader computes data =inf 0 @ RID and verifies whether

Hmfoﬁh(data(%r). If holds, sends (M,,M,) to the
tag, otherwise, the reader terminates the transmission.
Step 6. After receiving (M;,M,), the tag retrieves s

from M, as s =M, ® ID®r . Then the tag checks the
validity of M, . If valid, the tag conducts key updating:

= Ts@Jr(x) :

Xota =X

new xnew

c,, =cC

old — “new > cnew

xX= Y;HS (x), ¢

3.4 Weaknesses of Akgun et al.’s Scheme

In this protocol, the fresh random number r, ¢ and
s cannot be reused over and over again. So the
messages in previous sessions unable reuse in other
sessions.

Akgun et al. claimed that the protocol enable
eliminate the vulnerabilities in Benssalah et al.’s
protocol, it resist secure disclosure attack and de-
synchronization attack. Unfortunately, we find that
their protocol fails to resist these attacks.

3.4.1 Tag Impersonation Attack

Tag impersonation attack means that a forge tag
could be identified by the reader, and this attack could
threat the security of protocol.

(1) Supposed that an adversary A eavesdrops the
last successful authentication session between a tag 7,
and the reader R, and A4 records the messages

{roM,,M,,c}:

M =T,(x®r), M,=x®t.

(2) R sends a new challenger r to the tag to start a
session.

(3) A receives the messages as follows:

M, =T, (M)=T,(T,,(x®r)=T,., (x®r),

M,=M,=x®t, C,=C,.

(4) After receiving {r,M,,M,,c,}, the server
searches the record. And retrieve ¢ with =M, @ x .

Then verifies the validity of M, as follows:
M =T, (x®7). *)

(5) We believed that A4 has authenticated by the
server. It means the server compute M, and M, to the

reader.

The original message transmission from a tag to the
reader, so without restriction of tag identity (/D ), any
unqualified tags enable achieve authentication with the
server.

3.4.2 Privacy Disclose Attack

In this protocol, the server S and tag 7, store tag

identity in their database. And the protocol utilizes
random numbers ¢ and s to ensure secure messages
transmission. However, considering there is no
verification about tag identity between 7, and § in the

first interaction, so each tag can be authenticated by S'.
While after verification, S calculates M, =ID®s®r
and M, =T ,(x®s) to T,. Consequently, the adversary
enable simulate this process and retrieves a tag’s
identifier.

Suppose that there is an adversary A intends to

obtain an identifier of effective tag, the interaction
process is as follows:
Round 1: After receiving r from R, T, selects a
random number ¢, computes M, =T (x@®r) and
M; =x®t, then T, transfers {M,,M,,c,} to S.
According to M, and M7, S sends M; and M|
back to 7, as follows:

M;=ID®s, ®r, M{ =T (x®s,)

Round 2: A eavesdrops {r,M,M;,c,M;,M;} by
“Round 1. Then, A disguises the last eligible tag T,
to initiate a new session, after receiving the new
challenger » from the reader, 4 sends {M\", M ,c,}
to S, where

M! =T (M{)=T.(T,,(x® ) =T, (x®r),

r r

M) =M =x®t, ¢, =c,.
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Then S computes {M.,M;} and returns to 7, as
follows:

M;=ID®s,®r, M =T, (xDs,). Q)

Round 3: A intercepts {M;, M.} and repeats “Round
2”. Then the server returns {M;,M,} to the eligible
tag T :

M;=ID®s, ®r, M =T, ,(x®s,). (©))

Round 4: Repeat the operation as “Round 3” in limit
times, then 4 gets {M;,M,} as follows:

M, =ID®s,.®r", M, =T, (x®s.). (*)

Considering ID is a fixed value for all authentication
rounds, and A imitates the process with the eligible

tag T,. So, A utilizes {M{,M; ,M;,...,M,} and
XOR to retrieve ID as follows:

MM @M, ®..®M, =(ID®s, ®r)®
(ID®s, ®rY®(ID®s, ®r)®.®(IDDs. ®r').

Therefore, although the protocol based on the
random number, it still unable protects the privacy of
eligible tags. Firstly, the server cannot achieve
identifier authentication on tag. Secondly, the server
computes the value of M, with a plaintext /D . These
are the loopholes for the adversary retrieves the tag
identifier ( /D ) from the transmitted messages.

3.4.3 De-synchronization Attack

The de-synchronization attack means that an
adversary forces one party updates its session key in
this process but another party still keeps the previous
key. As a result, the reader and the tag cannot
authenticate each other in subsequent sessions.

(1) A eavesdrops the last successful authentication
session between 7, and R, A sends r to start a

session.
(2) T, transfers the messages {M,,M,,c,} to R.

(3) After intercepting {M,,M,,c,}, A disguises R
with the tag ID and computes messages {M,,M,} as
follow:

M,=ID®s ®r,
M, =T.(M)=T, (T, (x®s5) =T, (xDs).

N N

(4) After receiving {M,,M,} , T, authenticates S

with M, . If success, T, updates x=7, (x) and
¢; =T (%).

However, since the passive adversary launches the
de-synchronization attack and impersonate the server

to perform these operations. Therefore, although the
tag updates the session key with 7, (x) and T, (x),

the server still stores the previous values. As a result,
S unable authenticates 7, in the following sessions.

[Is

4 The Improved Scheme

In this section, we propose an improved RFID
protocol based on chaotic maps to achieve information
transmission. After analyzed Akgun et al.’s [14]
scheme we find that their scheme lacks of tag identifier
in M, and M, , causing any unqualified tags which
access to the reader could read internal information.
Meanwhile, the server computes M, with the plaintext
ID, an adversary could derive eligible tag /D from the
transmitted messages. Therefore, we use 4(ID) to
protect tag identity and support the server to verify tags.
The protocol is generated by two phases: initialization
phase and authentication phase.

4.1 Notations

The notations in our protocol are shown in Table 2.

Table 2. Notations

r,t,s Generate by reader, tag and server

D Tag identifier, secret in the tag and server

h(ID)  The hash value of the tag identity
RID  Reader identifier, secret in the reader and server
X The current shared session key

X1 The last session key

@ XOR operation

I Concatenation operation
h(-)  Hash function

4.2 Initialization Phase

Firstly, we put {/D,h(ID),x,,,x, RID}
into the back-end server. Meanwhile, each tag stores
{ID,h(ID),x,c,} in its memory. The reader stores its

identifier {RID} . We set x

Cota>C

ew > new?>

:xnld =X, Cnew :cold :O .

new

4.3 Authentication Phase

The process of our improved protocol is shown in
Figure 2.
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Server S i Reader R : Tag T:
S
_
Generate random number 7,
M, =h(h(ID)®r®1t) ,
M, =T, (x),
M, M,,M;,c M,=x®t.
Create time-stamp 7T,
V=hRID®roT)
M M, ,M,,c,,r,V,T
Verify the reader with J/",
t=M,®x,

M,=T (x).
Generates number § ,
M, =h(ID)®s®r,
M =T, (x),

inf o = RID ® data,
H, ., =h(data®r).
M,,M,,info,H,

info

>

Xota =%,

o new
Kew = Tsz (X,e)
Cotd = Crew

; M, =h(h(ID)®r 1),
E cnew = T;@/(xnew)

data=inf o® RID ,
Verify if H,., = h(data®r) .

>

M,, M

» s=M,@h(ID)®r.
Verify it M, =T, ,(x) .
x=T(x)s

Figure 2. The process of our improved protocol

Step 1: R generates a random number » and sends to
T.

1

Step 2: After receiving r, 7, generates ¢ and computes:

M, = h(h(ID)® r ®1), (1)
M2 = 7;4 (X) > (2)
M,=x®1. A3)

Then sends {M,,M,,M,,c,} to the reader.

Step 3: The reader creates a timestamp 7 and computes:

V=hRIDDr®T). @)

Then sends {M,,M,,M,,c,,r,V,T} to the server.
Step 4: After receiving {M,,M,,M,,c,,r,V,T}, the
server performs the following operations:

(1) Verify whether ¥ =h(RID ® r ®T), if holds, the

reader becomes a trusted party.
(2) Check the index ¢, as follows:

Bifc =0;
S performs the exhaustive search as follows:

T, = T;M3®x”,d v (X ) s )]

T;ew = ]—;Mg Dx,q )7 (xnew) . (6)
If M, matches 7, or T, , S finds the

Then
S retrieves t by t=M,®x, (i=old or new), and

corresponding records and sets x to x,,, or x

new *

verifies whether M, =h(h(ID)® r®1).
Wifc=0;
It means that ¢, is index of the entry, S finds the

entry with ¢, or ¢, and sets x to x,,, or x

W new *

Then § retrieves ¢ by t = M, @ x,. Verifies whether

M, ih(h(ID) @rdt) and M, 5TM (x;) . If holds, the
server continue to perform the operation.
(3) S generates a random number s, computes:

M,=h(ID)®r®s, @)
M, =T, (x), t)]
info=RID ® data , ()]

H. . =h(data®r). 10)

Then sends {M,,M,,inf o, H
(4) S performs the key updating as follows:

} to the reader.

info
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X =X = 7;”5 (xnew) .

= T;@r (xnew) .

Step 5: After receiving the messages, the reader
computes:

new 2 xnew

old

c,, =cC

old — “new > cnew

data=info® RID , H._. =h(data®r).

inf o

If holds, sends the messages {M,, M} to the tag.
Step 6: After receiving the messages {M,, M.}, T,

retrieves s by s=M,®h(ID)@r, then verifies

whether M, éTw (x), ifholds, S performs key updating:

X = T;ns (x), amn

¢ = Te,(x). (12)

5 Security Consideration

In this section, we provide a formal security model
for our improved RFID authentication protocol based
on chaotic maps. We give a detailed analysis to prove
that our protocol meets the security requirements under
the random oracle model.

5.1 Formal Security Model

Players. We denote a tag 7 and a server S that
participate in the authentication protocol P . Each of
them may have several instances involved in distinct,
possibly concurrent, executions of P. We denote the
tag instances and the server instances by 7', S/, R
(i, j,k € Z), and denote any kind of instance by /.
Queries. The interaction between A and the
participants occurs in oracle queries, which denotes A4
intends to break the authentication. Several queries are
avaliable to 4.

« Execute (T',S’,R") :
passive attack, 4 eavedrops the honest executions
between the 7' and S’ .

Send (/,m) : This oracle query models active attack,

This oracle query models

A sends a message to instance / and receives the
response [ back generates in processing the
message m according to P. The query sends (7',
Start) initializes the key change protocol, where
Start denotes the message. Therefore, 4 receives
the tag should send to the server.

« Text (/) : This oracle query is used to define the
semantic security of session key. Define a private
coin ¢ is flipped, if ¢=1 then the session key is
returned to adversary 4, or else returned to a same
size random key.

* Reveal (/) : This oracle query models the misuse of

session key. If the pointed instance holds a session

key and / was not models by the text query, A

obtain the session key x in instance /.

« Corrupt (/,a) : This oracle query models the
corruption capability of 4. A enable steal/break
tag’s any one of the two authentication factors, but
not all of both.

— If a=1, it outputs the identity ID oftag T .

— Ifa=2, it outputs {ID,r,t} select by tag.

— If a=3, it outputs ¢, and last session key x,,, .
Authentication. The significance of authentication
phase is to resist any adversary impersonate the tag or
the server. We denote by Advi”(A4) that A4
impersonates a participant as an instance of either 7 or
S in protocol P.

Semantic Security. In the execution of P, an

adversary launch a Execute (7',S’) -Query, Send
(I,m) -Query, Reveal (/) -Query and Corrupt (/,a) -
Query, enable launch a singleText (/) -query to a

instance. In the Text-Query, 4 outputs a guess bit ¢'.
If ¢'=c, 4 win the game, and we denote it by Succ .
We define Advi™ (A)=2Pr{Succ(A)]-1=2Prc'=c]-1
as the probability of adversary 4 breaks the semantic
security. And protocol P is said to be semantically
secure if the advantage of A4 is negligible in the
security parameter.

Computational Chaotic-based D-H Assumption
(CCDH). Suppose that p be a large prime, ne N ,

xeZ, and T,modp was generated by Chebyshev
T (x) and

T . (x) in the experiment Expfjh(A). So define an

polynomial. A4 is provided with T (x),

CCDH assumption as follows:

Adv) (4) = max {Pr[Exp;" (T, (x), T, (x)) = T, ()]}

5.2 Formal Security Proof
Theoreml. Let D be a uniformly distributed
dictionary of size |D|, let P be the improved

authentication scheme showed in Section 4. Let 4 be
an adversary against the semantic security, so,

2 2
Advyy (4) < ‘;—’7 MO +2‘]@) 2, - Advel () +
P

2 max q—”,ﬁﬁtq—j ,
p D 2

q, denotes the Send-query, g, denotes the Execure-
query, g, denotes the Hash-query.

Proof: We give a sequence of games to support this
theorem start at G, to G,, where A4 has no advantage.

Game G : This game in the random oracle model that

corresponding to the real attack. Define Succ, as the
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adversary guesses the bit b involved in the Test-query.
So,

Advi"™ (A4) = 2| Pr[Succ, ] —% |.

Game G, : In this game, we simulate the hash oracles
H, as usual by maintaining hash list A, . We also
simulate all the instances for the Send-query, Execure-
query, Reavel-query, Test-query and Corrupt-query.
Therefore, we find that the game is perfectly
indistinguishable from the real attack. So,

| Pr[Succ,]—Pr[Succ,]1=0.

Game G, : We simulate all the oracles in game G,

except that we cancle the game where collisions appear
on (M,,M,,M,,c,),(M,,M,)) and hash values.
The probability bounded by birthday paradox is:

2 2
| Pr[Succ, ] - PrlSuce, ] |s(‘152l;)+%,
where /=min{/.},i=0,1,2,3.
Game G,: We simulate the random oracle on Send-
query. We start the simulation with 7,S,R, and this
game is perfectly indistinguishable from the previous
game G, , so,

| Pr[Succ;]—Pr[Succ,]|=0.

Game G,: We define an adversary may have lucky in

guessing the correct parameter and impersonate the
server or the tag. Then, we have,

| Pr[Succ,]—Pr[Suce;||< q, - Advs' (4)

1
Pr[Succ,]=—+ max q—H,iqu—‘; .
2 p |D| 2

Integrating all the above equations, we get:

1
Advi’y (A) =2 | Pr[Succ,] - 5 |
= 2| Pr[Succ,] - Pr[Succ,] + max{ L L s )
p |D| 2
< 2(| Pr[Succ,] - Pr[Succ, ]| +| Pr[Succ,] — Pr[Succ,] |

2 2
+max q—H, 9 +q—j )S—(C]ﬁ%) + qul +
p |D| 2 2p 2"

2q, - Adv" (A)+2max{de L Dot
p |D| 2

5.3 Achieve Mutual Authentication

The improved protocol provides mutual
authentication between 7, and S. It means that only

1

each tag achieve the authentication from tag and server

can be regarded as a eligible tag. The protocol depends
on random number and chaotic maps hard problem. It
also indicates that our improved protocol enable resist
some malicious attacks.

Proof. Mutual authentication is a critical step for the
server validate the tag identity. In our protocol, after
receiving » from R, 7, computes {M,,M,,M,} and

then sends it to S. Then S retrieves the random
number that generates by 7, and verify the identity

with Mﬁh(h(lD)(—Br(—Bt). Meanwhile, S checks

whether M2£TM (x) based on the hard problem
(Definition 2). If M, and M, meet the requirements,
T, is considered achieve verification by S. Then §
computes {M,,M;} and sends the messages to T, .
Then, T, retrieves s by s =M, ®h(ID)®¢, and only
eligible tag owns the same identifier #(/D) with the

server. Then, T, verifies whether M, ;T” (x) with the
value s . If holds, 7, consider S holds the common
secret messages. Therefore, 7, believes that it certifies
S successful, then 7, conducts tag updates. After
achieve the operations, we believe that the server S
and the tag 7, achieve mutual authentication successful.

Theorem 5.3.1 On the basis of Chebyshev hard
problem in Definition 2 and Definition 3, and since
the protocol achieves the mutual authentication. We
can prove that our protocol defects tag impersonation
attack.

Proof. Assume that an adversary A intends to
impersonate a tag 7, to communicate with the server
S, so A4 imitates the operations as 7,. Adversary 4
eavesdrops the last successful authentication session
between 7, and R, A records the messages
{r M ,M; ,M;,c}.Next, 4 intends to initiate a new
session n+1 and computes M, MJ*', M. Firstly,
A needs to retrieve A(ID) from the last session to

compute M;"'. However, A cannot obtain an eligible

tag identity from the previous operations because of
the identity is secret stored in the server. Meanwhile, in

order to calculate authentication message M), A4
needs to obtain the random number 7”. But it is
difficult and ineffective to the adversary retrieve t”
from M . Therefore, A unable achieve authentication
from the server without knowing the tag identity
h(ID) and the integer ¢". As a result, the adversary

fails to launch tag impersonation attack.

Theorem 5.3.2 The improved protocol enable defect
server impersonation attack based on hard problem in
Definition 2 and Definition 3.
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Proof. Assume that an adversary A intends to
impersonate the server to the tag 7,, so 4 needs to

imitate the process with 7,. After receiving
{M,,M,,M,,c;}, A computes M,=h(ID)®rDs
and M, =T ,(x). Since s is a random number which

could generate by A, and the value » enable obtain in
public channel, suppose that 4 eavesdrops the last
successful authentication session, but an eligible tag
identity is stored both in the tag and the server.
Therefore, only the server S with the tag 7 can

calculate M,. Meanwhile, the secret value ¢ is

generates by the eligible tag, and based on hard
problem (CMBDLP), it is difficult for 4 to retrieve ¢

from the previous 7, (x). It indicates that 4 cannot
compute M in this process. Only verify the message
M, successful that 7, believe the authenticity of S,

and convince that S holds the same messages with
itself. From this analysis we conclude that the
adversary cannot impersonate the server, namely, our
improved protocol resist the server impersonation
attack.

5.4 Realize Anonymity

Proof. Anonymity is an important property for privacy
protection in RFID system. Protect tag identity help the
tag hide it trace and location information. Meanwhile,
in RFID system, guarantee the tag identity anonymity
assist the protocol defects masquerade attack. In our
protocol, in order to preserve the tag identity, no one
knows the tag information (ID,Ah(ID)) except for the

tag and the server. Similarly, the reader identity RID
is only hold by the reader and the server. Since our
improved protocol provides mutual authentication and
based on Chebyshev hard problem. If an adversary
wants to initiate a malicious query to the legitimate tag
and tries to obtain the tag identity from {M ,M,,M,},

it would teminate by the unknown secret value. The
messages M, , M, and M, are composed of the

random number ¢ and secret session key x, and they
are updated in every communication interaction.
Therefore, the tag identity cannot be obtained by the
adversary with the limit queries. So the improved
protocol protect the tag identity and realize anonymity.

5.5 Resist Replay Attack

Proof. Replay attack means that an adversary intends
to use the messages which obtained from the previous
sessions to impersonate an eligible tag or a legitimate
server. Suppose that an adversary tries to carry out a
replay attack in order to deception the RFID system.
Therefore, the adversary must reuse the previous
messages {M,,M,,M,,c.,r} and {M,,M,}. Unfortunately,
these messages cannot be accept in the following
operations, because each message is composed of

random number ¢, s and the secret session key x .
Above all, the nonce ¢ and s are generated by the tag
and server, based on the hard problem (Definition 2
and Definition 3), the random number cannot be
computed within the limit calculation. Hence, we
believe that the adversary unable reuses the previous
messages to start replay attack.

5.6 Resist De-synchronization Attack

Proof. If an attacker intends to launch de-
synchronization attack, the server and tag should
update their session key at different times. In order to
prevent this attack, our protocol stores the session key
in the tag and server at the same time. Suppose an
adversary A4 intercepts {M,,M,,M,,c,,r} to the
server, aiming to force the tag updates its secret values
x, and c,, the adversary should impersonate the server

to compute {M,,M,} to the tag. As mentioned above,

the secret messages /D and x are protected by the
system, therefore, the adversary cannot -calculate
{M,,M;} and the tag cannot authenticate the illegal

tag. As a result, our protocol enable prevent the
adversary launch de-synchronization attack.

According to the analysis as above, we conclude that
this protocol enable resist various attacks. Any
adversary cannot obtain the secret values because of
T(-) and we utilize its hard problem in this protocol. In

order to display the security in detail, we compare our
agreement with few recent protocols in Table 3.

Table 3. Security analysis and comparison with other
works

Security Requirements [13] [14] Ours
Tag anonymity Yes Nodiscussion Yes
Mutual authentication Yes Yes Yes
Forward secrecy Yes Yes Yes
Resist replay attack Yes Yes Yes
Resist impersonation attack No No Yes
Resist secret disclose attack ~ No No Yes
Resist de-syn attack No No Yes

6 Efficiency Consideration

Compared to RSA and ECC, Chebyshev polynomial
computation problem offers smaller key sizes, faster
computation, as well as memory, energy and
bandwidth savings. Chaotic maps encryption algorithm
utilizes the unique semi-group nature of Chebyshev
chaotic maps, based on two difficult problems-the
chaotic maps discrete logarithm problem and the
chaotic maps Diffie-Hellman problem, puts forward a
kind of encryption algorithm. From analysis in Table 4,
you could find that our protocol achieves high efficient
operation.
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Table 4. Communication costs comparison

Performance Cheng et al. [11] Benssalah et al. [13] Akgun et al. [14] Our protocol
Tag 1 Tr+1Th+3Txor+1Tc I Tr+1Th+2Txor+1Tc 1 Tr+2Txor+1Tc I Tr+2Th+2Txor+1Tc
Reader 1Tr 1Tr 1Tr 1Tr
Back-end server 1 Tr+1Th+2Txor+1Tc 1 Tr+1Th+2Txor+1Tc 1Tr+3Txor+1Tc 1 Tr+1Th+2Txor+1Tc
Total 3Tr+:2Th+5Txor+2Tc 3Tr:2Th+7Txor+2Tc 3Tr+5Txor+2Tc 3Tr+3Th+4Txor+2Tc
Rounds 5 5 5 5

Note. T : Time for random number generation; 7, : Time for hash function; T

executing 7 (x)mod p .

7 Conclusion

The emergence of RFID technology has greatly
convenience our lives, such as in the library book
lending, logistics, public transportation and so on.
Therefore, the security should be put into attention. In
2015, Akgun et al. proposed an improved RFID
authentication protocol based on chaotic maps to
overcome the weakness which appear in the previous
schemes. Unfortunately, according to analysis we find
that Akgun et al.’s protocol is vulnerable to some
malicious attacks, such as secret disclose attack,
impersonation attack and de-synchronization attack.
Therefore, in this paper, we propose an improved
RFID authentication protocol with privacy protection
based on chaotic maps hard problem to eliminate these
weaknesses. Meanwhile, the efficiency of our
improved protocol is also considerable. We expect the
agreement to be applied in practice, and we believe
that our RFID protocol is suitable for the application in
our society.
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