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Abstract 

The best known software developers all offer cloud 

storage services. Microsoft offers Onedrive to its users, 

Apple offers iCloud Drive and Google offers Google 

Drive or GDrive. The battle between these software 

developers is ongoing and they will always strive to give 

the best services to their users. It is not only technology 

that is evolving, however, but also ways in which security 

can be breached and data abused. The security of 

information on the Internet is increasingly at risk and 

there are many threats to cloud storage platforms.  

This research used the mobile forensics approach to 

help in identifying and analyzing user behavior that may 

occur while using GDrive application for cybercrime. 

The novelty of comparison and analyzing methods 

performed in this research can help to find remnant data 

from all activities performed by GDrive users in Android 

smartphones. Hence, this proposed method can assist 

investigators in finding remnant data on GDrive client 

and can provide knowledge for legal practitioners. 

Keywords: Cloud storage, Mobile forensics, GDrive 

analysis, Remnant data, Cybercrime 

1 Introduction 

Cloud storage is a software service operated 

virtually, that allows users to store data online. It can 

be accessed from anywhere in the world by hosts 

connected to the Internet [1-3]. Based on the price, 

cloud storage services can be divided into two 

categories, paid services and free services [4-5]. 

Google Drive (GDrive) is the most widely used cloud 

storage service [4]. One of the conveniences provided 

by Google™ is a single-ID in which the user does not 

need to create a new account. By simply logging in to a 

Google account, Google Drive can be enjoyed with a 

free quota of up to 15GB [6]. GDrive can “use, host, 

store, reproduce, modify, create derivative works, 

communicate, publish, publicly perform, publicly 

display and distribute (user) content” [7-8]. 

From on-demand access to a shared pool of 

computing resources can be provided by cloud 

computing. It also can be provisioned on a scalable 

basis and has the potential for faster service delivery, 

more efficiently and with lower cost than custom-

developed systems. Each of the seven agencies 

selected for audit by US Government Accountability 

Office has identified opportunities for implementing 

cloud computing in the future, from moving storage 

and help desk services to a cloud environment [9]. The 

positive sides of cloud storage are the conveniences; 

synchronization, sharing, collaboration, accessibility 

and disaster recovery. There is also a negative side to 

cloud storage services which is that there is no 

guarantee of a security service provided to fend off 

cybercrime activities [10]. Cybercrime is any kind of 

act using computers and networks that violates the law, 

or causes harm or threat to an individual or group [11-

15]. All researchers and practitioners in network 

security work to provide solutions to these problems. 

This paper discusses digital forensics in GDrive cloud 

storage client to aid the process of finding remnant data 

from cybercrime activity.  

Mobile forensics is a branch of digital forensic 

science conducting identification, preservation, 

analysis, and presentation with mobile devices as the 

media [16-19]. It is a little different from forensics on a 

personal computer (PC). Mobile devices have a file 

structure that is different between operating systems. 

As described later in the guidelines for mobile 

forensics, National Institute of Standards and 

Technology (NIST) mentions some focuses for 

analysis, which among others are Operating System 

(OS), PIM (personal information management), 

application, call, messaging and log history (chat, 

email, web, etc.) [2]. In this research, two devices from 

two separate vendors with different Android OSs were 

used as experimentation objects to test GDrive. 

A concept of analyzing cloud-native digital artifacts-

data object is introduced by McCulley and Roussev 

that maintain the persistent state of web/SaaS 

application [16, 20]. On the contrary with traditional 

application, web apps download the necessary state 

quickly without any trace in the local storage. While in 

traditional applications, the persistent state picks up the 

form of files in the local file system. Choo and Quick 



1742 Journal of Internet Technology Volume 19 (2018) No.6 

 

make a study of the process of collecting data from a 

cloud storage account using a browser and 

downloading files using client software [21]. Then, it is 

compared with the original files and an analysis is 

carried out of the resulting data. Furthermore, it is 

decided that there were no changes to the contents of 

the files during upload, storage and download to the 

three cloud storage services. The timestamp of the files 

were also examined in the relation to the files 

downloaded via browser and client software. 

Similar to this study, Quick and Choo [22-23] have 

made a guide for forensic analysis of remnant data of 

Google Drive on different platforms, the PC and Apple 

iPhone3G. Also, Quick and Choo paid attention to the 

structures and preferences of GDrive, whereas this 

paper analyzed fourteen user activities. With the 

proposed method of comparing and analyzing the 

database contents before and after each user activity, 

remnant data was found that could be used as digital 

evidence in cyberlaw cases. In addition, this paper also 

contributes in providing a SOP (standard operating 

procedure) which could be used by investigators in 

writing analysis reports for GDrive cloud storage client. 

A brief illustration of the mobile forensics 

procedures undertaken in this paper are as follows. 

Before experimentation of GDrive could proceed the 

Android smartphones were put through a rooting 

process. Open source software ADB, Busybox, and 

SQLite were used in the acquisition process and 

analysis. Following updated cyberlaw recommendations, 

the author used SHA-512 to check the hash values of 

the files that were acquired. This improves on previous 

research conducted by Quick and Choo which used 

MD5. Fourteen user activities were analyzed for data 

remnants. 

Section 2 discusses the mobile forensics methods 

that were used in finding remnant data for digital 

evidence. In Section 3, the findings and analysis of the 

digital forensics process are detailed. Section 4 

contains a discussion and summary of the analysis 

described in Section 3. Finally, Section 5, gives the 

overall conclusion from this research. Here, the SOP is 

also delivered by the authors for researchers, 

investigators, and legal practitioners who wish to study 

and learn more about digital mobile forensics on 

GDrive cloud storage client. 

2 Investigating Steps for Android OS 

Figure 1 above is a development of McKemmish 

and Quick & Choo’s method of digital forensics where 

the most major difference lays in analysis and 

comparison step. In the method of digital forensic, 

Mckkemish describes four steps of investigation which 

are identifying, preserving, analyzing and presenting 

digital evidence in a manner that is legally acceptable 

[16]. While Quick & Choo develop methods of cloud 

forensics with eight investigation steps which are 

commence (scope), prepare and response, Identify and  

 

Figure 1. Diagram of forensics process 
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collect, preserve (forensic copy), analyze, present, 

feedback, and complete or further task [22]. 

Furthermore, this research develops the method by 

combining [16] and [22] into six steps of investigation 

as can be seen in Figure 1. 

2.1 Preliminary 

A fundamental aim of digital forensics (mobile 

forensics, in this case) is to avoid any modifications to 

the device that is to be examined [11-12]. It is 

extremely difficult for the investigator to prevent some 

slight changes. Therefore, an investigator should be 

able to account for any modifications. To assist the 

investigation process, a methodology is required in 

performing mobile forensics [24-25]. At this 

preliminary stage, a global definition is given to the 

investigation process. Figure 1 below is the research 

method that was used in this research. 

2.2 Prepare and Respond 

There is a lot of software available on the Internet, 

both paid and free, for carrying out digital forensics. 

An investigator is free to choose which software / 

hardware to use. Experts in digital forensics suggest 

use of tools that are reputable and reliable [12, 23]. 

This study used the following software - Google drive 

client software v2.2.183.17.32 [7-8], Android Debug 

Bridge (ADB) v1.0.32 [26], SQLite Browser v3.8.0 

[27], Hex Editor Neo v6.20.02.5651 [28], Busybox 

v4.1 [29], Root Browser v2.2.3 [30], Online Nandroid 

Backup v4.4.5 [31], Shark for Root v1.0.2, dex2jar 

v2.0, sha512sum (Linux Ubuntu 14.04) and 

Notepad++ v6.8.8. 

2.3 Identify and Collect 

To conduct an investigation, the investigator must 

identify and collect digital evidence for the case being 

handled. A sound procedure will greatly help the 

analysis process later. Based on the fingerprint (in this 

case, remnant data) left behind on the smartphone, a 

continuous track record can be formed and produce 

accurate analysis. Also at this stage, an investigator 

faces a challenge of how to find remnant data related to 

previous events of the case. 

On the identification and collection stage, the 

smartphone will be checked whether it has been root or 

not. In this study the rooting process were done in both 

smartphone. In accordance with the principle of 

forensically sound, the processes done to obtain the 

evidence must be documented, and can be accounted 

for. The routing process is necessary in order to gain 

access to the highest structure on the Android OS. A 

normal Android smartphone does not allow you to 

access certain directories and files on the device. Once 

the smartphone in a state of root, the acquisition can be 

done online and offline. 

2.4 Preserve 

After all the digital evidence has been collected, 

preservation has to be done to maintain the integrity of 

the evidence. The purpose of this preserve stage is to 

make the exact duplication (bit by bit) of the original. 

By ensuring that the hash value (MD5 / SHA) for the 

original evidence and the image evidence is the same it 

was ensured that the copies were identical [14, 19]. In 

accordance with the rules of forensics, only the image 

can be worked upon. The following is an Algorithm 1 

of shell scripts to perform the data acquisition process 

on GDrive application: 

Algorithm 1 is used for the acquisition of all data on 

the smartphone that relate to GDrive. Once the 

database is found, then the database will be stored in 

the investigator’s PC. This algorithm will be run every 

time the user has finished an activity. 

 

 

Algorithm 1. GDrive Data Acquisition 

1: initialize inputDB;  

◄ from smartphone 

2: initialize dataAcqusition;  

. for acquisition 

3: inputDB ← search the database of “GoogleDrive”;

4: Save inputDB to our database  

◄ save the file for analysis 

5: Our db = query our database  

◄ retrieve the data to our PC 

6: repeatdataAcqusition ← Our db; 

7: until the database is not empty 

8: Print dataAcqusition 

2.5 Analyze 

The proposed method was analyzing and then 

comparing the contents of the databases related to 

certain user activities before and after those activities 

were carried out (also shown in Figure 1). This method 

is an effective and efficient way of finding remnant 

data to be used as evidence. When making correlations 

between the evidence obtained and the timestamp of 

events, the source logs obtained should also be 

considered. The correlations of each analysis were 

obtained manually by comparing the databases one by 

one. After that, strong evidence (acceptable by law) 

was attained. During the analysis process, investigators 

assess the evidence that has been obtained and build a 

theory of events that happened before (reconstruction). 

The end of the process is an interpretation of the 

evidence obtained in court. The following are the 

points of analysis compared in this study. 

i. Comparison of install and signup data 

ii. Comparison of signup and logout data 

iii. Comparison of logout and login data 

iv. Comparison of login and upload data 

v. Comparison of upload and download data 
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vi. Comparison of download and operation file data 

vii. Comparison of old and new operation file data 

viii. Comparison of operation file and uninstall data 

The following flowchart compares two results of 

data acquisition performed by the users. The most 

important thing here is to search for the hash values of 

all files obtained from the previous Algorithm 1. If 

there was a difference between hash values (SHA-512) 

found in (1) and (2), then it is assumed that the data has 

been altered as presented in Figure 2. The next step is 

analyses of those files/databases. 

 

Figure 2. Flowchart for the comparison process 

Our experimentation is based on the earlier 

mentioned version of GDrive, but as there is 

compatibility between all the versions of GDrive. So, 

our method can be applied to other versions of GDrive 

(with slight modifications or considering the additional 

features of newer versions). 

2.6 Reporting 

The reporting stage is where the investigator 

delivers the results that have been obtained from 

preparation to analysis. Reporting is the most 

important aspect of an investigation. Commercial 

forensic software can provide this feature, however 

reports must be understandable by the layman. Good 

reports should be understandable to non-technical 

people such as legal teams, managers, HR, judges, and 

juries, should be defensible in detail, and should be 

factual. If evidence from an investigation is insufficient 

then it should return to the initial step which is to 

prepare and respond. 

3 Analyze The Google Drive 

As have been stated in the Introduction, the methods 

used in this research are different in the comparison 

and analysis step. The main focus of mobile forensics 

in this research is the process of finding a different 

database after the user performed an activity. The main 

database on GDrive exist in the directory 

data/data/com.google. 

android.apps.docs/databases/DocList.db. Once the 

information in database is found then the analysis can 

be conducted on the remnant data. The following 

results detail the remnant data that were created when 

the user activities were performed. 

3.1 Install Data Analysis 

When installation of Google Drive was performed, 

some new files were formed. One that needs to be 

considered among other files was the file with path 

data/app/com.google.android.apps.docs-1.apk which is 

an .apk file. In total, there were eight files Table 1 

obtained associated with the installation.  

Table 1. Example of Install Activity 

No Path 

1 data/app/com.google.android.apps.docs-1.apk 

2 
data/app-lib/com.google.android.apps.docs-1/ 

libwebp_android.so 

3 
data/app-lib/com.google.android.apps.docs-1/ 

libfileutils.so 

4 
data/app-lib/com.google.android.apps.docs-1/ 

libdocscanner_image.so 

5 
data/app-lib/com.google.android.apps.docs-1/ 

libbitmap_parcel.so 

6 
data/app-lib/com.google.android.apps.docs-1/ 

libdocsimageutils.so 

7 
data/app-lib/com.google.android.apps.docs-1/ 

librectifier.so 

8 
data/app-lib/com.google.android.apps.docs-1/ 

libfoxit.so 

3.2 Signup Data Analysis 

When the signup activity was carried out, there were 

several new files created by Google Drive application. 

One of the files that need to be considered was the file 

with path data/data/com.google.android.apps.docs/ 

databases/DocList.db that contains user signup 

information. By using software browser SQLite, the 

information related to the user could be viewed in 

detail as shown in Figure 3 below. There were six other 

supporting files Table 2 that could be found when the 

signup activity had been carried out. These seven files 

can be used as evidence by investigators that signup 

took place. 



Proposed Method for Mobile Forensics Investigation Analysis of Remnant Data on Google Drive Client 1745 

 

 

Figure 3. Signup activity 

Table 2. Example of Signup Activity 

No Path 

1 
data/data/com.google.android.apps.docs/shared_prefs

/WarmWelcomePersister.xml 

2 
data/data/com.google.android.apps.docs/databases 

/CsiRequestQueue.db-journal 

3 
data/data/com.google.android.apps.docs/databases 

/CsiRequestQueue.db 

4 
data/data/com.google.android.apps.docs/databases 

/DocList.db-shm 

5 
data/data/com.google.android.apps.docs/databases 

/DocList.db-wal  

6 
data/data/com.google.android.apps.docs/databases 

/DocList.db 

7 
data/data/com.google.android.apps.docs/cache/com. 

android.opengl.shaders_cache 

3.3 Login Data Analysis 

From the login activity, data about user information 

made on the file with path data/data/com.google. 

android.apps.docs/databases/DocList.db was added to 

the accounts table. The information associated with 

the login activity is similar to that associated with the 

signup activity. The time synchronization of all 

activities can also be seen. 

3.4 Logout Data Analysis 

When the logout activity was undertaken, data about 

user information that was previously made on the file 

with path data/data/com.google.android.apps.docs/ 

databases/DocList.db was removed. If there is no 

information found regarding logout activity by using 

offline forensics, then the second way is to use online 

forensics. Live Log Android data is information that is 

only useful when the smartphone is still switched on. 

This is a big challenge for investigators. By using the 

command of adb logcat -v threadtime, all the 

information can be found in full from when the 

smartphone has been turned on. Remnant data that can 

be used as evidence of the logout activity here are 

removePreferenceInt and SVC-Destroying service. 

Both of these threads are codes that show the user has 

logged out on the timestamp seen in the log / logcat. 

3.5 Upload Data Analysis 

For the upload scenario, the user uploaded five files 

named shell.docx, notepad.exe, LogoTelU.png, 

BusyBoxV27.apk, and accound.rtf as shown in 

Figure 4. As shown on Table 3 below, the files that 

were uploaded could be seen directly without 

decryption. This could be used in an investigation to 

find any files that have been uploaded by a suspect. 

 

Figure 4. Uploading activity 

Table 3. Example of upload activity 

No Path 

1 
data/data/com.google.android.apps.docs/files/fileintern

al/97c8a84d19ace3b2770f82f569c8cea4/shell.docx 

2 
data/data/com.google.android.apps.docs/files/fileintern

al/ddabe5dd9409183474bf3936acdd6e20/notepad.exe

3 

data/data/com.google.android.apps.docs/files/fileintern

al/25152a139995b84d4fe5080ad65369d9/LogoTelU.p

ng 

4 

data/data/com.google.android.apps.docs/files/fileintern

al/50436a5cdca8f197901be32fab563eb3/BusyBoxV27.

apk 

5 
data/data/com.google.android.apps.docs/files/fileintern

al/51d9a8bf6f8c932ddb71d7fe7eee4b07/account.rtf 

 

When the upload activity was performed, the 

uploaded files were copied to the directory 

data/data/com.google.android.apps.docs/files/fileintern

al. Moreover, database data/data/com.google.android. 

apps.docs/databases/DocList.db was updated with data 

related to the files uploaded by the user. For example 

in the htmlurl field, the table document contains data 

about the user’s URL documents that were uploaded. 

3.6 Download Data Analysis 

By conducting an investigation on metadata 

DocList.db, information associated with the title of the 

downloaded files, the owner, creation time, last 

modified time and modifier account could be found. 

By simply using DB Browser for SQLite, this 

information could be found without encryption at all 

(as shown in Table 4). 

The download process was performed by 

downloading some files that had been uploaded 

previously. When the download activity was done, the 

database file data/data/com.google.android.apps.docs/ 

databases/DocList.db was updated in the field 

lastOpenedTime table Entry as can be seen in Figure 

5. 
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Table 4. Example of download activity 

No Path  

1 
data/data/com.google.android.app

s.docs/databases/DocList.db-shm 

files/home/slave2/Downloads/TA/tmp/gdrive/drupload-all/DocList.db-shm 

/home/slave2/Downloads/TA/tmp/gdrive/drdownload-all/DocList.db-shmdiffer 

2 
data/data/com.google.android.app

s.docs/databases/DocList.db-wal 

files/home/slave2/Downloads/TA/tmp/gdrive/drupload-all/DocList.db-wal 

/home/slave2/Downloads/TA/tmp/gdrive/drdownload-all/DocList.db-waldiffer 

3 

data/data/com.google.android.app

s.docs/databases/DocList.db 

INSERT INTO Entry126VALUES(15,BusyBoxV27.apk,tugasa2gdrive@gmail. 

com,1435484432028,1435484432028,tugasa2gdrive,tugasa2gdrive@gmail.com,NU

LL,NULL,0,1435484432028,C0ECREVRGSt7ImBl,0B__DZniEtrg8Rzk0SkNXbV

91Y2c,0,application/vnd.android.package-archive,NULL,file,1,0,0,0,0,0,0,0,2,110,2, 

0,0,1,NULL,NULL);|INSERTINTOEntry126VALUES(15,BusyBoxV27.apk,tugasa

2gdrive@gmail.com,1435484432028,1435484432028,tugasa2gdrive,tugasa2gdrive

@gmail.com,1435484973548,NULL,0,1435484432028,C0ECREVRGSt7ImBl,0B_

_DZniEtrg8Rzk0SkNXbV91Y2c,0,application/vnd.android.package-

archive,NULL,file,1,0,0,0,0,0,1,0,2,158,2,0,0,1,NULL,NULL); 

 

 

Figure 5. Downloading activity 

3.7 Operation File Data (Open) Analysis 

Two files that were updated when the open file 

activity was conducted are shown in Table 5 and 

Figure 6. When the open activity was carried out, 

thumbnails were formed for image files in the directory 

data/data/com.google.android.apps.docs/cache/diskCac

he/previewImageCacheDir/accountCache_1/ when the 

open process was done, the database file data/data/ 

com.google.android.apps.docs/databases/DocList.db was 

updated in field lastOpenedTime of table Entry. In 

addition, on directory data/data/com.google.android. 

apps.docs/app_webview/Cache/ there were some file 

caches of the opened file. 

Table 5. Example of open file data activity 

No Path  

1 

data/data/com.google.android.apps.

docs/shared_prefs/com.google.andr

oid.apps.docs_preferences.xml 

> <int name=NumLaunches value=2/> 

2 
data/data/com.google.android.apps.

docs/shared_prefs/HelpCard.xml 

<int name=docListActivityVisitCount value=47/> |  

<int name=docListActivityVisitCount value=56/> 

3 

data/data/com.google.android.apps.

docs/shared_prefs/accountFlagstug

asa2gdrive@gmail.com.xml 

<string name=startTimeLogKey>1435485032728</string> |  

<string name=startTimeLogKey>1435486401557</string> 

4 

data/data/com.google.android.apps.

docs/databases/DocList.db-shm 

Binary files/home/slave2/Downloads/TA/tmp/gdrive/drdownload-all/DocList. 

db-shm and/home/slave2/Downloads/TA/tmp/gdrive/dropen-all/DocList.db-

shmdiffer 

5 

data/data/com.google.android.apps.

docs/databases/DocList.db-wal 

Binary files/home/slave2/Downloads/TA/tmp/gdrive/drdownload-all/DocList. 

db-wal and /home/slave2/Downloads/TA/tmp/gdrive/dropen-all/DocList. 

db-waldiffer 

6 

data/data/com.google.android.apps.

docs/databases/DocList.db 

INSERT INTO Entry126 VALUES(13,account.rtf,tugasa2gdrive@gmail.com, 

1435484410332,1435484410332,tugasa2gdrive,tugasa2gdrive@gmail.com, 

1435484938501,NULL,0,1435484410332,C0ECQw9PTit7ImBl,0B__DZniEtrg8S

TczdmVVUjFoR2c,0,text/rtf,NULL,file,1,0,0,0,0,0,1,0,2,155,2,0,0,1,NULL, 

NULL);|INSERT INTO Entry126VALUES(13,account.rtf,tugasa2gdrive@gmail. 

com,1435484410332,1435484410332,tugasa2gdrive,tugasa2gdrive@gmail.com,14

35486350698,NULL,0,1435484410332,C0ECQw9PTit7ImBl,0B__DZniEtrg8STc

zdmVVUjFoR2c,0,text/rtf,NULL,file,1,0,0,0,0,0,1,0,2,167,2,0,0,1,NULL,NULL);
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Figure 6. Opening files activity 

3.8 Operation File Data (New Folder) Analysis 

In this scenario, two new folders were created, 

namely TA1 and TA2 as can be observed in Figure 7. 

An investigator could find information related to those 

new folders in the DocList.db metadata. Information 

that could be submitted as evidence could include 

folder title, owner, creation time, last modified time, 

and modifier account. When the ‘create new folder’ 

activity was done, the database file data/data/com. 

google.android.apps.docs/databases/DocList.db was 

updated and added with data related to the folder 

created. 

 

Figure 7. Creating new folder activity 

3.9 Operation File Data (New File) Analysis 

Similar to the new folder activity, in conducting the 

“create new file” activity, investigators could directly 

analyze the DocList.db metadata. All information 

related to the user is available in that database. When 

the “create new file” activity was undertaken, the 

database file data/data/com.google.android.apps.docs/ 

databases/DocList.db in the “Entry” table was updated 

and added with data related to the file created. 

3.10 Operation File Data (Rename) Analysis 

In this scenario suppose the file’s name was 

account.rtf and would be renamed as akun.rtf, then 

by using DB browser SQLite any files that have been 

renamed can be found along with complete information 

of the events. When the rename activity was 

undertaken, then the table entry on the database file 

data/data/com.google.android.apps.docs/databases/Doc

List.db was updated in accordance with the file that 

had been renamed. Figure 8 contains this illustration. 

 

Figure 8. Renaming files activity 

3.11 Operation File Data (Move) Analysis 

The scenario here used the folder created in the 

“New Folder” activity. The file named LogoTelU.png 

was moved from folder /TA1 to folder /TA2. An 

investigator could directly open the containsId94 table. 

On that table, is found the information on which folder 

that file had been moved to (based on the collection ID 

of the folder). When the move activity was carried out, 

the table ContainsId on database file data/data/com. 

google.android.apps.docs/databases/DocList.db  was 

updated in accordance with the directory occupied by 

the files that were moved. 

3.12 Operation File Data (Share) Analysis 

The sharing scenario (full access) was sharing a 

folder (for instance, folder /TA2) between user-A and 

user-B. When this occurred in DocList.db of the 

database (user-A), a shared column was found as 

presented in Figure 9. This is only found if user-B has 

accepted that folder. A second column was the 

“modified by time” column which contains the last time 

the file was updated. When the share activity was 

undertaken, the table Entry on database file 

“data/data/com.google.android.apps.docs/databases/ 

DocList.db” was updated in accordance with the file 

that was shared. 

 

Figure 9. Sharing activity 
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3.13 Operation File Data (Delete) Analysis 

For the delete scenario a file was deleted by user-A. 

The information about this deleted file was recorded in 

DocList.db of the database. An investigator could also 

check the table named Entry126. On that table, there is 

a column named trashed as shown in Figure 10. That 

is where the information of that deleted file was 

updated. The deleted file was still listed in the database 

“data/data/com.google.android.apps.docs/databases/Do

cList.db” in table Entry. 

 

Figure 10. Deleting a file activity 

3.14 Uninstall Data Analysis 

As mentioned in the logout analysis in subsection 

3.4, if the remnant data cannot be found by using the 

offline method, then the online method is 

recommended. By using ADB tool, information about 

remnant data can be obtained relating to the uninstall 

activity complete with the date and time of the 

occurrence. The date and time format of ADB tool is 

already human readable so it does not need to be 

converted. There were five pieces of remnant data from 

the uninstall activity that could be used as a reference. 

These are Killing 7133, START u0 (UninstallerActivity), 

Force stopping, Removing old permissions, and 

metrics were deleted (ACTION\_PACKAGE\_ 

REMOVED). This log / logcat can be used to analyze 

why the files and databases in the directory 

/com.google.android.apps/ are empty. Live log analysis 

can also be used as digital evidence in cyberlaw. 

3.15 Reporting The Investigation 

The analysis results obtained are presented in Table 

6 below. To make sure the remnant data obtained was 

correct, it was necessary to check that the results from 

each scenario were not obtained by accident. To do this 

the steps were repeated on a second device, a Lenovo 

smartphone. This followed “Reversal Burden of 

Proof  ” principles of the law [32], reversal burden of 

proof and ensured that the first test object (Samsung 

smartphone) was not imposed with the burden of proof. 

Based on the analysis results above, a testing table 

was established containing a list of questions for the 

reversal burden of proof so that later the relationships 

between the files/paths from the analysis could be 

proven. Repeated results were rolled into one and 

incorporated into the list of questions on the testing 

table. Below is a table containing the results of the tests 

performed (Table 7 & Table 8). 

Table 6. The results of GDrive analysis 

No Activity Path Information 

1 
Install data data/app/com.google.android.apps.docs-

1.apk 

- 

2 
Sign up Data data/data/com.google.android.apps.docs/ 

databases/DocList.db 

Username used for sign in. 

3 
Logout Data data/data/com.google.android.apps.docs/ 

databases/DocList.db 

ADB logcat to find the information about Logout. 

4 
Login Data data/data/com.google.android.apps.docs/ 

databases/DocList.db 

Username used for login. 

5 
Upload Data data/data/com.google.android.apps.docs/ 

files/fileinternal 

List of files uploaded by the user with information 

of the date of upload. 

6 
Download Data data/data/com.google.android.apps.docs/ 

databases/DocList.db 

Files that have been downloaded by the user. This 

file can be accessed directly. 

7 
Operation File Data 

(Open) 

data/data/com.google.android.apps.docs/ 

app_webview/Cache/ 

Files that have been previewed by the user. This 

file can be accessed directly. 

8 
Operation File Data 

(New Folder) 

data/data/com.google.android.apps.docs/ 

databases/DocList.db 

List of files made by the user with information of 

date of the file modification. 

9 
Operation File Data 

(New File) 

data/data/com.google.android.apps.docs/ 

databases/DocList.db 

List of files made by the user with information of 

date of the file modification. 

10 
Operation File Data 

(Rename) 

data/data/com.google.android.apps.docs/ 

databases/DocList.db 

List of files made by the user with information of 

date of the file modification. 

11 
Operation File Data 

(Move) 

data/data/com.google.android.apps.docs/ 

databases/DocList.db 

List of files made by the user with information of 

date of the file modification. 

12 
Operation File Data 

(Share) 

data/data/com.google.android.apps.docs/ 

databases/DocList.db 

List of files made by the user with information of 

date of the file modification. 

13 
Operation File Data 

(Delete) 

data/data/com.google.android.apps.docs/ 

databases/DocList.db 

List of files made by the user with information of 

date of the file modification. 

14 Uninstall Data Using log live forensics ADB logcat to find the information about Logout 
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Table 7. GDrive test on the Lenovo K900 smartphone 

No Inquiry Found (yes/no) Description 

1 Is there any file in data/app/com.google.android.apps.docs-1.apk? yes (install data) 

2 
Are there any files in directory 

data/data/com.google.android.apps.docs/databases/DocList.db? 
yes (signup data or login data) 

3 

Is the Entry table in the database 

data/data/com.google.android.apps.docs/databases/DocList.db, 

containing information about the new file in the directory 

data/data/com.google.android.apps.docs/files/fileinternal/? 

yes (upload data or operation file) 

4 
Is there any file in data/data/com.google.android.apps.docs/app 

_webview/Cache/? 
yes (operation file data - open) 

Table 8. GDrive test on the Samsung Galaxy Young 2-G130H smartphone 

No Inquiry Found (yes/no) Description 

1 Is there any file in data/app/com.google.android.apps.docs-1.apk? yes (install data) 

2 
Are there any files in directory data/data/com.google.android.apps. 

docs/databases/DocList.db? 
yes (signup data or login data) 

3 

Is the Entry table in the database data/data/com.google.android. 

apps.docs/databases/DocList.db, containing information about  

the new file in the directory data/data/com.google.android.apps. 

docs/files/fileinternal/? 

yes (upload data or operation file) 

4 
Is there any file in data/data/com.google.android.apps.docs/ 

app_webview/Cache/? 
yes (operation file data - open) 

 

Based on the analysis results, testing and validation, 

instructions have been established for the analyze 

phase of the digital forensics analysis cycle in order for 

investigators to discover remnant data related to 

GDrive. The instructions for standard operating 

procedure (SOP) are shown in Table 9.  

Table 9. SOP of analysis stage 

No Path 

1 Google Drive has been installed on the smartphone 

2 
Google Drive has not been installed on the 

smartphone 

3 
Google Drive has been installed, signup or login has 

never been done 

4 
Google Drive has been installed, signup or login has 

been done 

5 
Google Drive has been installed, signup or login has 

been done, the upload process has never been done 

6 
Google Drive has been installed, signup or login has 

been done, the upload process has been done 

 

For the cases with different circumstances, (for 

example, if there was only upload data or download 

data found on the application without any install data 

or uninstall data), the investigators would need to 

gather further evidence. GDrive analysis results on 

Table 7 can be used as a reference.  

4 Discussion and Summary 

When an investigation is being conducted, a digital 

forensic life cycle is very helpful. A chronological 

chain of custody will produce a good report. This 

research investigated GDrive cloud storage client 

application on Android smartphones, analyzing 

fourteen user scenarios which have been described in 

detail. Remnant data was obtained from twelve of these 

and could be used as evidence in an investigation of a 

criminal case. The twelve were install, signup, login, 

upload, download, open files, create new folders, 

create new files, rename files, move files, share files, 

and delete files. 

For the activities logout and uninstall, no remnant 

data can be found using the method of comparative 

analysis. Information on remnant data for these 

activities could be obtained by analyzing live log 

forensics. With the help of ADB software, information 

can be found on when the user last conducted the log 

out and uninstall processes. A special requirement for 

such investigations is that the smartphone has to have 

remained switched on and not have been locked. 

5 Conclusion 

The proposed method of comparison and analysis 

has identified numerous data remnants on GDrive. 

Investigators and practitioners in cyberlaw can use the 

standard operating procedure, as a guideline to find 

remnant data on GDrive cloud storage client, that could 

be used as digital evidence in cyberlaw cases.  

Future work could be conducted on other operating 

systems and on different smartphones such as iOS 9 on 

iPhone, Windows Phone 8.1 on Nokia Lumia 950, or 

Android Lollipop 5.0 on the Samsung Galaxy S6. Our 

method can be applied to other versions of GDrive as 

well (with slight modifications or considering the 
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additional features of newer versions), which is also 

the future work of this research. 
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