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Abstract

Computer security investigation would benefit from
more information about the characteristics of the human
attacker behind a security incident. Present security
mechanisms focus on the characteristics of attack, rather
than that of the attacker. Attacker behavior analysis is a
challenging problem, as relevant data cannot be found
easily. We apply cognitive analysis on the network traffic
data logs to find the attacker category and infer his
intentions. We propose a Fuzzy-rule based approach to
categorize the attacker. To make the system more
resilient, the attacker’s profile is subjected to behavioral
analysis. Real time case study results assert that the
proposed technique achieves a good accuracy in
classifying the attacker, by discovering the attacker’s
behavioral pattern. Further it can be used to assist
security and forensic investigators in profiling human
attackers.

Keywords: Network forensics, Attacker behavior,
Attacker profile, Fuzzy-rule based approach

1 Introduction

Incidents of cyber crime have increased dramatically
over the past decade. However, due to the mysterious
nature of the cyber crime, there have been few
prosecutions and even fewer convictions. Due to the
advancement in technology and automation of many
business processes, cyber attackers have devised many
new forms of computer abuse. These attackers use
traditional methods to repeat conventional attacks. In
addition to these attacks, new types of criminal activity
have been evolving with the advancement in
technology.  Correspondingly ~ computer  crime

investigation and computer forensics have also evolved.

The proposed work investigates the occurrence of
disruptive or suspected network attacks on one or more
connected systems. It is well-known that network
attacks typically do not occur in isolation [1]. The
activities that cause damage and consequent detection
are not stand-alone. They need some detailed

information of the target systems. It is preceded by few
stages of probing to obtain usable information about
the target system and find its vulnerabilities.

Investigations into visible breaches of security such
as occurrence of malicious attacks or attempts are
essential, instead of relying on casual root-cause
analysis to conclude that the systems crashed or the
network went down. Different attackers have varying
intentions, and differ in their level of attack
sophistication and strategy. It is critical to gather
evidence about attacker strategies and types of attack
execution. The sequence of network events leading up
to the final breach should be discovered by profiling
the attackers, and analyzing their behavior. The
information should be archived and leveraged to
identify previously unknown security weakness in the
system. It is therefore important to profile the attacker,
along with network traffic traces, as a form of digital
evidence [2-3].

The paper focuses on the digital forensics task of
discovering attacker behavior patterns. It does not
perform a real-time monitoring that analyses live
network traffic data and triggers alerts, as found in [4-
5]. Detection time is crucial for real-time monitoring
systems. The proposed work concentrates on
discovering the accuracy of attacker behavior pattern,
his intentions and propose counter measures.

To the best of our knowledge, there are no previous
research attempts specifically addressing the attacker
behavior pattern discovery problem. Traditionally the
Intrusion detection problem has been addressed, with a
number of open-source and commercial tools [6-10].
Their packet capturing and logging functionalities are
used to generate the logs that are input to the proposed
algorithm. The existing techniques detect a single real-
time attack. This differs from the proposed work of
finding an attacker’s behavior pattern from all the
network activities.

The Attacker behavior pattern discovery technique
focuses on the relationship between technology and the
cyber attackers, by applying the criminal profiling for
attacker detection [11]. In [12], the authors found that
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cyber criminals adapt and devise new mechanism
continuously; their mode of operation and targets vary
immensely. These works are complementary to our
algorithm, in finding the correlation among attacks and
profiling attacker behavior. We propose a Fuzzy rule-
based reasoning approach to help security and forensic
investigators, to profile human attackers and their
behavioral characteristics.

This paper is organized as follows: Section 2
presents the state of the art concerning behavior
analysis and intrusion detection systems. Section 3
discusses the proposed novel approach for the attacker
behavior pattern discovery. In Section 4, we
demonstrate our evaluations of the proposed Fuzzy rule
based approach, and discuss the results of a case study.
Finally, we draw conclusions and suggest future lines
of research in Section 5.

2 Related Work

Recently, attackers adopt sophisticated methods to
launch attacks that target or utilize a large number of
hosts, spread over a wide geographical area or multiple
administrative domains. An integrated solution to large
scale collaborative intrusion detection was proposed in
[13]. The insider threat problem has received much
attention within the research community [14-15].
Anomaly detection could be host-based, and the
normal usage patterns of an individual user could be
profiled [16]. They have demonstrated that a
combination of physical characteristics related to the
user can significantly decrease the time taken to detect
an intruder.

In spite of advances in research, there is no unifying
framework which seeks to fully characterize an
attacker in terms of the following factors: kind of
attacker, reason for the attack, human factors that lead
to threats, impact of one’s background on the
likelihood of attack, the behavior exhibited by the
attacker before or during an attack, the common attack
vectors and steps within an attack, the assets and
vulnerabilities that are typically targeted.

R. Katipally et al have proposed an attacker
behavior analysis using Hidden Markovian Model
(HMM) [1]. The distinguishing factor of our work is its
broad nature, and ability to model the behavior of the
initiators of following kinds of attacks: DoS, Phishers,
Hackers, Botnet Operator and Insider in a single
comprehensive framework.

The proposed framework will be useful to security
practitioners and researchers. It provides a basis for
elucidating the threat that enterprises face and the
important elements (e.g precursors, indicator,
attacker’s types and attack steps), that are worth taking
note of within the attacker chain. For researchers, the
framework supplies a well grounded conceptualization
of attackers and their intentions by identifying the
various profiles and their inherent charecterstics.

3 Proposed Methodology

In this section, the proposed work for attacker
intention prediction from a behavior analysis
perspective is explained in detail. It consists of two
main parts: The creation of Fuzzy rule-based
framework for finding the broad category of attacker
(sub Section 3.1) and the novel behavior analysis
technique based on behavioral characteristics to find
the exact category of attacker (sub Section 3.2, 3.3 &
3.4)

3.1 Analyzing Attacker Behavior Characteristics

Attackers may be classified into the following nine
categories: Criminals, Insider, Terrorists, Hackers,
Phishers, Nations, Malware authors, Botnet operators,
Amateur/Script kiddies [17].

The Attacker behavior pattern discovery can be
performed using the proposed Fuzzy rule-based
framework as shown in Figure 1.

Input: Network logs, Auth log, Web server log,
Commands history log

Output: Attacker Intention and attack pattern

Algorithm:

While Intrusion Detection System detects suspicious

alerts do

1.1 Collate Network logs, Auth log, Web server log,
Commands history log to form Meta Alert

1.2 Infer Meta Alert of an Intruder

1.3 Compute Fuzzy membership function and propose
Fuzzy rule-base to find broad category of]
attacker

1.4 Out of inferred broad category, compute exact_
category of attacker (P,) in proposed action rule-
base

1.5 Search Attacker Profile P, for match in stored
profiles Py under the same category

1.6 If P, =Py then
1.6.1 Retrieve attacker profile and his pattern of]

attack
1.6.2 Identify the attacker

1.7 Else If Py # Px then
1.7.1 Add attacker P, under this category,

1.7.2 Based on exact attacker category, infer his
next plan of action from proposed attack
step rule-base

End while

Figure 1. Algorithm for finding attacker intention

Initially the Log analyzer module in the Intrusion
Detection System (IDS) pre-processes the raw alerts
received into specific network parameters: such as
packet inter-arrival rate, mean time between packet-
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arrival rates, and statistical information about the
network traffic. Though packet arrival time plays an
integral role in segregating legitimate traffic from
malicious one, the accuracy and the effectiveness of
the proposed method can be improved by introducing
additional parameters such as packet size, protocol
type [18].

Based on the mean time between packet-arrival rates,
an Intrusion Detection System may detect an ongoing
attack. To detect the attacker’s motive, the attack traces
can be analyzed to identify the attacker’s intention.

Alerts such as probing, enumeration and login
attempts will not be captured by the same log. So the
different log entries captured and their time stamps are
analyzed to create a sequence of events called the Meta
alert. A sample Meta alert consisting of sequenced log
event is shown in Figure 2. The alerts from different
logs are grouped together, based on their associative
nature of one action acting, as a base or a stepping
stone to next level of intrusion. The different actions of
the user which may occur sporadically over a period of
time, will now be sequenced and relation between the
alert could also be identified.

[**][1:2000537:6] ET SCAN NMAP -s5 [**]
[Classification: Attempted Information Leak] [Priority: 2]
07/12-09:30:09.298097 172.12.13.20:33966 ->
172.17.13.163:175

TCPTTL:49TOS:0x01D:27814 IpLen:20 DgmlLen:44
S*Seq: 0x3C25204F Ack: 0x0 Win: 0x800 TcplLen:24
TCP Options (1) => MSS: 1460

Alert type

(portscan)TCPPortscan, 07/12-10:12:27.114495,
172.12.13.20,3380,172.17.13.163,4492.

e

Figure 2. Real time Meta alert sequencing

Destination

The existing literature of various attacker
characteristics [19] is distilled, and their behavior
characteristics are summarized using the proposed
Fuzzy rule base for action based classification of
attackers. Fuzzy logic controllers are expected to work
in situations where there is a large uncertainty or
unknown variation in the parameters, and structures of
the system under control [20]. Fuzzy system plays a
vital role in complex non linear systems [21], when
there is difficulty in designing a mathematical model.
Any kind of cyber attack is detected using alerts
generated from the Log analyzer module, and the
behavior of the attacker like footprint clearance, back-
door creation and malware attempts are observed as
metrics in the fuzzification module as shown in Figure
3.

Intruder Action
from correlated
Alerts such as
back-door
creation, malware
deployment,
access and log
erase attempt

Fuzzy
Rule-base

alll

Fuzzifer

D

Fuzzy
Interface

[% Defuzzifier

=

Attacker
behavioral
pattern
identification

Figure 3. Proposed Fuzzy rule-based approach

The output from the Fuzzy Inference System
categorizes the attacker broadly, as discussed in Figure
3. For each and every input, linguistic variables are
defined and parameter values are assigned. The
membership function for the linguistic variables is
defined using the Triangular membership function. The
knowledge base stores details about all the input and
the output Fuzzy partitions. It includes knowledge
about variables like Footprint clearance, back-door
creation and malware attempts, their membership
functions and their values. It includes the term set and
the corresponding membership functions, defining the
input variables to the Fuzzy rule based system, and the
output variables or the actions to be taken is as shown
in Figure 4.

FIS Editor: Untitled —

File Edit View

Untitied

(mamdani)

FIS Name: FIS Type: mamdani

And method Current Variable

Or method (e FootPrintClearance

Type input
Implication

Range o1

Aggregation

Defuzzification

centroid | | Help Close ‘ ‘

Renaming input variable 3 to "MalwareAttempts™ ‘

Figure 4. Membership function definitions

The rules defined in the Fuzzy module stores
category of attackers in the Fuzzy interface engine,
which will take care of behavioral prediction of
attackers as shown in Figure 5. The various distinct
steps and their occurrence frequency (low or high) are
analyzed and classifications of attackers are mapped.
Each rule is selected such that it contain one distinct
attribute to identify uniqueness in classifying the
profiles.

The different stages of the Fuzzy rules are validated
and broad attacker category with high similarity within
the rule base is predicted as given in Figure 6.
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- Do [=lE it

File Edit View Options |

Rule Editor: Untitled

1. If (FootPrintClearance is Low) and (BackdoorCreation is Low) and (MalwareAttempts is Low) then (Attac -
2. If (FootPrintClearance is High) and (BackdoorCreation is High) and (MalwareAttempts is High) then (Attac
3. If (FootPrintClearance is High) and (BackdoorCreation is Low) and (MalwareAttempts is Low) then (Attac
4. If (FootPrintClearance is High) and (BackdoorCreation is High) and (MalwareAttempts is Low ) then (Attac
5. If (FootPrintClearance is Low) and (BackdoorCreation is Low) and (MalwareAttempts is High) then (Attac

] W, D

If and and Then
FootPrintClearanc BackdoorCreation MalwareAttempts AttackerCategory
~ - - Malware -
8l | High High High Insider
nene none none Hacker P
Scriptkiddy
Terrorist
not not not not
Connection ‘Weight:
or
@ and 1 Delete rule Add rule ‘ Change rule ‘ = >>
The rule is added = — |

Figure 5. Rules for attacker behavioral prediction

Input: Alert processed from logs obtained based on
traffic flow from online monitoring system

Output: attacker category predictions

Algorithm:

1. Initialize the required foot print clearance {u},
backdoor creation {v} and malware access
Attempts {w} variables.

2.  Compute Fuzzy membership function
2.1 wu(x;a,b,c)=0,forx>00r x>0

X—a

2.2

,fora<x<bh

cC—X

23

,forb<x<c

3. Ifuand v and w is high then attacker category
predictions as malware author or botnet operator.

4. Else If u is high, v and w are low then attacker
category_predictions as insider.

5. Else If u, v is high and w is low then attacker
category_predictions as hacker or criminal.

6. Else If u, v and w are low then attacker
category_predictions as script kiddy.

7. Else If u, v is low and w is high then attacker
category_predictions as terrorist.

8. Else attacker category predictions as nation or
phisher.

End

Figure 6. Algorithm for finding broad attacker
Category

The different profiles are analyzed and the most
similar membership function is identified to predict the
attacker category. Each attacker profile though have
similar steps in their execution they also have certain
unique variation in the methods to achieve the desired
effect. The fuzzy engine takes into account all these

values to derive rules such that the overlapping of
attacker group is minimized with distinct attribute
selection. Figure 7 shows the Fuzzy rules prediction for
different values of the action of the attackers, like
foot_print_clearance, back-door creation and malware
access_attempts, and these are obtained from the Meta
alerts for the intruder classified based on time stamp.
The Meta alert sequences the wvarious alerts and
commands from the logs, to analyze the action
performed by the command and actions that has led to
the alert creation.

Rule Viewer: Untitled | (B S|
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A
N
AN
| |
L/

FootPrintClearance = 0.5 BackdoorCreation = 0.5
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Close | |

Figure 7. Predicted broad Category of Attacker

3.2 Proposed Action-base for Classification of
Attackers

The Fuzzy Inference system can predict the broad
category of attackers. But for arriving at the exact
category of the attacker, more details about his
behavioral characteristics are needed. All the
categories of the attackers, along with their behavior
attributes are shown in Table 1 and Table 2. These
values have been proposed after careful behavior
analysis, based on their defined and proven
characteristics  obtained during various cyber
investigations [17, 19, 22-23]. The row description and
column description of Table 1 is given as Table 1.1 and
Table 1.2.

Existence of a specific attack sequence in predicting
of attack intention is denoted by V in the Tables.
Considering the case of a script kid type of attackers,
mostly rely on existing tools and spyware available. It
would not be of interest for such attacker in creating
new tools of attack execution like that of a hacker or a
phisher. Hence the marking: R3, R4, R11, R12 is true
for a script kid profile.
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Table 1. Action-base for Attacker behavior Analysis

3.3 Proposed Attack Step-base for Intention
Prediction

Cl C2 C3 C4 C5 C6 C7 C8 ©9
Rl v Various categories of the attackers along with their
Eg :// J :// 2// 1// J 1// I// J attacking strategies are propqsed in Table 2. The row
R4 NN N NI description and column description of Table 2 is given
RS NN N as Table 2.1 and Table 2.2 respectively. The attack step
R6 \ NN rule-base having an intention of each attacker category
R7 v A NN NN has been proposed by summarizing from various cyber
RS v \ investigations as reported in [22]
RO VA v
R10 N N oA Table 2. Attack Steps-base for Intention Prediction
RII N N N N NN NN
RI2 v N N N NI Cl C2 C3 C4 C5 C6 C7T C8 (9
RIZ NN RI v o d N N
R14 y VoA VoA R2 Vo v v
RS N N N N N N NN
Table 1.1. Row Description of Table 1 o
Table 2.1. Row Description of Table 2
Row Behavior Characteristics
RI1 Initial Knowledge about the network Row Attack Steps
R2 Knowledge about attack execution R1 Scanning/Reconnaissance
R3 Application based attacks R2 _Enumeration
R4 Network based attacks R3 Exploit by Access Attempt
R5  Permanent Destruction of network Infrastructure R4 Exploit by Denial of Service
R6 Information Espionage RS Exploit by Malware Attempt
R7 Monitory Gains
RS Brag about their expertise Table 2.2. Column Description of Table 2
R9 Commit identity theft
R10 Develop own malicious scripts Column Attacke':r Category
R11 Using of tools existing Cl Criminals
R12 Using spyware and malwares C2 Insiders
R13 Creates back doors for repeated visits C3 Terrorist
R14 For hire C4 Hapkers
R15 Organized groups C5 Phishers
R16 Coordinated execution C6 Nations
C7 Spyware/Malware authors
Table 1.2. Column Description of Table 1 82 Al?r?;tzzi /C;E:iﬁt?(rifls

Column Attacker Category
Cl Criminals
C2 Insiders
C3 Terrorist
C4 Hackers
Cs Phishers
C6 Nations
C7 Spyware/Malware authors
C8 Bot net Operators
C9 Amateur/ script kids

Similarly when there is an instance of information
gathering, it indirectly gives out the information that
the intruder cannot be a part of insider attacker profile,
as he/she will have prior knowledge about the network.
Different profiles are analyzed to make sure that there
is at least one distinct feature or a distinct combination
of features for each profile. Once the attacker category
is identified the intention for their attack could be
predicted from the knowledge base.

3.4 Attacker Behavior Pattern Discovery

From the broad category suggested by Fuzzy-rule
base, each intruder is categorized and profiled, based
on the match with the predefined attacker categories,
listed in Tables 1 and 2. For each intruder, the exact
category C; to which he/she would behaviorally
belongs is calculated using the proposed positional
hamming distance formula as specified in Equation 1

C =Y 4Pl 1)
x=1

Where

A, 1s the Attribute of the intruder which will be
Boolean value depending on whether he performs the
current attack step or not

P, is the current position of the attack steps-rule base
listed in Table 2

I, is the Attacker’s characteristics for each attacker
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profile in action base in Table 1

n is the Total number of attacker characteristics
present in the action base as analyzed in Table 1

The attacker’s behavioral characteristics using
Equation 1 will find the most matching attacker
category, from action base and attack steps Based on
the attacker category, the traces will be compared with
the existing profile traces. The matching values are
calculated for each profile. The profile with the highest
matching trace is highlighted to the administrator for
identifying the best response action to be initiated for
minimizing the intruder’s attacking effect.

4 Experimental Results

This section evaluates and illustrates whether the
proposed approach has applicability of attacker category
identification.

4.1 Evaluation Using Case Study

A well known cyber attack investigation of Mitnick
[23] was taken to evaluate the proposed methodology.
The behavior of the attacker was concluded as
“criminal” after the cyber attack investigation. To
prove the accuracy of the proposed methodology, the
Mitnick case scenario was converted into
corresponding behavioral parameters pertaining to the
Tables 1 and 2. The Fuzzy rule base inference
predicted that the attacker category could be criminal
or hacker. The intruder profile characteristics were
matched using Equation 1 for these two categories. The
intention of the intruder was to steal data rather than to
showcase his proficiency about the system, which is an
inherent character of a criminal. The intruder has
manipulated an un-attended vulnerability rather than
help to patch the vulnerability. It is concluded, his
behavior as a criminal action, with the knowledge of
hacking as shown in Figure. 8.

= Investigation Result = Behavior Profiling
100
90
80 -
g 70 -
T 60
=
g 50
g 40
< 30
20
10
0 -
cammin e Enumernation Access Denial of Malwars
Atempt Service Atempt
Attack Steps

Figure 9. Attacker Prediction Accuracy for attack
Scenario

The results match with the proven investigation
results [23]. The Attacker Behavior Based profile
creation helps in generalizing the attack sequence
pertaining to each attacker category which in turn aid
for the prediction of next steps by the similar attackers
in the same category.

4.2 Real Time Experimental Results

The experimental setup consists of twelve machines
targeting the victim machine in a span of one week as
shown in Figure 10. Two machines each from two
different sub networks were connected in the
environment set up. The users were given set of
allowed instructions to be followed during attack phase.

i. Open a new file, copy a configuration file, deface
a web service running on the victim server and deny
access to the web service.

ii. Record the steps they follow to achieve their goal
for further profiling.

iii. Form groups, if needed.

iv. Write their own scripts or use any available tools.

v. Get connected using wired network only.

» Similarity of Attacker Profile

Accuracy (o)
., ood88588338
Y
-~ I
7

¥ L 'ﬂ&» 4 = e-"\& \C‘Q} Q\@
& Qp"é‘ Q—-e-
D
Attacker Profiles @'#

Figure 8. Attacker Category Prediction for the Kevin
Mitnick attack Scenario

Figure 9 shows that the new proposed methodology
could exactly predict the attacker’s category and his
intentions and plan of execution.

172.17.11.X

@i’s‘j e s
EETEE

172.17.13.X

17217 16 X

WVictim :1172.17.13.163
A172.17.15.20
B:172.17.13.62
C:172.17.13.68
D:172.17.13.65

IP ADDRESS OF SYSTEMS
E:l72.17.13.12 1:172.17.11.4
F:172.17.13.45 1:17217.11.9
G:172.17.13.111 Kil72.17.16.4
H:172.17.13.155 L:172.17.16.42

Figure 10. Experimental Scenario

Initially all the log traces and alert messages were
analyzed and correlated. The logs were collected from
the system log, auth log and web server logs. The
commands typed in the console and command prompt
was also recorded along with time stamp. These
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different discrete logs were converted into Meta alerts
with the time stamp as the key to correlate with the
alert logs provided by the Intrusion Detection system
(i.e. SNORT Logs). Applying the proposed Framework
as shown in Figure 1 classified the traces into attacker
category as displayed in Figure 11. Based on the
attacker category the intention of each category of
attacker is identified from attack step-rule base and
counter measures are suggested.

‘ Identify traces ‘

Traces Analyzed

‘ Analyze the Alerts and corresponding Behavior ‘

] P Address
72171320
1721713151
1721713111
172171362
172171149
i72171368
1721713865
172171642
17217114
17217164
172171345
172171312

Calculated Valug Graup Type of Visiter
1480172.17.13.20148,123 96,... [Bot net Operators Single -
110(172.17.13.151,102,110,99... |Crirminal Single
129(172.17.12.111,129,114,91... [Bot net Opetatars Single
54(172.17.13.62,50,4436,41 5 _ [Terroist Single
133(172.17.11.5,133,90 98,84, .. [Bot net Operatars Single
54(172.17.13.68,40,30,28 21 ,4... |Serint Kid Type 2 Single
100{172.17.13.65,100,69,85,6... |Bot net Operatars Single
1310172.17.16.42,106,88,102,... |Phishers Single
125(172.17.11.4,88.56.125,78, . |Hackers Single
95(172.17.16.4,63,63 68,53 71 . [Terrorist Single
115(172.17.12.4584 78,78,11... [Ingider Single
127(172.17.13.12,110,127 58,... |Criminal Single hd

Figure 11. Meta Alert Generation for Attacker
Profiling

The various attacker category profiles matching the
identified IP addresses are listed out and the intruders
are classified based on their actions and the behavior of
the cyber systems as shown in Figure 12. The
suspicious IP addresses are mapped with all the stored
profiles and their similarity percentage is visualized.
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Figure 12. Attacker Behavior Classification using
proposed Fuzzy approach

The various attacker category profiles matching to
an identified single intruder is shown in Figure 13.

100 4

Accuracy (%)
coB8883883
> —
Y —
G —
|

Attacker Profiles

Figure 13. Attacker Behavior Classification using
proposed Fuzzy approach for a single attacker

Figure 14 shows the threat modeling for the real
time experimental scenario and reports the probable
threats. Threat modeling is an approach for analyzing
the security of an application. It is a structured
approach that enables one to identify, quantify, and
address the security risks associated with an
application. The threat model checks the given network,
considering all the software and hardware components,
and emulates the wun-patched wvulnerabilities and
configuration issues, that could be utilized by an
intruder in achieving his/her intentions. The various
instances that are listed in the Table 3 acts as a
benchmark for the prediction correctness of the
proposed method.

Device

Web Senvice

Figure 14. Threat modeling for attack scenario

Figure 11 shows that nations/script kiddies are the
least possibility out of attacks from the various source
IPs. Nations/script kiddies will not be launching Denial
of service as reported in Behavior analysis in attack
step base in Table 2. Threat modeling also reveals that
Denial of service is not the attacker’s highest choice
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but still it may also occur as reported in Table 2. Hence
the justification that this kind of attacker category is
correct since nations/script kiddies can perform DoS
only with the help of recruiting criminals. The Threat
model also highlights the various available
vulnerabilities the intruder could utilize to maximize
his intrusion effect, and the different vulnerabilities
that could be utilized in sequence to achieve the
desired activity of the intruder, to the system
administrator as shown in Table 3. Based on the
knowledge acquired the system administrator could
plan a suitable countermeasure.

Table 3. Threat Modeling Inference

Threat Number of Instances
Denial of Service 10
Information disclosure 2
Repudiation 4
Spoofing 26

When compared with the existing method [1] which
also proposes attacker behavior analysis using Hidden
Markovian Model (HMM), the proposed method
performs better in identifying the attacker’s intention,
as the HMM model gives out a list of groups and their
intentions. The proposed method matches the user
profile with the most probable attacker profile and lists
out his/her intentions as a result. It also dives deep into
the different alerts and their relationship with each
other, and predicts the attacker’s intentions accurately.
A comparison of the existing and proposed methods
and the different features they address are shown in
Table 4

Table 4. Comparison of Results

Features Exlig\i/ill\g/ll\elzsti((j) ds Proposed method
Number of
Attacker 5 9
categories
History of Yes, considered for sub
commands No classifying the attacker
used profile
Alert Yes, Done for Yes, used to sequence
grouping Packet count (for  the number of instances

DoS attack variants) and also for identifying
their attack intention
Yes, since stored
profiles contain their
actions and commands
used

Better Accuracy,

Prediction of No
next action
of intruder

Accuracy of Less Accurate,

attacker’s Since broad Since attack steps and
Intention classification leads knowledge about the
prediction  to a set of attack attack execution are

groups and attack
intention

input, the intention
prediction is more
accurate

The contribution of our work is that the attacker
pattern discovery process usually involves large
amount of log data, because numerous individual alerts
are received from the intrusion detection system. In our
proposed model, Fuzzy rules provide the broad
category of attacker, which helps to fine tune alert logs
and network performance logs. These logs are
analyzed and correlated to identify the behavioral trails.
These trails are matched with the existing stored
attacker profiles in that category and thus the system
administrator could identify the corresponding attacker
profile. The system administrator can in turn
recommend a suitable damage control and recovery
procedure.

5 Conclusion

In this paper, a Fuzzy rule based method of
classifying the attacker’s behavior based on the attack
steps and the various actions of the attackers has been
proposed. This work helps in predicting the attacker’s
intentions more accurately and classifies the attacker’s
profile to aid in identifying the best mitigation
technique that could be applied to minimize the attack
impact. The model could be extended further in several
directions. Refinement in the modeling of attacker’s
behavior constitutes a promising area for future work.
This includes drawing upon the existing body of
literature in order to integrate additional behavioral
models into the existing model with nine categories of
attackers. The attacker group still may try to deploy
variance in the step of execution which has to be also
profiled for accurate prediction. Furthermore, we can
integrate alternative approaches to model zero day
attack actions.
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