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Abstract

Fingerprint authentication systems are widely used in
civilian applications and governments. However, current
problem is that fingerprints are easy to be imitated by
artificial materials. Thus, spoof fingerprint detection has
become increasingly significant. To solve the problem, a
anti-spoofing mechanism, called FLD (fingerprint
liveness detection), is used to discriminate spoof
fingerprints from authentic fingerprints. In this paper, a
new detection method using the histogram of oriented
gradient with gamma correction is proposed. Firstly,
gamma correction operation is used to eliminate the
effects of poor quality fingerprints due to bad light and
high brightness. Next, the sizes of captured images using
different sensors are various, so images are zoomed to
same scales through a bi-linear difference method. Then,
features descriptors are described by the calculation of
histogram of oriented gradient of pixels. Normalization
operation is performed to remove the influence of
abnormal features. Finally, the features representations
are fed into SVM classifier with RBF. Experimental
results on LivDet 2013 indicate that our method can yield
a better classification performance compared with other
methods.

Keywords: Fingerprint liveness detection, SVM, Gamma
Correction, Histogram of oriented gradient,
Normalization

1 Introduction

With the rapid development of digital and network
technology, the demand of security and confidentiality
of personal identification become high gradually.
Therefore, identity authentication techniques attract the
attention of researchers and scholars. However,
traditional access methods (PIN, Password, Key, Card,
etc.) are easy to be damaged, lost or cracked. Therefore,
traditional identity authentication methods do not meet
the needs of security [1]. In order to solve above
problem, identity recognition techniques based on
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biological features, which are more effective, reliable
and safer, are developed [2]. Among all biometric
features recognition techniques, the fingerprint
Fingerprints are not only used for identity recognition,
but also the most skilled biometric identification
techniques [3]. Because fingerprints are made up of
valley lines and ridge lines, fingerprint recognition can
verify the identity of the testers by fingerprint
comparison. However, the fingerprints are easy to be
imitated by using common materials, such as silicone,
gelatin, or latex. Thus, these systems are vulnerable to
spoof attacks [4]. To handle the problem, fingerprint
liveness detection technology has been proposed.

Fingerprint liveness detection refers to ability that
fingerprint authentication system can distinguish
between authentic fingerprints and artificial fingerprints.
In recent years, various fingerprint liveness detection
methods have been proposed [17-24], which are
divided into two categories: hardware-based methods
applied at acquisition stage, and software-based
methods applied at processing stage. The hardware-
based detection methods use specific sensor devices
and tools to measure fingerprint traits, such as sweat,
pulse and electric resistance, etc. Though hardware-
based methods can detect fingerprint liveness detection
as well [8], these detection methods can yield higher
error affected by influence of external environment or
devices themselves. Compared with the hardware-
based methods, software-based detection error is low,
and fake traits are detected only by using image
processing algorithms to extract dynamic or static
texture features of fingerprints.

In this paper, we propose a novel fingerprint
liveness detection algorithm to handle vulnerability of
artificial fingerprints. For the first time, we construct
the feature vectors by using histogram of oriented
gradient. Firstly, to eliminate the effects of lights,
gamma correction is proposed in this paper. In addition,
the sizes of collected fingerprints using different
sensors are various, thus, the fingerprint images are
zoomed to the same scales using bi-linear difference
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method. Then, features representations are constructed
by using histogram of oriented gradient. Normalization
operation is performed to remove the influence of
abnormal gradient values. Finally, classifier model are
trained by using SVM with RBM classifier. Parameter
optimization for feature vectors is essential through
using gnuplot.exe in SVM classifier before training [13].

The rest of the paper is structured as follows. Some
of relevant concepts in software-based fingerprint
liveness detection methods are presented in Section 2.
Section 3 describes our method about the feature
extraction process. The result and comparison of the
fingerprint liveness detection appear in Section 4.
Finally, the conclusions and future works are drawn in
Section 5.

2 Related Works

The sweat gland of true fingerprint can generate
moisture, while artificial fingerprints do not have this
phenomenon. Because the fingerprint sensors are
sensitive to this moisture, detection methods based on
moisture are exploited. In the method [10], two
fingerprints images are captured at zero second and
after five seconds [11-12], then, some static features
are constructed by using FFT and calculating total
energy corresponding to spatial frequency. In 2006,
Tan [14] proposed a new method based on wavelet
transform, and ridge signal along the ridge mask was
extracted. In their method, biometric features from
fingerprints are captured for enrollment or
authentication, which can detect the moisture
phenomenon using only a single image. Unfortunately,
Tan [7] observed and pointed out that skin
deformation-based method has some disadvantages,
and testers have been trained to capture fingerprints.
Kim proposed a detection method by obtaining image
quality scores from multiple local regions [20], and the
extracted features are fed into the SVM with RBF
classifier to verify whether the given fingerprints are

artificial fingerprints or not. The advantage is that it
can accurately verify vitality of fingerprints even with
small partial distortions. In 2010, a method based on
features of multiple images quality-based is proposed
to handle fake attacks in [15]. In their method, three
effective spoof and true quality measures are extracted
and fused to discriminate spoof fingerprints from true
ones. Espinoza [9] exploited essential features of ridge
skin: pores to detect spoofing attacks, and proposed a
method using the number of pores. Then, these features
are fed into linear classifier, and the performance was
evaluated through using the differences of pore
quantity. Marcialis [16] also detected the fingerprint
spoofing attacks by using the analysis of fingerprint
pores location as the features of fingerprints, and this is
an important research about sweat pores. A novel
liveness detection method through using minimize the
energy associated with phase and orientation maps was
proposed in [5-6], and multi-resolution texture analysis
techniques are also exploited [23-24]. In addition, cross
ridge frequency analysis is performed through
calculating statistical measures and weighted average
phase. These features along ridge reliability or ridge
center frequency are input into a fuzzy c-means
classifier. In Yuan [18], SIFT is used to be extracted
the local feature of given image, and the experimental
results are satisfactory.

3 Feature Extraction

Liveness detection is a binary classification problem,
distinguishing true fingerprints from spoof ones.
Therefore, the key to fingerprint detection is how to
extract a better feature. The flow diagram of our
method is presented in Figure 1, and two processes are
included: the training process and the testing process.
The former is used to obtain a model classifier, and the
latter is used to evaluate the performance of model.
Before feature extraction, preprocessing operation is
necessary.
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Figure 1. The flow diagram of our proposed method
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3.1 Preprocessing Operation

Before liveness detection, fingerprint images are
captured by using fingerprint sensors. Affected by
devices and external environment, the quality of
fingerprint images is bad, and the classification error
rate is higher. Therefore, preprocessing operations for
captured images are implemented to prevent false
detection and leak detection. The the color information
of fingerprint images is not effective, so image graying
operation for captured RGB image is firstly
implemented. Then, the sizes of captured images are
various due to the influence of fingerprints devices
themselves, and high scale fingerprint images can
increase the liveness detection correct rate. Therefore,
all captured image are scaled to the same size to make
dimension of the features of captured fingerprint
images based on different fingerprint devices
consistent. Finally, segmentation correction for
captured images based on Gamma operation is
proposed, which reduce the influence of shadow and
strong lights. Gamma correction is executed in this
paper using y < 1 if the pixel values are small;
Otherwise, Gamma correction executes y > 1. After
Gamma correction operation, the small gray-scale
pixels are ranged to high gray-scale pixels, and high
gray-scale pixels are ranged to small gray-scale pixels.

Image gray scale operation formula is defined as
follows:

Gray=0.3R+0.6G+0.18 @

Where Gray denotes gray scale image after a gray,
components of color RGB are multiplied by a weight
value. Gamma correction is implemented by using
formula as follows:

GC(x,y)=1(x,y)’ )

I (x, y) is the pixel values of original images, which
is located (x, y). GC (x, y) denotes pixel values after
Gamma correction operation. y refers to the parameter
of Gamma correction. In this paper, vy is 0.5. Based on
formula 2, low gray image, whose pixel values are
stretched, has better correction effect. However, the
captured images under strong light are more bright and
whiter after the formula 2 operation, which is bad for
liveness detection. Therefore, to reduce the influence
of strong lights, two Gamma correction operations for
low gray images and high gray images are proposed
respectively. Gamma correction is executed when the
pixels’ values are low through using parameter v,
which satisfies with 0< y < 1, and another correction
has been done for the high pixels’ values using
parameter y, vy > 1. After above operations, the low
gray-scale pixels are stretched to high gray-scale pixels,
the high gray-scale pixels range to small gray-scale
pixels. Defined formulas for low gray images and high
gray images are following:

GC(x,y)=[1(x,y)/0.5]+0.5
1(x,»)<0.5, 0<y<1
GC(x,y)={[1(x,y)—-0.5]/0.5}7+0.54+0.5
1(x,y)>0.5, y>1

()

In formula (3), I(x, y) denotes the pixel values of
fingerprint images, which are double images. And the
range of I(x, y) is [0, 1]. GC(x, y) are pixels values of
fingerprint images after Gamma correction operation.
In this paper, the value of y is 0.5 when 0<y < 1, and
the value of y is 2 when y >1.

3.2 Normalization

The key to fingerprint liveness detection is extracted
features, but the size and dimension of image are
various. Therefore, data normalization operation is
necessary to increase the classification accuracy of
trained model. Data normalization refers to the
operation that makes different scale data adjust to a
small range, such as in [0, 1] or [-1, 1]. Normalization
operation can make image resist geometry
transformation, and it can identify the invariant image.
In this paper, feature extraction based on HOG in
different cells and blocks, and the size and range of
extracted features are various because of different
fingerprint image. Therefore, normalization operation
is implemented to eliminate the influence of
illumination changes and shadow. Classification
accuracy using SVM classifier will be huge impact on
detection results if the data scale is not unified.

In our method, the normalization operation is
defined as follows:

:F(iaj)_Fmin (4)
norma Fmax _ len

In the formula, F(i, j) denotes the pixel values
corresponding location (i, j). And Fpi, and Fiax
respectively denote the minimum value and maximum
value in the original fingerprint images. Fooma 18
processed data after normalization operation. After this
operation, the entire pixel values or features vectors are
mapped in the range of [0, 1].

3.3 Histogram of Oriented Gradient

Histogram of oriented gradient method firstly
derived from SIFT algorithm. Due to the stronger
description for images, the features method based on
HOG presents more superior in object detection, which
is better local texture descriptor. The process of feature
extraction based on HOG is shown in Figure 2.
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Figure 2. The diagram of feature extraction based on
HOG

The size of fingerprint image F(x, y) is MxM, and
the images are divided into n equal squares, whose
sizes are M/n, n<=M. If M/n is a non-integer, L M/n] is
implemented for M/n, and LJ denotes floor operation.
Figure 3, which is part of the given fingerprint image,
shows the relationship of cell and block for fingerprint
image. In the 3x3 squares of the upper left corner,
Purple square of 3x3 squares denote cell (note: each
cells composed of M/nxM/n pixels), and the block
consist of Purple cell and surrounded by eight adjacent
cells. The adjacent blocks can be overlapped, and they
are also can overlap. Then, each pixel horizontal and
vertical gradients are computed by using gradient
operator. In this paper, the formula of each pixel
horizontal and vertical gradients is defined as follows:

Gx(x’y)zF(x+l’y)_F(x_l’y)

G, (ry)=F (x.y+1)—F (x.9-1) ®)

Every  fingerprint
image is composed
of several blocks,
and every block is
composed of several
cells;

G—

Purple square of images denotes cell (note: each cell is composed of
(M/n)x(M/n) pixels), and the block is composed of Purple cell and
surrounded by eight adjacent cells.

Figure 3. The relationships of cell and block in HOG

Where G«(x, y), G«(x, y) and F(x, y) denote
respectively horizontal gradient, vertical gradient and
original fingerprint image when the coordinates of the
pixel is (x, y). Derivation operation for pixel values not
only capture the edges, breakpoints and bifurcation
points on the ridge and valley lines, but also weaken
the influence of strong lights. Next, each pixel gradient
amplitudes and directions are calculated by using
horizontal and vertical gradients G(x, y) and Gy(x, ).
And the formulas of gradient amplitudes and directions
are defined as following:

A(x)=\G,(x.y) +G, (x.y)’

G,(x, y)) (6)
G, (x.y)

Where in formula (6), A(x, y) is the size of the gradient
for pixel values, located in (x, y), and D(x, y) is the
direction of the gradient for pixel values. D(x, y) scope
is 0 degree to 180 degree, and it is divided into 9 bins.
Figure 4 denotes the distribution of bin blocks using
HOG. Then, histograms of 9 bins for each cell are
computed using gradient directions and gradient
amplitudes, and each cell is composed of 9 features
vectors. Block consists of four cells, therefore, features
vectors of four cells are connected to 36 features
vectors. That is to say, the dimensionality of a block is
36 features vector. Next, features vectors based on
HOG are obtained by connecting the entire feature
vectors corresponding blocks. Finally, trained model is
learned by using SVM with RBF classifier, and the
trained model is used as the standard classification
function for testing samples.
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Figure 4. The distribution of bin blocks based on HOG

4 Experimental Results

4.1 Fingerprint Database and Validation

Criterion

The performance of our proposed method is evaluated
on LivDet 2013 [6], which comprising more than
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18,000 true and spoof fingerprint images. The
fingerprint set is used in Fingerprint Liveness
Detection Competition 2013, which was held a
Competition by the Department of Electrical and
Computer Engineering of the Clarkon University (USA)
and the Department of Electronic Engineering of the
University of Cagliari (Italy). The fingerprint set
comprises four data sets of true and spoof fingerprints,
which are captured through using four optical sensors:
1) Biometrika (569 dpi), 2) CrossMatch (500 dpi), 3)
Italdata (500 dpi), 4) Swipe (96 dpi). The detailed
descriptions about four fingerprint sets are listed in
Table 1. And the fake fingerprint can be generated

using five kinds of materials: Ecoflex, Gelatin, Latex,
Modasi and WoodGlue. Figure 5 lists some typical
samples of real and spoof fingerprint images coming
from LivDet 2013. We also list some common fake
fingerprints which using different materials as well. It
is difficult to distinguish the true fingerprints from
artificial spoof fingerprint images, and even the expert
cannot distinguish the real and fake fingerprint images.
For the fingerprint set of liveness detection, it is
divided into two unbiased sets: the goal of training sets
is used to obtain and learn classifier model, and
another set is testing set, which is used to validate the
performance of classifier model.

Table 1. The detailed description of four sets from LivDet 2013

Samples in Training Set Samples in Testing Set

ID Sensor Res.(dpi) Image Size Real Fake Real Fake
Liv2013-1 Biometrika 569 352x384 1000 1000 1000 1000
Liv2013-2 CrossMatch 500 800x750 1250 1000 1250 1000
Liv2013-3 Italdata 500 480%x640 1000 1000 1000 1000
Liv2013-4 Swipe 96 1500x208 1221 979 1153 1000

7

4’"@

(a) Biometrika(b) Crossmatch (c) Italdata (d) Swipe

Figure 5. Samples of real and spoof fingerprint images
from the LivDet 2013

In this paper, the performance measurement of
liveness detection is defined as follows. Average
Classification Error (4CE), which is similar to [21], is
used as a standard metric to ensure consistency when
compared with other methods.

ACE = (FAR + FRR)/2 (7

where in formula (7), the FAR (False Accept Rate)
represents the percentage of fake fingerprints
misclassified as real fingerprint, and the FRR (False
Reject Rate) denotes the percentage of real fingerprints
misclassified as fake ones.

FAR = Total Number Imposter Fingerprints Accepted as Genuine (8)

Total Number of Forgery Tests Performed

FRR =

Total Number Genuine Fingerprints Accepted as Imposter ( )
Total Number of Genuine Matching Tests Performed

4.2 Support Vector Machine (SVM)

After deeply study of statistical learning theory and
structural risk minimization theory, Vapnik proposed a
new kind of machine learning algorithm: Support
Vector Machine (SVM). SVM is usually used to solve
classification and regression problems, and it is a better
tool to solve small sample, high Ilatitudes, and
nonlinear challenging problems in pattern recognition
field. In addition, SVM is used as optimal two
classification classifiers, which can separate the two
types of problems as far as possible as well as make the
structural risk minimization. Machine learning theory
refers that a trained classifier is learned by using
known classification samples. Once the classifier is
learned, the classification for the test samples is
implemented with the help of the learned classifier.

The goal of SVM is to learn a classifier using some
way when the trained samples are small, and the
trained model has also a good classification
performance for the unknown testing samples. Another
advantage is that the early SVM classifier only
supports the linear separable two problems, while
current SVM classifier is also suitable for nonlinear
classification by introducing SVM kernel function.
That is to say, the samples are linearly inseparable in
low latitude space, however, they can achieve linear
separation in high-dimensional space by mapping the
samples into a higher dimensional space. LibSVM is
an open source program library, and several basic
kernels are included. Among these basic kernels, radial
basis function (RBF) kernel function can solve the
non-separable in low dimensional by mapping samples
into high dimensional. Therefore, RBF kernel function
is chosen in our method. Through the Grid-search and
Cross-validation function, we can search for the
optimal parameters to train and learn an optimal
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classifier.
4.3 Experimental Results

The size of fingerprint image F(x, y) is MxM, and
the images are divided into n equal squares, whose
sizes are M/n, n<=M. Before experiments, fingerprint
samples are necessary for the detection. The
experiment is measured on a 32-bit Operating system
Windows7-PC with a 2.83 GHz processor and 4 G
RAM, running MATLAB R2010a. In order to avoid
generating a wrong result, fingerprint set, including
training set and testing set, can not have non-
overlapping parts between data set. The LivDet 2013
derives from 2013 (FLDC) Fingerprint Liveness
Detection Competition, whose quality of real or fake
fingerprint has been greatly improved. The fingerprint
set is downloaded from the website of the fingerprint
liveness detection competition. The performance of our
proposed method is evaluated by using the Average
Classification Error (4ACE). For obtaining the
fingerprint image, the number of pixel values is huge.
If the whole pixels of fingerprints are the input for the
SVM classifier, the problems are that storage for
system is large and computing time is long. Therefore,
to deal with above problems, features extraction,
representing the original fingerprint with minimum
values and reducing the computation complexity, is the
key to detection. In this paper, features are extracted by
using HOG. Affected by the acquisition devices and
lighting, the quality of captured images quality is poor.
Thus, preprocessing operation for the captured images
is firstly implemented. The preprocessing operation is
including image graying, scale normalization and
segmentation correction. Gamma correction s
executed when the pixel values are low through using
parameter y, which satisfies with 0<y < 1, and another
correction has been done for the high pixels values
using parameter vy, y > 1. It is executed according to the
formula (2) and (3). Segmentation correction for
captured images based on gamma operation can reduce
the influence of shadow and strong lights as well as
gradient orientations are easy to be computed. Then,
the size and range of extracted features in different
cells and blocks are various, so normalization
operation is implemented. Next, the scope of gradient
direction is 0 degree and 180 degree in our experiment.
It is obvious that the livenss detection rate of
fingerprints images will increase, but the trend of
increase of detection rate is slow when the number of
gradient direction is larger than 9 bins. Therefore, in
this paper, the gradient direction is divided into 9 bins.
Each pixel horizontal and vertical gradients are
computed by using gradient operator, and the
derivation operation for each pixel horizontal and
vertical gradients is obtained by using formula (5).
Pixel gradient amplitudes and directions are calculated
by using horizontal and vertical gradients according to
formula (6). Histograms of 9 bins for each cell are

computed by using gradient directions and gradient
amplitudes, and each cell is composed of 9 features
vectors. Block consists of four cells, therefore, features
vectors of four cells are connected to 36 features
vectors. That is to say, the dimension of a block is 36
features vector. Next, features vectors based on HOG
are obtained by connecting the entire feature vectors
corresponding blocks. The dimension of feature
vectors for whole image is (n/2) x (n/2) x36=9n’.

Finally, trained model is obtained based on
conducted features vectors by using SVM classifier,
and the trained model is used as the standard
classification function for testing samples[11]. In order
to learn a better classifier model and make the
classification error minimum, parameter optimization
is conducted for extracted features by using LIBSVM.
Figure 6 shows the parameter pairs (C, g) of parameter
optimization for four different sensors. From the
Figure 6, parameter C denotes the cost, parameter g
denotes parameter gamma. In Figure 4(a), the highest
classification accuracy is obtained by parameters
optimization when C = 32, and g = 8. Similarity, we
can find the best classification accuracy responding the
Figure 4(b), (c), (d) respectively. Table 2 lists the
average detection error rate for different methods. The
results of fingerprint liveness detection are shown in
Table 2. From the table, our classification error rates
are also clearly lower than other methods. To help
observe the average detection errors of different
methods, the best result obtained using our proposed
method is highlighted in bold. The average error rate of
our method is obviously superior to other methods.

5 Conclusions and Future Works

The security of fingerprint authentication systems is
vulnerable by some artificial fake fingerprints, and the
attackers can illegally access to real user’s information.
The risk of artificial spoof fingerprint attacks is
becoming serious, which are handled by using various
anti-spoofing mechanisms against known attacks. It is
the first time that the gradient orientations and
amplitudes are used to detect the fingerprint vitality. In
this paper, image preprocessing operation is expected
to improve the image quality. In order to eliminate the
effects of shadow and strong lights as well as gradient
orientations are easy to be computed, Gamma
correction is proposed in this paper. Then, the size and
range of extracted features in different cells and blocks
are different, normalization operation is implemented.
Next, the gradient direction of each pixel is divided
into 9 bins. Each pixel horizontal and vertical gradients
are computed by using gradient operator, and pixel
gradient amplitudes and directions are calculated by
using horizontal and vertical gradients. Histograms of
9 bins for each cell are computed by using gradient
directions and gradient amplitudes, and each cell is
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Figure 6. Graphics of the results of the Parameter optimization using different sensors

Table 2. Performance comparison in terms of ACE in database of the LivDet 2013

The Average Classification Error (ACE) (%) For Different Sensors

Methods

Biometrika Digital Italdata Sagem Average

Our method 2.75 7 7.05 4.27 5.27
WLD [25] 6.1 50 9.1 --- 21.7
Winner 2013 [6] 4.7 31.2 3.5 14.07 13.53
HIG [21] 3.9 28.8 1.7 14.4 12.2
Anonym3 [6] 5.7 53.11 2.8 5.25 16.72
UniNap?2 [6] 6.55 52.13 9.45 26.85 23.75
Anonyml [21] 2.0 49.47 1.15 N.A N.A
HIG-MC [21] 4.3 39.96 10.6 32.41 21.82
HIG-DBP [21] 3.9 34.13 8.3 14.44 15.19

composed of 9 features vectors. Block is made up of
four cells, so the dimension of feature vectors for
whole image is (n/2) x (n/2) x36=9n” by concatenating
entire feature vectors corresponding blocks. Finally,
SVM classifier is used to train a model and verify the
performance of the trained model. The experimental
results show that our method can discriminate real
fingerprints from spoof ones. Compared with other
detection methods, our method can discriminate the
live fingerprint from artificial spoof ones with a higher
classification performance.

The error rates of fingerprint liveness detection
based on texture features are extremely affected by the
noise. Therefore, to reduce the influence of noise,
median filter operation is applied in our future work

and meanwhile features are extracted based on
frequency domain to detect fingerprint liveness. In
addition, extended experiments with different materials
will be performed to demonstrate interoperability of
our method. All these will be done in our future works.
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