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Abstract 

Text-based passwords, such as personal identification 

number (PIN) and Android screen pattern locks, are the 

most commonly used identity authentication method in 

smartphones. However, text-based passwords are unable 

to prevent shoulder-surfing attacks; by directly looking at 

the passwords entered by users, attackers are able to steal 

the users’ passwords, which poses significant threats to 

the users. 

In this study, a new authentication mechanism was 

introduced. Such a method enabled users to send out 

misleading information to attackers when the former 

entered its text-based passwords; the latter was unable to 

decipher the true passwords by simply recording or 

looking at them. The misleading information was the 

pressure values (i.e., pressures exerted by the users) 

measured by pressure sensors embedded under the 

smartphone touchscreens. The systems detected each 

pressure value entered by the users and determined 

whether it was to be saved (i.e., as a true password) or 

omitted (i.e., as misleading information). Regarding this 

authentication method, because attackers were unable to 

know the users’ pressure values, they were unable to 

differentiate between true and misleading information 

and thus had no way of knowing the users’ actual 

passwords. In the end, our authentication mechanism 

improved the deficiency of current text-based passwords 

and enhanced system security. 
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1 Introduction 

It is only quite recently that the use of biometrics for 

authentication purposes on mobile phones [1-4]. 

However, biometrics authentication mechanisms could 

contain potential vulnerability [5]. Of all identity 

authentication methods, text-based passwords are the 

most commonly used method by system and service 

providers. 

However, text-based passwords are prone to 

shoulder-surfing attacks [6-7]. Shoulder-surfing attacks 

signify the practice of spying on the user of a device to 

obtain his/her passwords; such attacks are less time-

consuming and have a high success rate [8]. Methods 

to protect users from shoulder-surfing attacks have 

been proposed in numerous studies, in which the 

methods are used to strengthen the security of the 

authentication system to prevent users’ private 

information from being exposed. Shoulder-surfing 

attacks generally comprise the shoulder surfing 

resistant (SSR) method and the shoulder surfing 

immune (SSI) method; the former involves misleading 

people who are shoulder surfing (e.g., by using a spy-

resistant keyboard) and the latter entails the use of 

many passwords and questions, in which users are 

required to answer all the passwords and questions 

correctly before they can log in (e.g., portfolio-based 

systems). However, because SSI-based password 

systems must store a considerable number of 

passwords and cannot implement hash storage to store 

all the answers, most password systems adopt the 

former method to fend off shoulder-surfing attacks. 

SSR-related techniques are described below:  

Virtual password. For this method, users obtain their 

password via calculations made using mathematical 

functions [9] or special patterns [10-11]. This method 

prevents attackers from passing authentication because 

they have no knowledge about the function content. 

However, this method requires the users to spend more 

time to find their password; the users may also come 

up with the wrong password because of calculation 

errors. 

Virtual keyboard. For this method, users are asked to 

enter their password in advance [12]. Text on the 

keyboard is then removed during authentication, 

preventing attackers from seeing the text [13]. 

Nevertheless, this method is not fail-safe as the 

attackers only need to observe the users a couple more 

times to find out what their password is. The use of 

virtual keyboards on mobile devices is effective 

because attackers are unable to remember the location 

of all the letters [14]; however, they may solve this 

problem by video recording the password entered. 

Graphical password. Studies show that compared to 

words, graphics are easier to remember for humans. 

Therefore, this type of method uses a graphical 

interface as its verification tool, in which buttons are 
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employed to move icons to the authentication area or 

range [15-16]. Nonetheless, this method is not effective 

against recording attacks. Although the use of a 

graphical interface, an icon-selection method (i.e., 

requiring icons to be moved from specific directions or 

locations), and an icon-moving method (i.e., icons are 

moved to the authentication area or range by using 

buttons or sliding the screen) differs from the method 

in which passwords are preset by users and thus 

prevents shoulder-surfing attacks, they are not effective 

against recording attacks. 

Second channel. For this method, a second channel is 

added to general authentication methods to eliminate 

shoulder-surfing attacks. Examples include telling 

users a verification code via earphones connected to 

their mobile phones and asking the users to enter the 

said verification code [17-23]. Although the content of 

the messages sent through the second channel is 

unknown, the verification image on the original screen 

is prone to recording attacks. However, a disadvantage 

to this method is that users are required to listen 

carefully before entering the verification code, 

resulting in prolonged authentication time. 

The above results show that although graphical 

passwords may discourage shoulder-surfing attacks, 

they are not useful against recording attacks. In an 

effort to resist shoulder-surfing attacks, some graphical 

password systems increase the number of graphics 

used. However, this adds additional burden on users’ 

memory. Conversely, the use of methods such as 

biological characteristics and human behavior can 

effectively prevent shoulder-surfing and recording 

attacks. 

In this study, we introduced a password system that 

eliminated shoulder-surfing and recording attacks. In 

general, users show one of two behavioral patterns (i.e., 

honest or deceptive) when inputting information. For 

example, the former involves the users operating 

touchscreens in a habitual manner, whereas the latter 

involves the users operating the touchscreens in a 

manner that differs from their habits. Our system was 

able to identify users’ behavioral patterns and separate 

the two input types into different categories while 

providing the same user interface, which enabled us to 

mislead our attackers. 

In this study, a pressure sensor was installed on 

smartphone touchscreens to obtain the pressure value 

when users pressed on the touchscreens. Next, the 

users’ behavioral patterns were determined by 

analyzing pressure value changes when the users input 

information. The results were incorporated into an 

existing authentication system to improve security. 

This method was effective because attackers were 

unable to steal the users’ behavioral patterns (i.e., 

pressure values) by using shoulder-surfing attacks or 

recording attacks. 

The method introduced in this study elevated a 

system’s defense capability against shoulder-surfing 

attacks, effectively deterred recording attacks, and 

reduced a system’s “false positive rate.” The goals of 

this study are to enhance system security while 

providing users with a quick and convenient 

authentication process. 

2 An Antishoulder-Surfing Attack-Based 

Identity Authentication System for 

Mobile Devices 

In this section, we introduce an antishoulder-surfing 

attack-based identity authentication system suitable for 

touchscreen-based smartphones. The said system was 

incorporated into Android screen pattern locks, in 

which pressure exerted by users’ fingers on the 

smartphone touchscreens was used as the basis for 

authentication. The method by which the users’ 

pressure values were recorded is then explained. This 

method effectively prevented attackers from learning 

about users’ true input values by looking at the users’ 

passwords and did not require verification codes be 

sent via secure channels  

2.1 New Methods for Defending Shoulder-

Surfing Attacks 

In this study, we introduced a new method in which 

pressure values input by users (measured by using 

touchscreen pressure sensors) were used as auxiliary 

inputs in addition to passwords. Shoulder-surfing 

attackers were thus unable to learn about the said 

values. Concerning the unit used by the smartphone 

pressure sensors to measure pressure values, it was hPa. 

Smartphone touchscreens were employed as the 

users’ input interface. Because the amount of pressure 

exerted by the users’ fingers when operating the 

touchscreens differed between letters/numbers/symbols, 

our method recorded the corresponding times and 

pressure values for each letter/number/symbol input by 

the users. Our recording method was divided into four 

stages and are described as follows: (1) Feature 

Extraction; (2) Key Mapping; (3) Normalization; and 

(4) Convert data into authentication system outputs.  

When a user drew a continuous line on the 

touchscreen (as shown on the left in Figure 1), 

segments with a pressure value greater than the 

threshold value of t were represented in red and a 

subsequent line was generated by our system, as shown 

on the right in Figure 1. 
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Figure 1. Continuous line drawn by user and 

subsequent line generated by the system 

Feature extraction. The feature extraction process of 

the proposed system begins by recording the x-y co-

ordinates and the touch pressure. Let 

1 2
{ , , , },

n
X x x x= …  

1 2
{ , , , },

n
Y y y y= …  

1 2
{ , , , }

n
P p p p= …  be the x and y co-ordinates and 

pressure value, respectively, of a signature with length 

n sampled at times 
1 2

{ , , , }
n

T t t t= … .  

Then, a sequence of vectors 
1 2 3

{ , , , , },
n

W w w w w= …  

is constructed where each vector element, 

1
{ , , , }

i i i i
w x y p t=  which is a four-touple consisting of 

the co-ordinates, the pressure attribute, and the time.  

In which a line drawn by a user when he/she touched 

the screen and released his/her finger from the screen 

(one time) was set as an input W. F represents the 

series of lines drawn by the user, 
1 2

{ , , , },
k

F W W W= …  

where 
1 2 3

{ , , , , }
n

k k k k k
W w w w w= …  was a set of inputs in 

sequence. 

Key-mapping. In this stage, the coordinate (x,y) is 

mapped to the key-value depend on the specific 

authentication system’s input. For example, an 

authentication system contains nine key values (as 

shown in Figure 2), and the key value are defined by a 

set K ={(0,0), (0,1), (0,2), (1,0), (1,1), (1,2), (2,0), (2,1), 

(2,2)}. The coordinate ( , )
i i
x y  is mapped to a key 

i
k  

in the authentication system by a map function: 

( , ).
i i i
k Map x y=  

 

Figure 2. The key number of a specific authentication 

system 

Using the x and y coordinates of 
i

w , the key number 

in which 
i

w  was located could be calculated. The size 

of the mesh was related to the authentication method 

used and determined by the authentication system. 

Assuming that the x and y coordinates of 
i

w  were (4,5) 

and that mesh size was 3*3 (as shown in Figure 3), the 

mesh number of x and y would be 1 (i.e., 4/3 = 1) and 

1 (i.e., 5/3 = 1), respectively. Therefore, 
i

w  would be 

located in the key (1,1). 

 

Figure 3. Password interface 

Then, an alternate sequence of vectors 

1 2
{ , , , },

n
V v v v= …  is constructed where each vector 

element, { , , , }
i i i i
v k p t= …  which is a three-touple 

consisting of the key number, the pressure attribute, 

and the time.  

In which a line drawn by a user when he/she touched 

the screen and released his/her finger from the 

screen (one time) was set as an input V. G 

represents the series of lines drawn by the user, 

1 2 3
{ , , , , },

k
G V V V V= …  where 

k
V  was a set of inputs in 

sequence. 

Normalization. In this stage, continuous and identical 

key numbers were combined and the average pressure 

value was calculated. If the key number of 
i
v  equaled 

1
,

i
v

+
 

2
,..., ,i jv v

+
 the elements are merged and the mean 

pressure value was substituted into 
i
v  and 

1
,

i
v

+
 

2
,..., ,i jv v

+
 were deleted from the set, and the new 

pressure attribute as normalized as follows: 

 

1

1

1

( )

.

j

m m m

m
i

j i

g t t

g
t t

+

=

+

⋅ −

=

−

∑
.  

This produced 
1 2 3

{ , , , , }i pV v v v v′ ′ ′ ′ ′= …  and G′ =  

1 2 3
{ , , , , }.

k
V V V V′ ′ ′ ′

…  

Each input (i.e., 
i

V ′ ) was separated into light or 

heavy pressure according to the threshold value 
i
u
t ; 

different threshold values were set for different users. 

Only the heavy pressure values (i.e., 
i

V ′′ ) were retained 

and all the 
i

V ′′ s were grouped to form Set G′′ . 

 { | }
i

i i i u
V v g t′′ ′= >  

 
1 2 3

{ , , , , }
q

G V V V V′′ ′′ ′′ ′′ ′′= …  
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Convert into authentication system output. G′′  was 

converted into authentication system outputs and send to 

the operating system. 

3.2 Improved Text-Based Password 

Normally, passwords are entered directly on screens 

(Figure 3), which is prone to shoulder-surfing attacks. 

However, by adding our method, even simple text-

based passwords can be used to protect users from 

shoulder-surfing attacks. Such a method allows users 

to enter their own passwords while sending out 

misleading information to attackers, that is, the 

passwords observed by the attackers are not the true 

passwords. 

Feature extraction. Assuming that a user’s original 

password was “password,” each text-based password 

input by the user (i.e., 
i

W ) was subsequently recorded 

and all 
i

W  were grouped into a set represented by F . 

 { , , , }
i i i i i

w x y p t=  

 
1 2 3

{ , , , , }
i n

w w w w w= …  

 
1 2 3

{ , , , , }
m

F W W W W= …  

Key mapping. All of the coordinates ( , )
i i
x y  in 

i
w

 

were converted into the key numbers 
i
v  (keyboard 

location) to obtain G, a set containing all the key 

numbers 
i
v . The key numbers were then converted 

into “ppasmswotrdde.” 

( , )
i i i
k Map x y=  

1 2 3
{ , , , , }

i n
V v v v v= …  

{ , , , }
i i i i
v k p t= …  

1 2 3
{ , , , , }

k
G V V V V= =…  

1 2 3 4
{(1,0,0.16, ), (1,0,0.17, ), (1,0,0.18, ), (10,2,0.17, ),t t t t

5 6 7 8
(4,0,0.2, ), (10,1,0.08, ), (4,0,0.22, ), (8,0,0.19, ),t t t t  

9 10 11 12
(0,0,0.2, ), (5,0,0.1, ), (3,0,0.21, ), (1,1,0.18, ),t t t t  

13 14
(1,1,0.18, ), (2,1,0.1, )}t t  

Normalization. All continuous and identical mesh 

numbers were combined to form Set 
i

V ′  to be included 

as a part of G′ , producing “pasmswotrde.” 

1 2 3
{ , , , , }i pV v v v v′ ′ ′ ′ ′= …  

1 2 3
{ , , , , }

p
G V V V V′ ′ ′ ′ ′= =…  

1 2 3 4
{(1,0,0.16, ), (10,2,0.17, ), (4,0,0.2, ), (10,1,0.08, ),t t t t

5 6 7 8
(4,0,0.22, ), (8,0,0.19, ), (0,0,0.2, ), (5,0,0.1, ),t t t t  

9 10 11
(3,0,0.21, ),(1,1,0.18, ), (2,1,0.1, )}t t t  

The elements of 
i

V ′  with light pressure values were 

removed and the elements with heavy pressure values 

were retained using the threshold value 
i
u
t  (e.g., 

i
u
t  = 

0.15 hPa), after which the retained mesh numbers 

formed Set G′′ , producing “password.” 

{ | } { | 0.15}
i

i i i u i i
V v g t v g′′ ′ ′= > = >  

1 2 3
{ , , , , }

q
G V V V V′′ ′′ ′′ ′′ ′′= =…  

1 2 3 5
{(1,0,0.16, ),(10,2,0.17, ),(4,0,0.2, ),(4,0,0.22, ),t t t t  

6 7 9 10
(8,0,0.19, ),(0,0,0.2, ),(3,0,0.21, ),(1,1,0.18, )}t t t t  

Convert into authentication system output. Mesh 

numbers with hard pressure values were converted into 

a text-based password (i.e., {p,a,s,s,w,o, r,d}), which 

differed from the password observed by the attacker 

(i.e., {p,p,a,s,m,s,w,o,t,r,d,d,e}). 

During the aforementioned authentication process, 

because the attacker was unable to observe the pressure 

values, he/she was unable to know that the user added 

misleading information while entering the password. In 

other words, the attacker saw the user enter the 

password “pasmswotrde,” whereas the actual password 

entered by the user (one that could pass system 

authentication) was “password.” Therefore, the attacker 

was not able to obtain the user’s password by shoulder 

surfing nor pass authentication. 

3.3 Improved Android Screen Pattern Locks 

To unlock Android screen pattern locks, users were 

required to choose four of the nine dots (each dot had 

to be connected to at least one other dot), as shown in 

Figure 4; the dots selected need not be the closest to 

subsequent dots and each dot could be chosen only 

once. Because this authentication method was prone to 

shoulder-surfing attacks, it was integrated with the 

method proposed in this study. First, the mesh numbers 

of the nine dots from left to right, top to bottom were 

defined as (0, 2), (1, 2), (2, 2), (0, 1), (1, 1), (2, 1), (0, 

0), (1, 0), and (2, 0). 

 

Figure 4. Android pattern lock interface 

 

 



An Anti-shoulder-surfing Authentication Scheme of Mobile Device 1267 

 

Feature extraction. In addition to the coordinates 

drawn by the user, the pressure values of the 

coordinates were obtained. The lock pattern selected 

by the user is shown in Figure 4 Because Android 

screen pattern lock allowed only one input, the user’s 

input (i.e., F) contained only one set (i.e.,
1

W ). 

 
1 2 3

1
{ , , , , }

n
k k k k

W w w w w= …  

 
1

{ }F W=  

Key mapping. All the coordinates of 
1

W  (i.e., 
1

w s) 

were converted into mesh numbers (i.e.,
1
v s) to 

produce Set 
1

V , which contained all the mesh numbers. 

{ , }
i i i
k Map x y=  

{ , , , }
i i i i
v k p t= …  

1 1 2 3
{ , , , , }

n
V v v v v= =…  

1 2 3 4
{(0,2,0.21, ),(1,2,0.18, ),(1,2,0.18, ),(2,2,0.1, ),t t t t  

5 6 7 8
(2,1,0.12, ),(2,1,0.12, ),(2,0,0.19, ),(1,0,0.2, ),t t t t  

9
(1,0,0.2, )}t  

1 1 2 3
{ } {(0,2,0.21, ),(1,2,0.18, ),(1,2,0.18, ),G V t t t= =  

4 6 7 8
(2,2,0.1, ),(2,1,0.12, ),(2,0,0.19, ),(1,0,0.2, ),t t t t  

9
(1,0,0.2, )}tΔ  

Normalization. Continuous and identical mesh 

numbers were combined, producing the following 

result: 

1 1 2 3 1 2
{ , , , , } {(0,2,0.21, ),(1,2,0.18, ),

p
V v v v v t t′ ′ ′ ′ ′= =…  

3 4 5 6
(2,2,0.1, ),(2,1,0.12, ),(2,0,0.19, ),(1,0,0.2, )}t t t t  

1 1 2 3
{ } {(0,2,0.21, ),(1,2,0.18, ),(2,2,0.1, ),G V t t t′ ′= =  

4 5 6
(2,1,0.12, ),(2,0,0.19, ),(1,0,0.2, )}t t t  

The elements of 
1

V ′  with light pressure values were 

removed and heavy pressure values retained according 

to the threshold value 
i
u
t  (

i
u
t  = 0.15 hPa) to form 

1
V ′′ , 

which was incorporated into G′′ . 

1
{ | } { | 0.15} {(0,2,0.21, ),

i
i i i u i i

V v g t v g t′′ ′ ′= > = > =  

2 5 6
(1,2,0.18, ),(2,0,0.19, ),(1,0,0.2, )}t t t  

1 1 2
{ } {(0,2,0.21, ),(1,2,0.18, ),G V t t′′ ′′= = Δ Δ  

5 6
(2,0,0.19, ),(1,0,0.2, )}t tΔ Δ  

Convert into authentication system output. The keys 

with heavy pressure values were retained and 

connected to produce the following result (Figure 5), 

which differed from the pattern observed by the 

attacker. 

 

Figure 5. Authentication pattern generated by the 

system 

 {(0,2) (1,2) (2,0) (1,0)}→ → →   

The results showed that despite the attacker seeing 

the authentication pattern entered by the user, such a 

pattern differed from the actual pattern generated by 

the system. This confirms that our method can be 

applied to Android pattern locks to prevent shoulder-

surfing attacks. 

4 Experiment and Analysis 

Because pressure values record by the touch screen 

are differed between users and that pressure threshold 

set for each user differed, instances in which the user 

considered a pressure value to be light but the system 

assessed it to be heavy may occur. Therefore, this 

study analyzed and investigated the threshold value .

i
u
t  

A total of 10 pattern-lock samples exerted by 10 

users were randomly selected and the average pressure 

value for each user was taken (as shown in Figure 6). 

The pressure values differed significantly between 

different users, in which light pressure values fell at 

approximately 0.0987 ± 0.05(hPa) and heavy pressure 

values fell at approximately 0.1909 ± 0.07(hPa). In fact, 

pressure values that were considered light for some 

users were heavy for others, signifying considerable 

differences in light and heavy pressure values between 

users. Therefore, different threshold value ranges were 

set for different users. 



1268 Journal of Internet Technology Volume 19 (2018) No.4 

 

 

Figure 6. Comparisons between 10 randomly selected 

pressures exerted by 10 users 

Using Android pattern locks, we produced five 

patterns and three variations for each pattern (as shown 

in Figure 7). For example, for Pattern A, Variation 1, 

the attacker observed a pattern of 1→2→3→4→5→6

→7→8, whereas the actual pattern required to pass 

authentication was 2→ 3→ 4→ 5→ 6→ 7. To pass 

authentication, the pressure values of the “correct” 

dots entered must be greater than the threshold values. 

The 10 users were then asked to draw the pattern for 

each variation 10 times to observe their success rate, 

with the threshold value set at 0.13 (hPa). Patterns 

comprising pressure values greater than the threshold 

value were represented in red to enable convenient 

experimental observations. 

 

 

Figure 7. Five patterns and corresponding variations 

During the experiment, the number of times that the 

users correctly entered the variations and the amount of 

time that the users spent to draw each pattern were 

recorded. These data were then used to calculate the 

average success rate of all users as well as that of a 

single user for each and every pattern (as shown in 

Figure 8 and Figure 9). The success rate for each 

variation is shown in Figure 8, in which complex 
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patterns and/or patterns containing two successive dots 

located far from each other (i.e., top-left dot to mid-

bottom dot) showed lower success rates than those of 

others; the reason why the latter displayed lower 

success rates was that users were more prone to 

touching the mid-left and/or center dot when moving 

from the top-left dot to the mid-bottom dot). Figure 9 

shows the success rates of the users for the different 

patterns, in which three users demonstrated lower 

success rates. We found that the average heavy 

pressure value of Users 3 and 10 were comparatively 

lower, which contributed to higher error rates when 

drawing the patterns for authentication. User 4 showed 

a lower success rate because the user displayed higher 

standard deviations in pressure values compared with 

those of other users during the pressure experiment. 

This indicated that the said user possessed unstable 

pressure values and that the fluctuations in pressure 

values were more likely to cause authentication failure. 
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Figure 8. Success rate of all users for each pattern 
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Figure 9. Average success rate of a particular user 

when drawing a pattern 

Table 1 shows that in general, users who employed 

our method were able to log in successfully 92% of the 

time. By removing the variation with the lowest 

success rate for each pattern, the aforementioned log in 

success rate was elevated to 94%. Likewise, by 

removing the two users whose average pressure values 

were similar to the threshold value as well as that who 

exhibited unstable pressure values, the log in success 

rate was increased to 94%. These results showed that 

the success rates increased by 2% by removing the 

“oddities” and that users employing our method were 

able to achieve high success rates. 

Table 1. Number of successes and average time 

Patterns All Patterns 

When variation with the worst 

success rate is removed for 

each pattern 

Success rate 92% 94% 

 

Users All users 

When the three users with the 

lowest success rates are 

removed 

Success rate 92% 94% 

 

Concerning the amount of time that the users spent 

to log in to the system, it was divided into “average 

amount of time that all users spent to draw each 

pattern” (Figure 10) and “average amount of time that 

a particular user spent to draw a pattern” (Figure 11). 

The amount of time that the users spent to draw the 

variations showed that the more complex the variations 

were, the more time that the users spent to draw them. 

On average, each pattern took the users approximately 

2.5-4.5 s to complete. The time spent by the users had 

no effect on the success rate (i.e., an increase in time 

spent did not result in a higher success rate). For 

example, on average, Users 1 and 6 spent less time 

than User 5 to draw the patterns; however, the former 

displayed similar success rates compared with that of 

the latter. Such a finding revealed that the primary 

factor influencing success rate was pressure value. 

Figure 4.6 shows that on average, the users spent 

approximately 2.7-3.5 s to draw the patterns, indicating 

that the users required merely minimal time to 

complete authentication and that the use of our method 

did not create extra burden on the users. The users also 

were not required to learn new methods; they merely 

had to combine our method to the authentication 

method that they were familiar with. 
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Figure 10. Average amount of time that all users spent 

to draw each pattern 



1270 Journal of Internet Technology Volume 19 (2018) No.4 

 

0

1

2

3

4

U U U U U U U U U U

S
e
c
o

n
d

 (
s)

User code

Average amount of time that a 

particular user spent to draw a 

pattern

 

Figure 11. Average amount of time that a particular 

user spent to draw a pattern 

Figure 12 shows the possible guesses that an 

attacker may make after observing a user enter the 

pattern shown in A1 (Figure 12), whereas Figure 13 

shows the possible guesses that an attacker may make 

after observing a user enter the pattern shown in C2 

(Figure 13). Because the number of possible 

combinations is not solitary regardless of the patterns 

observed, the attackers are unable to decipher the true 

patterns by simply engaging in shoulder-surfing attacks. 

Figure 14 shows the possible guesses that an attacker 

may make after recording a user enter his/her password 

on three separate occasions (i.e., patterns A1, A2, and 

A3) and then using the repeated dots to infer the 

possible authentication patterns. Conversely, Figure 15 

shows the possible guesses that an attacker may make 

after recording a user enter his/her password on three 

separate occasions (i.e., patterns B1, B2, and B3) and 

then using the repeated dots to infer the possible 

authentication patterns. Because B1, B2, and B3 

contained only four repeated dots (which is also the 

minimum number of dots required to unlock Android 

screen pattern locks), they produced only two possible 

combinations. This result showed that the lower the 

number of repeated dots is, the lower the number the 

possible combination becomes. Therefore, when users 

enter their passwords, they are recommended to 

include a higher number of repeated dots to increase 

the number of possible combinations to elevate the 

level of security against recording attacks. 

 

Figure 12. Attacker’s guess of possible authentication 

patterns using the pattern from A1 

 

Figure 13. Attacker’s guess of possible authentication 

patterns using the pattern from C2 

 

Figure 14. Attacker’s guess of possible authentication 

patterns using the patterns from A1, A2, and A3 

 

Figure 15. Attacker’s guess of possible authentication 

patterns using the pattern from B1, B2, and B3 

5 Conclusion 

In this paper, we propose a novel authentication 
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mechanism based on the measurement of smart 

phone’s pressure sensor. Such pressure values were 

combined with identity authentication methods 

currently employed by smartphones to protect users 

from shoulder-surfing attacks. Because attackers are 

unable to differentiate between true and misleading 

information, the proposed authentication system can 

effectively defend users from shoulder-surfing attacks. 

We integrate the proposed system with Android 

screen pattern locks, because the number of possible 

authentication patterns is more than one according to 

the pattern observed by an attacker, he/she is unable to 

decipher the user’s true authentication pattern. This 

means that the attacker is unable to see the user’s 

password even if he/she engages in shoulder surfing. 

Concerning our system authentication process, the 

success rate of users who passed authentication while 

incorporating misleading information into their 

passwords was 92%. In addition, we found that when 

users include a higher number of repeated dots in their 

patterns or use the same input pattern, it increases the 

number of possible combinations and subsequently 

elevates the level of security against recording attacks. 

The method introduced in this study can be used by 

any touchscreen-based authentication system operated 

by fingers. The method protects users from leaking 

their text-based passwords and Android screen pattern 

locks when they are shoulder surfed by attackers, 

elevating their information security. In addition, 

attackers are unable to decipher the true passwords 

even if they have successfully observed the complete 

passwords. 
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