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While the attack systems have become more easy-

to-use, sophisticated, and powerful, interest has greatly 

increased in the field of building more effective, 

intelligent, adaptive, active and high performance 

defense systems which are distributed and networked. 

The NSS series conferences cover research on all 

theoretical and practical aspects related to network and 

system security, such as authentication, access control, 

availability, integrity, privacy, confidentiality, 

dependability and sustainability of computer networks 

and systems. The 10th International Conference on 

Network and System Security (NSS 2016) was held in 

Taipei, Taiwan on 28-30 September, 2016. The aim of 

NSS 2016 is to provide a leading edge forum to foster 

interaction between researchers and developers with 

the network and system security communities, and to 

give attendees an opportunity to interact with experts 

in academia, industry, and governments. More 

information about the conference can be found at its 

website http://nsclab.org/nss2016. The main goal of 

this special issue is to publish outstanding studies from 

NSS 2016. After a rigorous peer review process, we 

selected 3 high-quality papers from NSS 2016. 

The first article, entitled “Efficient and Publicly 

Verifiable Outsourcing of Large-Scale Matrix 

Multiplication” is presented by Sheng et al.. In this 

study, the issue of publicly verifiable matrix 

multiplication is investigated. The authors pointed out 

that the existing schemes are inefficient in practice due 

to the utilization of computationally expensive 

operations during public verification. They thus 

introduced a one-dimensional vector-based verification 

procedure to reduce the complexity, i.e. from O(n2) to 

O(n), which is inverted from the original two-

dimensional matrix. In addition, a fast algorithm, for 

the computation of batch of exponentiations, is 

proposed to pursue better efficiency. The second article, 

entitled “An Anti-Shoulder-surfing Authentication 

Scheme of Mobile Device,” is proposed by Luo et al.. 

In this research, an authentication mechanism, enabling 

users to send out misleading information to attackers, 

was introduced to conquer shoulder-surfing problem. 

The misleading information consists of user’s pressure 

values measured by smartphone touchscreens. In a 

normal authentication process, the systems detected 

each pressure value entered by the users and 

determined whether it was a true password or a 

misleading information. The resistance to shoulder-

surfing attack is thus guaranteed because the attacker is 

unable to differentiate between true password and 

misleading information. The third article entitled, “A 

Proxy Transitive Signature Scheme,” is proposed by 

Zhu et al.. The authors presented a digital signature 

scheme, integrating the concepts of proxy signature 

and transitive signature, for privacy preservation in 

graph-based big data systems. The scheme guarantees 

the signer to authenticate a graph in a cost-saving 

manner. Additionally, the proposed scheme is provably 

secure under the random oracle model with the DL and 

one-more BDH assumptions. 
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