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Abstract

The rapid growth of the Internet has accelerated e
commerce application development. Numerous problems
involving Internet trade transaction security remain.
Therefore, security and transaction fairness establishment
in e-commerce applications is a crucia research topic. A
fair exchange protocol enables users to securely obtain
information from each other. This has become a widely
applied research topic in e-commerce. A concurrent
signature eliminates the need for a trusted third party
(TTP) or substantial mutual communication between two
parties, to provide fair exchange protocol with e
commerce ideas. The concurrent signature concept was
proposed by Chen et a. in 2004 EUROCRYPT. Some
researchers improved the concurrent signature
susceptibility to the message substitution attack defect,
but there are still identify authentication and information
exchange procedure security issues. This paper proposes
a concurrent signature scheme based on elliptic curve
cryptography (ECC) that uses the same security strength
shorter key length, reduces public storage costs and the
calculation and management risks. We strengthen the
identity authentication mechanisms to prevent the
counterfeiting identity attacks and provide a more
confidential protocol through a self-certified mechanism.

Keywords: E-Commerce, Fair exchange, Concurrent
signature, Elliptic curve cryptography, Self-
certified

1 Introduction

Internet technology developments have promoted
the rapid growth of e-commerce applications.
Transactions through the Internet include the exchange
of messages, e-commerce payment agreements, the
signing of contracts and electronic e-mail. However,
the Internet is a transparent and open environment. It
may be attacked by stealing, forging, tampering and
counterfeiting identity. Therefore, creating a secure
and reliable e-commerce trading environment is very
important. A safe and reliable environment means that
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messages cannot be forged, illegally accessed,
tampered with, stolen and eavesdropped upon during
transmission online. The other party to the transaction
may not be denied proven transaction records. A safe
and reliable environment must rely on the digita
signature to achieve this purpose.

Fair exchange of digital signature agreements was
the subject of a wide-ranging study on e-commerce
applications. Bao et al. [1] proposed the use of an off-
line trusted third party (TTP) fair trading system.
Asokan et a. [2] proposed the signature optimistic fair
exchange of digital signatures concept. A large number
of fair trade system studies [3-6] in e-commerce
applications on have been proposed. Chen et a. [7]
insightfully observed that a fair exchange signature
scheme is not required for numerous applications
because they found a mechanism that enables more
natural conflict resolution without the participation of a
TTP, namely, concurrent signatures. To enhance the
anonymity of the concurrent signature scheme
proposed by Chen et al. [7], Susilo et a. [8] proposed
perfect concurrent signatures (PCS). Like Wang et al.
study [9] on the PCS protocol, because in the initial
stages the signer independently generates two
keystones, they can freely combine various ambiguous
signatures, rather than the originally determined
maching signer. Because the original signer problem
generates concerns regarding unfairness to the
matching signer, perfect cocurrent signature
improvements were suggested (iPCS). The difference
between PCS and iPCS is that the initial signer and
matching signer can establish a single keystone under
the iPCS protocol. In the PCS protocol only the initial
signer can generate a keystone. Thereafter, Chow and
Susilo [10] proposed a PCS protocol based on identity
authentication. Asymmetrical signatures [11], three-
party concurrent signatures [12], and multi-party
concurrent signatures [13] have al been proposed.
Previous studies [7-9, 11-12] found a weakness in
signature protocols that render them vulnerable to the
following attack: Either party can create multiple
ambiguous signatures containing differing messages
that can also be bound by the same keystone. However,
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these imposter messages are not the initial signature
message that should have been transmitted. Thus, this
attack is known as a message substitute attack. The
accountability security characteristic was suggested in
the literature based on these observations [14]. The
accountability characteristics refers to the ability of any
third party to confirm the accuracy of the signature
through a VERIFY algorithm for the concurrent
signature after the keystone is announced, thereby

determining the unigueness of the ambiguous signature.

Because the improvements proposed in Li et al. [14]
and i2PCS1 [15] did not achieve security on demand,
Wang et al. [16] recommended including messages that
Alice and Bob were to exchange in the keystone fix to
achieve accountability. However, researchers found
that this method involved transmitting messages in
plaintext format. Both parties know the signature
message from the other party before communication
generates the risk of message content theft by
malicious third parties and is inconsistent with actual
e-commerce procedures.

To prevent the above concurrent signature message
theft risk, this study uses €lliptic curve cryptography
(ECC) to hide the contents. This study enhances the
identity authentication mechanism and prevents the
counterfeiting identity attack by introducing a self-
certified scheme. The proposed scheme introduces an
dliptic curve digital signature algorithm (ECDSA) into
a fully accountable concurrent signature scheme to
achieve the level of security advocated in previous
literature. Because the elliptic curve digital signature
algorithm has a relatively short key length the attacker
will face the elliptic curve discrete logarithm problem
(ECDLP). Part of the contents of this article were
published in conference [17]. For algorithm safety and
feasibility validation a more complete discussion is
presented here. In Section 2 we review ECC, the self-
certified scheme, and concurrent signature. The
improved scheme is proposed in Section 3. with an
example implemented in Section 4. The security and
benefits analyses are conducted in Section 5. Section 6
provides the research conclusion.

2 Literature Review

In this section, we firstly explain the concept of
concurrent signature algorithms, secondly review ECC.
At last, we descript self-certified scheme.

2.1 Concurrent Signature

Concurrent signature schemes were proposed by
Chen et a. [7] which alow both signing parties to
produce and exchange ambiguous signatures, with
third parties not learning the identity of the origina
signer until an additional keystone is announced by one
of the two parties. Subsequently, the third party can use
this information to verify the identity of the ambiguous

signature signer.

The concurrent signature scheme is composed of
SETUP, ASIGN, AVERIFY and VERIFY agorithms,
as described below.

() SETUP: Input a security parameter | and
randomly produce two large prime numbers, p and q,

with q|(p—1) , and order as a generator g of g, where
ge Z,. Next, select a hash function h:(0, 1) - Z,,.
Then establish a message space M, keystone space K
and keystone fix space F. Here M =K ={0,1}" and
F=2Z,. In addition, (x,,y,=9g* modp) and

(Xs,¥s =9™® mod p) are assumed to be Alice and
Bob’s private and public keys.

(2) ASIGN: Output an ambiguous signature
o=(c, S,s) by inputting (Y,,Ys,X,,S,M) Where y,
and y, are Alice and Bob's public keys and y, # y,
and x, are Alice's private key. se F, and me M are

the signed messages. This agorithm performs the
following parameter calculations:
(a) Select arandom number o€ Z,.

(b) Calculate c=h(m, g“y; mod q) .

(c) Calculate s'=(a—c)-x,' modq).

(d) Output an anonymous ambiguous signature
o=(c s,9).

(3) AVERIFY: Input (o,Y,,Ys.m) , and verify
c=h(m, g°,y5.ys) . If true, then output “accept”; if
not, output “reject.”

(4) VERIFY: This agorithm inputs (k,S), ke K ,
S=(0,Y,,¥s,m) . The agorithrm VERIFY outputs

accept if AVERIFY (S = accept and the keystone k is
valid by running a keystone verification agorithm.
Otherwise, VERIFY outputs reject.

2.2 Elliptic Curve Cryptography

Miller [18] and Koblitz [19] first suggested using
elliptic curves to implement public key crypto systems.
A generad dliptic curve is of the form,
y* +axy+by=x>+cx’ +dx+e, wherea, b, ¢, dand e
are real numbers. A special addition operation is
defined over eliptic curves and this can be described
algebraically as well as geometrically inclusive of a
point « called “point at infinity”. If three paints (i.e.,
p, g, and a unique third point) are on a line that
intersects an dliptic curve, then the sum equals the
point at infinity (). If the field K whose characteristic

of g is neither two nor three (e.g., K =F, where q is
greater than 3 and a prime), then an €lliptic group over
the Gaois field E(F,) can be obtained by computing
y>=x>+ax+b mod q for 0<x<q.

The constants for a and b are non-negative integers
that are less than the prime number q and satisfy the



condition, i.e,, 4a’+27b° mod q#0 Let the points
A=(x,y,) and B=(x,,y,) be in the elliptic group
E(F,) . The rules for addition over the eliptic group
E(F,) ae

(1) P+oo=cc+P=P
(2 If x,=x and y,=-y,, that is P=(x,y,;) and

Q=(%,Y¥,)=(X,—y))=—P,then P+Q=co

(3) If Q=P, then the sum P+Q=(X;,Y;) iSgiven
by:
X =A*=x—% mod d, y,=A(x —X,)-y, mod q
where 4=(x, - y))/(x,.%) 1f X #X,
or =3 +a)2y, If x,=x,,y,#0.

To introduce a group operation on the curve with the
following properties: we double a point P, and it is
equivalent to P + P. We can similarly calculate 3P =
2P + P, and so on. One important property isthat it is
very difficult to find an integer sin such an equation sP
= Q. The merit of ECC is that compared with RSA
crypto systems they can provide the same security
level with a shorter key length. Because of this
mathematical property, ECC is faster and requires less
hardware than RSA [20-21].

2.3 Self-Certified

A sophisticated approach first introduced by Girault
[22], is caled the self-certified public key (SCPK),
which can be regarded as an intermediate between the
identity-based approaches and the traditiona PKI
approaches. Using a RSA crypto system a user chooses
his or her private key, computes the corresponding
public key and gives it to a certificate authority. The
certificate  authority then computes certificate
parameters for the user, which satisfy a
computationally unforgeable relationship with the
public key and the user's identity. A verifier can
compute the public key from the identity and the
certificate parameters. In 1997, Saeednia [23]
successfully combined those merits with the inherency
in both the ID-based and the self-certified systems.
However, Wu et al. [24] showed that the origina
version of Saeednia's scheme is not secure enough
against withstanding the impersonation attack.
Subsequently, Saeednia [25] further proved that it is
possible to make the attack ineffective by taking
additional precautions. The latter resulting model
presents great loss in the merits compared to the
original model and no longer has to meet the primary
self-certified notion contribution. Tsaur [26] extended
Girault's works to ECC-based crypto systems which
are quite suitable for eectronic transactions. A main
problem in SCPK schemes is that they only provide
implicit authentication, i.e.,, the validity of a SCPK is
verified only after a successful communication.
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In this section we first present aformal definition for
self-certified signature (SCS) schemes. The two main
entities involved in the SCS scheme are a certificate
authority and a client. We then propose a concrete SCS
scheme from pairings. The SCS scheme consists of
four randomized algorithms [27]: KEY GENPARAM,
EXTRACT, SIGN, and VERIFY. The details are as
follows.

KEYGENPARAM. The certificate authority CA
chooses a master-key s and computes the
corresponding public key P.,. Each client U, chooses
a partia private key S, and computes the
corresponding partial public key Y, . The actua public
key of the user consists of the CA public key, partial
public key and identity of the user together with the
system parameters.

EXTRACT. CA runs the extract algorithm, which
takes as input the system parameters, the master-key s,
the partial public key Y, and an arbitrary 1D, €{0,1",
the infinite set of al binary strings, and returns the
partial private key d,. The CA sends d, securely to
the client with (P.,,ID,,Y,) over a public channel.
The actual private key of the client is (S,,d,), the
actual publickey is (P.,,1D,,Y,) .

SIGN. A client with his actua private key (S,,d,)
uses the sign algorithm to compute signature ¢ for any
message m.

VERIFY. Any verifier can validate the signature o by
checking the verification equation with respect to the
actual publickey (P.,,1D,,Y,).

These agorithms must satisfy the standard
consistency constraint, namely when (S,,d,) is the
actual private key generated by the algorithm Extract
when it is given the actual public key (P.,,1D,,Y,),
then  Vme (0,3 :Verify((P.,,1D,,Y,),m o) =Valid
where 0 = SgN((P.s,1D,,Y,),(Sa,d,), M) .

3 Concurrent Signature Method Design

This section will present the self-certified
mechanism based on the ECDSA concurrent signature
algorithm. Compared to the original concurrent
signature algorithm the proposed method is more
secure and fast. Table 1 presents the symbol definitions
used in this algorithm.

In case Alice and Bob are performing an electronic
transaction and exchange signatures the signature
messages are the content of the transaction, or m,, m;.
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Table 1. Definitions of notations

Item Notation  Description
An éelliptical curve within a finite field
1 E(Fp) Fp i
G Base point of the eliptical curve.
n Order of the base point of the elliptical
curve.
p A prime number: p > 2%,

Message of Alice and Bob.
PK,, PK, Public key of Alice and Bob.
id, Identification number of Alice.
M Mainfest of Alice.

T, Signature of id, .

© o N o U~ W N
):3

10 P, R Public keys of Alice and Bab.
Q., Q,, Privatekey of Alice, Bob, and KGC.
11
QKGC
12 h() Hash function (value transposition).
13 1,0 Function which transforms a message
! into points on an elliptical curve.
14 1,0 Function which transforms points on an
2

dliptical curveinto a message.

3.1 Improved Procedure

Setup phase. The key generation center (KGC) defines
the system parameters used to create self-certified
public keys for the registering users. The KGC selects
the parameters for the dliptic curve domains and these
specific items are defined geometrically with the
underlying fields. The order n is a prime used for the
elements of F,. KGC chooses a secure Elliptic Curve,

where p is a prime more than 224-bits in length; n: a
order of G, make n-G=0, O is the infinity point of
the elliptic curve, Ge E(F,); h() KGC also chooses a

one-way hash function.
The KGC selects a secure value Q.. €[1.n-1],

compute
PKyec =Qec -G N
The KGC keeps the Q.. in secret, then publishes
the E, G, p,PK, ., h() .
Register phase.
(1) Alice id, selects a secure value r,e[2, n—2],
computes

Ty=h(r,[lid,)-G 2)

Alice keeps the r, secret and then sends the id, and
T, toKGC.

(2) KGC selects a secure vaue |,€[2, n—2] and
calculates a public key PK, and its manifests M, for
Alice through the following equations

PK,=Ta+[l,—h(id,)]- G = (0. 0n,) 3

M, =15+ Quecldn +0(id,)] (4)

KGC sendsthe PK, and M, to Alice.
Alice then derives a secret key Q, as

Qa=M,+h(r, lid,) 5)
Also verifies the authenticity of PK, by testing if

Pa=Qa G =[l5+Qec(Ou +h(id,)) +h(ry [lid,)]- G (6)

Proof:

" PKyoe =Qxac -G

S Py =l +h(ry [lidy)]- G +[q, + h(id,)] - PKy e

S Py =1,G+h(r, |lid,) -G +[q, + h(id,)] - PK o

U Ty=h(r,]lid,)-G

S Py =1,-G+ T, +[q, +0(id,)] - PKy e

U PK,=T,+[l,—N(id,)]-G

U T,=PK,-[l,—h(id,)]-G =PK,—1,-G+h(id,)-G

“Py=1,-G+PK,—-I,-G+h(id,) -G +[q,, + h(id,)]
'PKKGC

. Py,=PK, +h(id,) -G +[q,, + h(id,)]- PK,sc
Once the information associated with the participant

users (z) is stored in the KGC during the registration
process, the users can compute Q, and verify P, using
PK, and T, . Users may authenticate each other using
(id,, PK,, P,) without KGC

Authentication phase.

After Alice and Bob obtain valid identities from
KGC they can authenticate each other by verifying
(id,, PK,, P,) and (idg, PKg, Ry) before
transmitting messages. Bob verifies Alice using the
following equation:

P 'y =PK,+h(id,) - G+[qg, +h(id,)] PK,ec (7)

P'\?=P, (8)
Similarly, Alice may verifies Bob using the
following equation:
P'?=R 9)
M essages exchange phase.

(1) Alice transmits a ciphertext message to Bab.
Alice uses the f() function to encode the desired

message as a point on an elliptic curve, ensuring that
Ja=1fi(m)= (Xj ) yj) :

A. Select any integer je Z,, then calculate the
ciphertext (L, L,), where L=j-G, Y=(x,,Y,)
=]-R L=04 ) :(Xa'xj mod n, Yoo Y mod n) .

B. Alice transmits the ciphertext (L, L,) to Bob.

C. Bab decrypts the ciphertext as follows:

(8 Cacdlate Z=(x,, ¥,)=Q; - L.

*



(b) Calculate the plaintext J, =(x -x,* mod n, Y, -

y,* mod n).

D. Bob usesthe f,() function to encode the point on
an éeliptic curve as a message, ensuring that
m, = f,(J3,)

(2) Bob transmits a ciphertext message to Alice. The
calculation procedures are the same as explained
previoudly.

Signatur e exchange phase.

The initial signer Alice performs the following
actions:

(1) Randomly select a keystoneke K and establish
s, =h(k, m,, m;).

A. Perform o, < ASGN(P,, B, Q,, s,, m,)

B. Select arandom number e Z,,.

C. Cdculate U (X, v;) =aG+5s,R; . (10)
D. Calculate c=h(m,, x,). (11)
E. Caculate s =(a—c)Q}". (12)
F.Output 0, =(C, S, S,) (13)

Send an ambiguous signature to the matching signer
Baob.

After receiving the ambiguous signature Bob
performs the following actions:

(1) Calculate U,(x,, ¥,) =cG+SP, +S,B; 14

(2) Confirm that the signature is verified using the
AVERIFY agorithm: c=h(m,, x,). (15)

If the verification fails, Bob terminates the
agreement. If not, Bob performs the following actions:

(1) Randomly select ue Z, and calculate U,(X;, Y,)
=uR, and u'=x,.

(2) Calculate U4(X4’ y4) = (QBt) Pa (16)

(3) Caculate k'=h(x,, m,, m,). 17)
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(4) Establish s '=s, +h(k") mod n. (18)

(5) Perform o, «— ASGN(R;, P,, Qg, 5", mg)

A. Select arandom number Se Z, .

B. Calculate U, (X, Y;) =8G+95'P,, c'=h(m,, x). (19)

C.Cdculate s,'=(8-¢)Q;". (20)

D. Output o, =(c', 5, S, ). (21)

(6) Send a signature (o, =(c', 5, S,), Py, B, U)
to Alice.

After receiving the signature, Alice performs the
following actions:

(1) Calculate r =Qu" and k'=h(r, m,, my).

(2) Test whether s '=s, + h(k’) mod nistrue. If not,
Alice terminates the protocol. (22)

(3) Calculate U (%, ;) =Cc'G+s'P,+s,'F,.  (23)

(4) Confirm that the signature is verified using the
AVERIFY agorithm: ¢'=h(mg, X;) . (24

(5 If AVERIFY verification is successful, then
Alice publicaly releases the keystone (k, k') ,

simultaneously binding and bringing signatures
(0,=(c, 8, 8) P By my) and (op=(c' 5 s,),
P., P;, m) into effect.

Public verification phase. After the keystone (k, K')
is publically released, if s,=h(k, m,, my) and
S,'=s,+h(k") mod n istrue, anyone can confirm that
the ambiguous signatures (o,=(c, s,S,)) and
(oz=(c', s s,") weresigned by either Alice or Bob.

3.2 Structure Chart of Proposed Scheme

The structure chart of proposed scheme in this study
isshownin Figure 1.

Bob KGC

Ijk Register and get public key

T
P T Ty Ty Iy SRy U L

|:||<- Rregister and get public key ‘:|

Authenticate
[L Authenticate

public key
Send cyphertext to Bob

Encrypt plaintext of Alice‘s message by Bob‘s

F--mm--

Send cyphertext to Alice

Decrypt ciphertext by private key
Calculate ambiguous signature
Send ambiguous signature to Bob

7| | Decrypt ciphertext by private key |

Encrypt plaintext of Bob‘s message
by Alice‘s public key

Confirm that the signature is verified ;

Me Send ambiguous signature to Alice

AVERIFY algorithm
Publically released keystone

---1 | Calculate ambiguous signature
Confirm that the signature is verified using the

using the AVERIFY algorithm "

Figure 1. The structure chart of proposed scheme
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4 Example of Proposed Scheme

This chapter explains propose scheme using the real
ECC number point.

4.1 |Initial Phase

The KGC defines the system parameters used to
create self-certified public keys for the registered users.
The KGC selects the parameters for the dliptic curve
domains and these gpecific items are defined
geometrically with the underlying fields. From

y?=x’+9x+6 mod 2819 establish E (a, b) , and
select n = 2801 with maximum order, base point
G@ 4) , n-G=0 on E/(a b); h(): KGC aso
chooses a one-way hash function.

The KGC selects a secure value Q. =3, then
computes PK, .. = Qe - G =(396, 2483).

The KGC keeps the Q. in secret, then publishes
the E, G, p, PK, ¢, ().

4.2 Key Generation Phase

Alice id, =135 selects a secure value r,=5,
computes.

T,=h(r,|lid,)-G=3854795-G=619- G = (599, 373)
Alice keeps the r, secret and then sends the id, and
T, to KGC.

KGC selects a secure value |, =7 and calculates a
public key PK, and its mainfest M, for Alice
through the following equations.

PK,=T,+[l,—h(id,)]-G=619G +[7-98]]

= 2446G = (0,,, 0,,) = (1199, 498)

Ma =14+ Quec[Ga +h(id,)]

=7+ 31199+ 981] = 6547

KGC sendsthe PK, and M, to Alice.

Alice then derives a secret key Q, as. Q, =M, +
h(r, ||id,) = 6547+3854795= 3861342 a so verifies the
authenticity of PK, by testing if

P, =Q,-G=1564G

= [IA + QKGC (qAx + h(IdA))] G+ h(rA ” idA) -G
[7+3(1199+981)] G+619G
= 1564G
= (2103, 2119)

4.3 Authentication Phase

After Alice and Bob obtain valid identities from
KGC they can authenticate each other by verifying
(id,, PK,, P,) and (id;, PK;, PB;) before transmitting
messages. Bob verifies Alice using the following
equation:

P,'=PK, +h(id,) G +[q + n(id,)]- PK e
= 2446G+981G+(1199+981)3G
= 1564G

P,'=P,

Similarly, Alice may verifies Bob using following
equation:

P,'=P,
4.4 Messages Exchange Phase

Alicetransmitsa ciphertext messageto Bob.

m,=8 m; =9.

(1) Alice uses the f)() function to encode the
desired message as a point on an elliptic curve,
ensuring that J, = f,(m,) =(x;, y,) =13, 43).

(2) Select any integer je Z ' , then calculate the
ciphertext (L, L,) , where

L = j-G=(1572, 1670)

Y=(x,,Y,)=] P, =55G=(1273, 1796),

L,=(X, %) =(X,-x; mod n,y,-y, mod n)

= (2544, 1601).

Alice transmits the ciphertext (L, L,) to Bob.

Baob decrypts the ciphertext as follows:

(1) Calculate Z=(x,, y,)=n,- L, =5-11G=(1273 1796).

(2) Cdculate the plaintext

J,=(x-x" mod n,y -y," mod n)

=(2544-1273" mod n, 1601-1796™" mod n)

= (13,43).
Bob usesthe f,() function to encode the point on an
dliptic curve as amessage, ensuring that m, = f,(J,) =8.
Bob transmits a ciphertext message to Alice. The

calculation procedures are the same as explained
previoudly.

n?

4.5 Signature Sign and Verify Phase

The initial signer Alice performs the following
actions:
Randomly sdect a keysone k=7 and establish
s, =h(k, m,, m,) =h(7, 15, 17) = 413768.
Perform o, < ASGN(R,, B, n,, s,, m,).

(1) Select arandom number o =9.

(2) Cdlculate U,(x,Y,)=aG+s,R, =9G+2194G
=(179,77) .

(3) Calculate c=h(m,, x)=h(15, 179) = 21563.

(4) Calculate s = (x—c)n,' =(9—21563)3" = 288.

(5) Output o, =(c, s, S,) =(21563, 288, 413768).
Send an ambiguous signature to the matching

signer Bob. After receiving the ambiguous signature,
Bob performs the following actions:



(1) Calculate U,(x,, y,) =cG+sP, +s,R;.
=CG+(-0)Q,"-Q,-G+s,R,
=0G+s,R, =79, 77)

(2) Confirm that the signature is verified using the
AVERIFY dgorithm: c=h(m,, x,). Owing to U,(x,, Y,)
=aG+s,R, =U,(x, y;), c=h(m,, X,) =h(m,, X).

The verification successes, Bob performs the

following actions:
(1) Randomly select u=37 and calculate U,(x, V,)

=uPR, =185G =(79, 2677) and u'=x,

(2) Caculate U,(x,, y,)=(Q.t)P, =555G= (1351, 2797).

(3) Cdlculate k'=h(x,, m,, m;)=h(1351, 15, 17) .

(4) Establish s'=s, + h(k') mod n.

(5) Perform o, < ASGN(R;, P,, Qg, S\ m,).

A. Select arandom number 5 =29.

B. Calculate U (x,, ¥5) =G+ 'P,, c'=h(m,, X).

C.Cdculae s,'=(8-¢)Q;".

D. Output o, =(¢', 5 S,) .

(6) Send a signature o, =((c', 5, S, ), Py, B, U)
to Alice.

After receiving the signature, Alice performs the
following actions:

(1) Calculate r=Qu’
h(1351, 15,17).

(2) Test whether s'=s,+h(k’) mod n is true. If
not, Alice terminates the protocol.

(3) Calculate Uy(%, ¥V;)=C'G+S'P,+S,'R;

=C|G+S_L'PA+(IB_C')Q|;1'QB'G
=pG+s'P,

(4) Confirm that the signature is verified using the
AVERIFY dgorithm: ¢'=h(mg, x;). Owingto U (X, ¥;)
=pG+5'P=Us(%, ¥5) c=h(mg, x)=h(my, X;) .

(5) If AVERIFY verification is successful, then
Alice publicaly releases the keystone (k, k')

simultaneously binding and bringing signatures
(O-Az(cv %! S2)1 PA’ PB! mA) and (O-B Z(CI’ %.I’ %')’
P,, B, my)into effect.

and Kk'=h(r, m,, my)=

4.6 Publically Verify Phase

After the keystone (k, k') is publicaly released, if
s,=h(k, m,, m;) and s'=s,+h(k) mod n is true,
anyone can confirm that the ambiguous signatures

(c,=(c,s,8)) ad (o,=(c, 5" s,) were signed
by either Alice or Bob.

5 Security and Benefits Analyses

The security encryption mechanism proposed in this
study is based primarily on the ECDLP, asymmetric
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encryption methods, concurrent signature scheme and
one-way hash function to achieve the information
security management requirements. The proposed
mechanism satisfies the correctness, ambiguity,
unforgeability, fairness, accountability and self-
certified approach concurrent signature security
requirements recommended by Chen et a. [7] and
Wang et a. [16]. Security and benefits anaysis are
explored in the following section.

5.1 Security Analysis

Correctness. According to Chen et a. [7], if the
scheme passes through the ASIGN algorithm and
AVERIFY (0., Yu Y, M) =accept , and AVERIFY
(Ogy Yo Ve My) = acceptis true, both the message and
ambiguous signature are correct.

Owing to

UZ(X2, yz) =cG+sP,+s kR

=cG+(a-c)n'-n,-G+s,P, =aG+s,P..

Because (10) U,(x, Vy,)=aG+sPk, and (11)
c=h(m,, x), AVERIFY (0,, Y., Ys, M,)=accept,
this study satisfies the correctness requirement.
Ambiguity. For ambiguous signatures under the
concurrent signature scheme third parties are unable to
know the original signer of an ambiguous signature
until the keystone is released by one of the two parties.
Subsequently, third parties can use the released
infformation to verify the signer of the ambiguous
signature.

For the ambiguous signatures of (13) o, =(C, S, S,)

and (21) o, =(c', 5 S,") in this study, because the
messages from the two transaction parties m, and m,
are processed through the one-way no collision hash
function calculation in (11) c=h(m,, x) and (24)
c'=h(mg, %) , third parties cannot determine the
identity of the signer; thus, signature ambiguity is
achieved.
Unforgeability.  Unforgeability refers to the
mechanism that precludes data content from being
maliciously tampered with or altered by third parties
during data transmission and ensures data integrity and
accuracy at the receiving end. Regardless of the
number of packets intercepted during a transmission,
the original ciphertext or plaintext data are protected
from deciphering or recovery, thereby preventing
tampering and forgery.

If Bob seeks to produce another ambiguous
signature for his message m, , and the forged signature
0, is bound and comes into effect with o, after the
keystone is released, Bob will fail. Because the
messages m, and m, to be exchanged by Alice and
Bob are aready bound to the keystone fix, the
correctness of the forged signature (o5, M,) signed by
Bob is subject to VERIFY agorithm verification by
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anyone following keystone release (k, K').

Fairness. Concurrent signature fairness refers to the
ability of anyone to confirm that the signatures were
signed by Alice and Bob following protocol
completion.

This study assumes that Bob is the deceiving party.

Because the messages from both parties have already
been bound in the keystone fix, the false signature
signed by Bob is subject to VERIFY algorithm
verification by anyone following keystone release
(k, k).
Accountability. Accountability requires the signers to
convince themselves and any third party that the
messages signed in the ambiguous signature are the
unique set generated in one protocol run. Any signer
could not generate an ambiguous signature for any
messages other then the one he sent to other signersin
his ambiguous signature, which could satisfy the
VERIFY and AVERIFY algorithm.

In this protocol we bind the messages from Alice

and Baob to the keystone. If anyone cheats using a fake
message it cannot pass the VERIFY and AVERIFY
algorithm.
Self-certified approach. Our scheme introduces a self-
certified approach, known as a public key
authentication cryptosystem and makes it resistant
against the foregoing attacks. In this mechanism each
peer obtains a valid certificate aong with
corresponding identity information and holds one
session key from the participants. The session key
ensures that peers can communicate in spite of any
possible attacks, even if the KGC does not collude.
Messages sent between the communication peers are
self-certified, and hence, the certificates can be used to
verify the identities if applicable. The proposed
measure supports off-line identity assurance in addition
to on-line identity verification. Each peer can rely on
KGC's public key to reliably verify the authenticity of
each participant’s identity. This method is effective in
avoiding untrustworthy KGC misappropriating the
user’s secret key.

We say that a self-certified scheme is presently not
protected against the adaptive chosen message attack if
no polynomial bounded adversary A has a non-
negligible advantage against the challenger in the
following game. The challenger takes a security
parameter r," and runs the setup algorithm. It gives

the adversary the resulting system parameters and a
public key PK, from the certificate authority. If an

attacker attempts to carry out an attack by revealing the
private key from the public key from PK,, he or she

can then play the role of PK, to forge. In that case,
the attacker must solve the ECDLP given by PK,.

Table 2 presents a summary comparison of various
security mechanisms for concurrent signature schemes.

Table 2. Comparison of security mechanisms

Algorithm Concurrent  Improved Proposed

Signature[7] i2PCS1[16] Scheme
Correctness Vv \% Vv
Ambiguity Vv \% Vv
Unforgeability Vv \% Vv
Fairness Vv \% V
Accountability X \% V
Salf-certified approach X X V

5.2 Benefit Analysis

The notations and computational relationships were
defined prior to these analyses (Table 3). The modulus
additions and modulus subtractions were excluded
because of short computational durations. Regarding
the computational amounts discussed in prior literature
[28-30], Table 4 presents an analytical comparison of
improved accountability for the concurrent signature.
To ensure rigorous security the message exchange
phase involves encoding and decoding by the ECC.
Thus, increased time is required to add the overall
computations. The other algorithm phases are ECC
multiplication replaces the modular exponentiation, so
the proposed scheme is better than improved
concurrent signature accountability [16].

Table 3. Inter-relations of time complexity computations

Notation Definition Inter-relation
T The time for the modular -T
MU multiplication MUt
The time for the modular
Toe exponentiation = 240
Too  Thetime for the modular addition  (negligible)
The time for the modular inverse
Tws it plication = 240
T The time for the ECC ~ 29T
ESMUL - mulltiplication with ECMUL ML
T The time for the ECC addition ~5T
ECADD with ECADD MUt
t,  Thetimefor the hash function = 04T,

6 Conclusions

Past proposed concurrent signature schemes were all
vulnerable to the message substitute attack. This
research applied the accountable concurrent signature
scheme to fix this weakness and proposed a new
concurrent signature scheme that prevents such attacks.
This study also found that the modified accountable
concurrent signature procedures were inconsistent with
actual e-commerce procedures and transmitted
messages in plaintext format, incurring a message theft
risk. Therefore, this study proposed a concurrent
signature scheme based on ECC to achieve the same
security strength advantages using a shorter key length
than the previous scheme. This proposed scheme aso



Table 4. Comparison of time complexity
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Algorithm

Concurrent Signature [6]

Improved of i2PCS1 [15]

Proposed Scheme

Items of comparison Time complexity Estimation Timecomplexity Estimation Timecomplexity Estimation
Setup ZMexp ~ 4807, Mo =480T, TeewuL ~ 58T,
8th + 2TMUL
. +6TECMUL
Register None None None None ~189.2T,,,
+8TADD
+2TECADD
4t,
Authentication None None None None T ool ~117.6T,,,
+4T 05
4t,
M essage exchange None None None None +3TeemuL =571,
+2TINVS
9th + 2TMUL 9th + 2TMUL 9th + 2TMUL
. +2TI NVS +2TI NVS +2TI NVS
Signature exchange T, = 485.6T,,,, AT, = 485.6T,,,, 2T = 835.6T,,,
+3TADD +3TADD +1OTADD
Publically verify 2t +Taop = 0.8T,,,. 2t +Tap = 0.8T,,,, 2t +T,p = 0.8T,,,,
Tota = 966.4T,,,, = 966.4T,,,, =1772.2T,,,,
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