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Abstract

The current image steganography algorithms mainly
focus on the anti-detectability rather than the robustness
to scaling attacks. Therefore, it is difficult to extract the
secret messages correctly after stego images subject to
scaling attacks. To this end, an image steganography
method for the nearest-neighbor interpolation method in
image scaling is proposed, which can resist both scaling
attack and statistical detection. First, the principle of
nearest-neighbor interpolation method is analyzed and
summarized, which is using the resized pixel coordinates
to find the original adjacent pixels, and obtaining the
weights of the adjacent original pixels by the distance
between resized pixel and the original adjacent pixels,
finally calculating the resized pixel value. Second, the
scaling invariant pixels are extracted using the principle
of nearest-neighbor interpolation method to generate a
new cover image. Then the distortion functions in WOW,
S-UNIWARD and MiPOD are used to calculate the new
cover’s distortion to minimize the distortion embedding
using STCs coding. Finally, resize the stego image to the
original size. The steganalysis experiments based on
BossBase-1.01 image library and SPAM, maxSRM
features demonstrate that the proposed method has good
resistance of scaling attack and Statistical detection under
various scaling factors and payloads.

Keywords: Image steganography, Scaling attack resistant,
Statistical detection resistant, Nearest-neighbor
interpolation method, Scaling invariant pixels

1 Introduction

Information steganography technology achieves
covert communication by hiding the secret messages in
the multimedia file. At present, the main image-based
steganography algorithms achieve a high resistance of
detection by minimizing the embedded distortion.
However, these algorithms usually take no account of
image processing attacks such as image compression,
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scaling, and noise suppression when the stego images
are transmitted over the open channel. As we know, the
widespread use of intelligent mobile terminals such as
mobile phones, tablet PCs makes the multimedia file
collection and transmission more and more convenient
and covert communication based on the multimedia
file more and more common. However, the challenges
also are brought [1]. In order to save bandwidth,
improve storage and transmission efficiency,
intelligent mobile terminals and network service
providers tend to file compression, scaling and other
processing operations, which results in information
loss. If the current steganography algorithms are
applied directly to the intelligent device to achieve
information steganography, it is often difficult to
extract the embedded secret messages completely from
the stego images. Therefore, the steganography
technology based on intelligent terminal has to ensure
not only its resistance of statistical detection, but also
its robustness to image processing operations. This
article focuses on such steganography method that can
resist both scaling attack and statistical detection
simultaneously.

In terms of anti-detection, the current steganography
algorithms design the distortion function to calculate
the pixel distortion caused by change, and then use the
STCs (Syndrome-Trellis Codes) [2] to select the
position with small distortion to embed the messages,
so as to achieve higher resistance of statistical
detection. In recent years, with the rapid development
of adaptive steganography, the designs of distortion
function are also varied. A typical spatial domain
steganography algorithm such as HUGO (Highly-
Undetectable Stego) [3] is proposed to improve the
resistance of statistical detection by keeping the high-
dimensional statistical model of cover images. WOW
(Wavelet Obtained Weights) [4] algorithm uses the
image wavelet decomposition coefficient to calculate
the pixel embedding distortion, which can resist the
detection of rich model effectively. S-UNIWARD
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(Spatial Universal Wavelet Relative Distortion) [5]
algorithm is improved on the basis of WOW, and the
resistance of statistical detection is further enhanced.
There are also HILL (High-pass, Low-pass, and Low-
pass) [6], MiPOD (Minimizing the Power of Optimal
Detector) [7] and so on. Adaptive steganography
algorithm in JPEG domain such as UED (Uniform
Embedding Distortion) [8] as well as J-UNIWARD
(JPEG Universal Wavelet Relative Distortion) [5], etc.
These steganographic algorithms have been greatly
improve the detection resistant. However, the
experimental results show that the algorithms result in
plenty of extraction errors after the stego images
subject to scaling attack.

Scaling attack is focused on the image watermarking
field to improve the robustness of watermarking
messages. Common watermarking algorithms resistant
to scaling attack are based on geometric invariants [9-
10], time-frequency transforms [11-12], image feature
points [13-14], quantization index modulation [15-16]
and so on. For example, Kim B. S [9] proposed a
watermarking algorithm by using logarithmic polar
coordinates in spatial domain to provide scaling
invariance, which is robust to RST (Rotation, Scaling,
Translation) attacks. Literature [12] pointed out that
the image scaling processing was similar to discrete
wavelet transform. Embedding the watermark message
in the approximate coefficient of the wavelet transform
can make the algorithm more robust to the scaling
attack. In literature [14], the feature points were
extracted by the Harris detector and the watermark
message was embedded by the image time-frequency
transform. When the watermarking image suffered 0.8
times scaling attack, the correct extraction rate was still
93.75%. Zareian and Tohidypour [16] combined image
transformation and quantization modulation, making
the watermark message still be correctly extract under
the 0.5 times scaling attack. All the algorithms above
embed the massages into the domain which is
insensitive to scaling, and adopt the embedding
algorithm of scaling resistant, which improve the
robustness of the algorithm greatly to various image
processing attacks such as scaling. However, if the
algorithms are applied directly to the steganography
field, only a few algorithms can ensure to extract the
embedded massage correctly after scaling attack. In the
other hand, most of watermarking algorithms improve
the robustness by modifying the main contents of cover
image, which often results in relatively large distortion,
so the resistance of statistical detection is poor. Besides
the image watermarking field, scaling attacks has also
been studied in the field of image recognition and
detection [17-21] and image representation [22-23],
mainly used to improve the accuracy of identification

and detect illegal copying of images.

In addition to the above methods, it has not be seen
the steganographic method that resisted both scaling
attack and statistical detection in the existing literature.
In view of the effect of image processing attacks on
steganography algorithm, our group has proposed
image steganography algorithm which can resist both
JPEG-compression attack and statistical detection [24-
25]. The main idea is to improve the robustness of
stego image to JPEG-compression attack while
ensuring the detection resistant. However, the methods
still can’t resist scaling attacks.

Therefore, this paper proposes an image
steganography method that can resist both scaling
attack and statistical detection. The most common
interpolation method, nearest-neighbor interpolation
method, is used to find the adjacent original pixels by
resized pixel coordinates in this paper, and obtain the
weights of the resized pixels by the distance between
resized pixel and the adjacent original pixels. Then
extract the scaling invariant pixels according to the
different scaling factors, and combine the WOW, S-
UNIWARD and MiPOD distortion function and STCs
encoding to minimize the embedding distortion. It can
achieve not only the resistance of scaling attack, but
also the resistance of statistical detection.

The remainder of this paper is organized as follows.
The second section describes the principle of image
scaling and its effect on steganography briefly. The
third section elaborates the principle frame and the
main steps of the proposed method. The fourth section
gives the experimental results and this paper ends in
fifth section.

2 Analysis of Scaling Principle and Effect
on Steganography

This section mainly introduces the scaling principle
of the nearest-neighbor interpolation method applied in
this paper, and the effect of image scaling processing
on steganography. By analyzing the principle of the
nearest- neighbor interpolation method, the adaptive
image steganography method is proposed to extract the
scaling invariant pixels and realize the scaling resistant.

2.1 Analysis of Scaling Principle

Scaling is one way of image processing, the vast
majority of editing software has image scaling function.
For the spatial image, the scaling changes the image
size by changing the number of pixels. In this section,
traditional interpolation method are analyzed, and the
principle of the methods are summed up as shown in
Figure 1.
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Figure 1. Interpolation algorithm schematic

Hypothesis the original image is X, whose size is
mxn . The scaling factor is s . The resized image is

X, , whose size m_x n, is first obtained by the original
image size mxn and the scaling factor s , where
m_and n_are the width and height of the resized image.

p((j)j) represents the pixel of resized image, whose

coordinate 1is (i, j) and the scaling factor is s ,

where i=1,2,....m_, j=12,...,n . Then the coordinate

5

(x(s), yﬁ.“'))of each resized pixel in the original image

1

pixel coordinate system is shown in the following
formula.

() y(s)):[s+(2i—1)’s+(2j—l)J o

/ 2s 2s

According to each resized pixel coordinate in
formula(1), the four adjacent original pixels p, ,

where e =(| x|\ 547 ]). (|5 L[] ([ 1047))

([x.(s)—',( ys.y) —‘), are found. Finally, calculate the

weights w(p, ) of each adjacent pixel through the
distance d( Y, pk) between the resized pixel and

original adjacent pixels. The resized pixel value is the
linear combination of the weight and original adjacent
pixels value, then the resized image X is obtained.

2.2 The Effect of
Steganography

Image Scaling on

At present, the adaptive steganography algorithms
improve the detection resistant by minimizing the
embedding effect. However, the algorithms do not
consider the effect of scaling attack on images, which
will lead to the loss of information if the stego images
are subject to the scaling attack, resulting in the
incorrect extraction.

Y=( p(w)) represents the stego image generated

by the current image adaptive steganography algorithm,
whose column vector of the least significant bit isy .

Y'=( p((l‘.‘;_)].)) represents the stego image subject to

scaling attack, whose column vector of the least
significant bit is y' . Then there are the following

formulas in the extraction process.

m = Hy ()

m' = Hy' 3

Where m represents the secret messages extracted
in the original stego image, and m' represents the
secret messages extracted in the stego image after
scaling. H is a linear parity-check matrix. For example,
when the payload is 0.5, the parity check matrix
H consists of a sub-parity matrix with the width of 2 in
order of the diagonal direction. If the sub-parity matrix

11
is [O J , the parity check matrix H is shown in (4).

(C))

According to the formulas (2) and (3), we can
deduce the formula (5).

m-m'=H(y -y’ 3
Wherey -y'= (y(l,l) _y(,l,l)’y(Z,]) _y('2,1)’”.’y(m,n) _y(,m,n)) .
In the case that the nearest-neighbor interpolation

method is used to reduce and enlarge the image size,
there are constant pixels y, , before and after the
image scaling attack, which means y, -, =0.
Remove the value of 0 in (y-y'), while removing the
corresponding columns in H, which has no effect on
the value of m—m'. After scaling attack, the column
vector (y-y') is randomly valued at 0 or 1. The
probability that the value in m —m’ takes 0 and 1 are
50%, respectively, under the condition that the
probability of a full row of 0 in H is almost zero. In

summary, the scaling attack has a serious impact on the
performance of the steganography algorithm, and the
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existing image adaptive steganography algorithm is
difficult to resist the scaling attack.

3 The Steganography Method Based on
Scaling Invariant Pixels

Based on the above analysis and summary of the
principle of the nearest-neighbor interpolation
algorithm, this paper proposes a steganography method
resistant to scaling attack and statistical detection based
on the scaling invariant pixels. Find adjacent primitive

pixels by resized pixel, calculate the resized pixel value
by the distance between the resized pixel and adjacent
primitive pixels. Then extract the invariant pixels of
the original image. Combine with distortion functions
in WOW, S-UNIWARD, MiPOD and STCs coding to
embed the secret messages in the invariant pixels, so as
to achieve both scaling attack resistant and detection
resistant. Finally, resize the stego image to the original
size. The basic principle of the method framework is
shown in Figure 2.
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| | — |
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Figure 2. Framework diagram of the proposed method

The embedding process of the proposed method
mainly includes the following six steps.
Step 1: Calculate the scaling factor by image pre-
transmission. In the actual transmission process of
image, we can calculate the scaling factor by the image
pre-transmission. The sender transmits the original
images through the transmission software such as
WeChat, QQ and obtains the size of the received image
from the receiver. Then the scaling factor s is obtained
by calculating the ratio of the received image size and
the original image size.
Step 2: Preprocess the cover image using the
nearest-neighbor interpolation. The cover image
X is pre-scaled by the nearest-neighbor interpolation
method with the scaling factor s so as to extract
scaling invariant pixels.
Step 3: Extract scaling invariant pixels and record
invariant pixel position. Extract the scaling invariant
pixels from the pre-scale cover image according to the
principle of the nearest-neighbor interpolation
algorithm. The corresponding position information of
the scaling invariant pixels in the original image is
preserved in table T.
Step 4: Arrange the scaling invariant pixels to

obtain new cover image. The scaling invariant pixels
preserved are sorted in the order in which they are
fetched, and then a new cover image X is generated.

Step 5: Calculate distortion to minimize distortion
embedding. Combine with the spatial distortion
functions in WOW, S-UNIWARD and MiPOD to
calculate the distortion caused by the new cover image
pixel change and embed message using STCs coding,
so that the embedding effect to the cover image is
minimized, and the detection resistant of the algorithm
is improved.

Step 6: Stego pixels inverse mapping to generate
new stego image. The corresponding scaling invariant
pixels in the original cover image are replaced by the
stego image pixels obtained in step 5 according to the
position information of the scaling invariant pixels
stored in the table T. And the other pixels in the
original image remain unchanged. Thereby, the new
stego image Y is obtained which has the same size as
the original cover image.

The extraction process is relatively simple and the
STCs decoding is applied directly to extract the secret
messages in the stego image subject to the public
channel scaling attack.
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The following describes all the embedding process
in order.

3.1 Calculate the Scaling Factor by Image
Pre-transmission

The sender transmits the original image of different
sizes through the open channel such as WeChat, QQ,
etc. used for transmitting the stego image, and obtains
the scaling factor according to the ratio of the received
image size and the original image size. Hypothesize the
original image X size is mxn , the receiver
image X' size is m'xn’ . Usually, the image in the
intelligent terminal transmission is transmitted in

Scaling
Factor s

proportion, so the scaling factor s can be calculated as
follow.

s=—=2 6)
n

3.2 Preprocess the Cover Image using the
Nearest-Neighbor Interpolation

According to the scaling factor s obtained in 3.1, the
size of the resized image X, is obtained by scaling

cover 1image X using the nearest-neighbor
interpolation method. The process is shown in Figure 3.

Obtain the width
and height of

resized image

Scale Cover Image

)

1

1

i
; | ﬂ
Neighbor Interpolation i /1

Using The Nearest

Scaling preprocessing

Figure 3. Scaling preprocessing

3.3 Extract Scaling Invariant Pixels and

Record Invariant Pixel Position

In general, the starting pixel coordinate of the
resized image X, in the original image pixel
coordinate system is defined in equation (7).

() ..(s) s+1 s+1
w2l o

Where s is the scaling factor, x Jand y1 represent

the first row and first column coordinates of resized
pixels in the original pixel coordinate. Then, all resized
pixels in the original pixel coordinate system are
shown in equation (8).

XS(xf”,yﬁ-s))=Xs(H(zi_l),s+(2J_I)J ®

2s 2s

Where X (i,/) is the resized pixels in the row i and
column j corresponds to the position (xf“)’ yf.s)) ,

i=1,2,...,m, j=1,2,...,n
height of the resized image X, . The coordinates of

m, and n, are the width and

s

resized image pixels are shown as follow.

X, (1,1) X, (1,n,) X, () X(xl I
; ! } S ')

Xs(m:’l) Xs(ms’n:) Xs(xii),yl(s)) N XS(X,,‘,‘sy,,‘ )

Where X, (i, j) represents the resized pixel value of
the coordinate (i, j ) .
According to the coordinates of each resized pixel in

equation (9), four adjacent primitive pixels can be
found for each resized pixel. The values are then
weighted for the four original pixels based on the
distance between the resized pixel and the four original
pixels. Principle is shown in Figure 4.

‘v'.,»-' ‘r"-:"
v o v o

N s
8\/\ /\/b ¥,

Figure 4. Schematic diagram of the nearest-neighbor
interpolation method

(x4

pixel in the original image pixel coordinate system

after the scaling and (Lxl.(s)J,Ly‘(/f")J), (LXE‘Y)J,{Y(/;)—I),
((xfs)—Hyﬁ-S)J) ) ((x,.(s)],(yﬁs)—l) are four adjacent

original pixels coordinates. Hypothesize
u :xfs) —fos)J, v:yﬁ.s) —Lyﬁ_s)“ and u,ve[O,l).

w represents the weight of the original pixel. If
u<0.5andv<0.5, the resized pixel falls in the area

R AR )

) represents the coordinate of the resized
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Similarly, the resized pixel falls in the area b,

{7 1[5 T) =1 ame X, (o547 =57 |7

If the resized pixel falls in the area ¢,

X, (xfs),y‘(fs)) = X(lrxfs)—l,ty‘(fsw) .IMfu>05andv>0.5,

{45 =t X[ X4 )

Then the original pixel value with the weight value
of 1 is assigned to the resized pixel as the scaling
invariant pixel.

Assume #2>0.5 and v>0.5 for all resized pixels
coordinates, the process of extracting the scaling

invariant pixel values after scaling is shown in Figure 5.

...........................................

.........................................

...........................................

Figure 5. extracting the scaling invariant pixel

The resized image pixels value are shown in
equation (10).

X, = : : 10)

X[ AT - x ()

The coordinates of the pixels in the original pixel
coordinate system are recorded while the scaling
invariant pixels are found, which is useful for the
resized stego image. According to the coordinates, the
stego can be restored as the original image size. The
coordinates of the scaling invariant pixels in the
original image pixels coordinate system are shown in

(11).

(11

3.4 Arrange the Scaling Invariant Pixels to
Obtain New Cover Image

From the above analysis, it can be seen that each
resized pixel value is corresponding original image
pixel value after the nearest-neighbor interpolation
method. So extracting the corresponding original
image pixel value in equation (10) to generate a new
cover image X, in order, and regarding the new image

X, as cover image to embed the message can guarantee
the robustness of the method for scaling attack.

3.5 Calculate Distortion to
Distortion Embedding

Minimize

Use the distortion functions in WOW, S-UNIWARD
and MiPOD to calculate the distortion of new cover
image pixels generated in 3.3, and then use the STCs
encoding to minimize distortion embedding respectively.

In [4], WOW steganography is proposed to calculate
the pixel embedding distortion by using the image
wavelet decomposition coefficient. The method
embeds the secret messages in the complex region of
the texture, and its distortion function is defined as
follow.

Py = ( M“j (12)

‘R(“‘ ‘K”‘)‘

,n is the residuals computed

Where R”‘ 1

R® =K% «X» k=1,
by filters K> and image X, and p=-1.

In [5], the definition of embedding distortion
function based on image wavelet decomposition
coefficient is further studied, and S-UNIWARD is
proposed and the performance of anti-detection is
better than WOW. The distortion function of the S-
UNIWARD steganography algorithm is defined as
follow.

W (X)- w“”(Y)\

)= 22 o W) (13)

Where X, Y represent the cover and stego images in
the spatial domain, and W (X),W(k) (Y), k=1,2,3,

u:{l,---,nl},v:{l,---,
uv th wavelet coefficient in the £ th subband of the first
decomposition level.

In [7], the embedding distortion of the cover image
element is determined by minimizing the power of
optimal detector. The distortion formula is shown in
equation (14).

D(X,Y)=Y"" p, [x,#,] (14)

n,} are their corresponding
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Where p, =In(l/p, -2y n=1,..,N are the pixel
costs, B is the change rates of cover pixels and

,3"0;4 = Lln%,
24 B,
of each pixel, 4 >0 is the Lagrange multiplier.
Calculate the embedded distortion of cover image
according to the above three ways, and then combine
with STCs coding to minimize the distortion
embedding and extract the embedded secret messages.
The process of embedding and extracting secret
messages using STCscoding is shown in equations (15)
and (16).
y=Emb(x,m)=arg min D(x,y) 15)

yeC(m)

n=1,..,N, a,f is the variance

szxt(y)zHy (16)

Where x={0,1}",y ={0,1}" are the cover and stego
sequences respectively. H={0,1}"" is a parity-check
matrix and C(m)= {z e{0,1}" |Hz = m} is the coset
corresponding to syndrome m .

3.6 Stego Pixels Inverse Mapping to Generate
New Stego Image

In order to prevent the stego image from being
subjected to the scaling attack when transmitted in the
open channel, the resized image is used to realize the
coordinate inverse mapping. The pixels of the original
image with weight equal to 1 are replaced by the
corresponding resized image pixels, and then restore
the image to the original size.

In the transmission process after the same scaling
attack, the proposed method can also ensure that the
secret messages are extracted completely correctly,
thereby achieving the robustness against the scaling
attack. As can be seen from Equation (10), the new

P S

Original Pixels

Stego Pixels after Scaling

cover image generated are expressed as follow.
X, (L1) X, (1,n,)
X = . .

s

X, (m,,1) X, (m,,n,)

x((xf»v)” W) X([XI(QH W] AP
X([ A x (A7)

When the secret messages are embedded, a stego
image Y, is generated.

()
WA - w1

Then, Y((x.(s)_,(y(s)—l) is used to replace

J

X(’fo"‘)—‘,{ ys."')—‘) in original cover image to generate a
stego image Y with the same size as the original image.

Figure 6 shows the example of the pixel block
scaling inverse mapping in the case of scaling factor of
0.5. First, use the nearest-neighbor interpolation
method to scale the original pixel block. Then Embed
the secret message m into the pixel block after scaling.
Finally, use the stego pixel block replace the original
pixel block Correspondingly. The red pixels indicate
the new pixel acquired after the scaling, and after the
embedding of the secret message, they will be replaced
by the light gray pixels value. And the remaining pixel
values remain unchanged to obtain the same size stego
image as the original cover image.

o 6 P S S SP : SP S. Y

) Stego Pixels .w.ith the.: Same Size as
Original Pixels

Figure 6. Stego pixels inverse mapping
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4 Experimental Results and Analysis

In order to verify the scaling attack resistant and
detection resistant performance of the proposed
method, the WOW [4], S-UNIWARD [5] and MiPOD
[7] algorithms and the proposed method are simulated
in the MatlabR2015a, and the stego images generated
in both schemes are scaled and the secret messages are
extracted in the stego images after scaling. The

Table 1. Experimental parameters table

steganalysis experiment is realized by extracting
SPAM feature and maxSRM feature. Select 2000
images randomly in the BossBase-1.01 image library
as the original cover images, and the original image
size are 512x512. Randomly generate binary sequence
as the secret messages sequence to be embedded. The
payload is from 0.1 to 0.5, and he scaling factor
includes 0.25, 0.5, 0.75 and 1 respectively. In the case
where the scaling factor is 1, the scaling image is not
scaled. The parameter settings are shown in Table 1.

Embedding Process

Feat
Cover Scaling factor Payloads Distortion Function catures
0.1
0.2
- WOW [4] S-UNIWARD [5] SPAM [26]
Source  BossBase-1.01 0.25 82 MiPOD [7] P SRM Y]
0.5

4.1 Scaling Attack Resistant Experiment

The original WOW, S-UNIWARD, MiPOD and the
proposed method calculating distortion by the above
three algorithms are used to embed the secret messages,
and the stego images generated are scaled with the
scaling factors of 0.25, 0.5, 0.75 and 1 respectively,
then extract the secret messages in the stego images
after scaling. The extraction error rate of the secret
messages in the four embedded schemes are R as

error

shown in equation (19).

— Morror (1 9)
n

error

Where n

.., 18 the number of message bits extracted
mistakenly, and » is the total number of embedded
messages.

Figure 7 show the average extraction error rate of
WOW, S-UNIWARD, MiPOD algorithms and the
proposed method under different payloads after the
stego images subjected to scaling attack. It can be seen
from the figures that when the scaling factor is 0.25,
0.5 and 0.75, the average extraction error rate of WOW,
S-UNIWARD and MiPOD algorithms are close to 50%,
equivalent to random guess. This is because the scaling
attack makes the stego image pixel values change
randomly, resulting in the secret massages loss and
extraction errors. And the extraction error rate of the
proposed method is 0. Because the proposed method in
this paper constructs a new cover image to ensure that
the stego is not changed before and after scaling, so as
to ensure the correct extraction of the secret messages.
When the scaling factor is 1, which means no scaling
attack to stego images, the average extraction error rate
of WOW, S-UNIWARD and MiPOD algorithms and
the proposed method are all zero.

4.2 Statistical Detection Resistant Experiment

The steganalysis experiment is carried out by scaling
the original cover images with the same scaling factor
and the 686 dimension feature SPAM [26] and 34671
dimension feature maxSRM [27] are extracted. At the
same time, these two kinds of features of the stego
images after the scaling attack are extracted, and
ensemble classifier is used for training and testing, The
average detection error rates are shown in the
following four figures.

Figure 8 show the detection error rates of low-
dimensional feature SPAM and high-dimensional
feature maxSRM under the different payloads when the
scaling factor is 0.25. The three curves are the
proposed method applying three different distortion
calculation methods respectively. Figure 9, Figure 10
and Figure 11 show the detection error rates when
scaling factor are 0.5, 0.75, and 1. The experimental
results show that the detection error rates of the
proposed method are still high under the premise that
the secret messages can be completely correctly
extracted. For example, under the payload of 0.5, when
the scaling factor is 0. 25, the detection error rates
based on the maxSRM feature are 0.4054, 0.4229 and
0.4589. When the scaling factor is 0.5, the detection
error rates are 0.3655, 0.3749 and 0.4275. When the
scaling factor is 0.75, the detection error rates are still
up to 0.3615, 0.2889 and 0.2888 respectively by three
different distortion function calculation methods of
WOW, S-UNIWARD and MiPOD. when the scaling
factor is 1, which means that the cover image is not
scaled, the detection error rates of the proposed
methods using WOW, S-UNIWARD and MiPOD is
close to the original steganography algorithms.
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Figure 7. Extraction error rate under different payloads
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Figure 9. Detection error rate under the scaling factor 0. 5. SPAM feature(left), maxSRM feature (right)
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Figure 11. Detection error rate under the scaling factor 1. SPAM feature (left), maxSRM feature (right)

At the same time the smaller the scaling factor is,
the higher detection error rate is in both features. This
is because the decrease of scaling factor leads to the
increase of spatial distance between adjacent pixels of
the resized image, at the same time the increase of
spatial distance between pixels results in weaker
dependence between adjacent pixels, which makes the
detection method based on the feature extraction more
difficult. So, with the decrease of scaling factor, the
detection error rate becomes higher and higher.

5 Conclusion

This paper proposes a scaling attack and detection
resistant method based on the scaling variable pixels to
solve the problem of information loss when the stego
image is subjected to scaling attack. By analyzing the
principle of the nearest-neighbor interpolation method,
the scaling invariant pixels before and after scaling are
extracted and reconstructed into a new cover image.
Distortion function in WOW, S-UNIWARD and
MiPOD and STCs coding are used to embed and
extract the messages on the cover image. The
experimental results show that the proposed method
demonstrates good scaling attack resistant and

detection resistant performance under different scaling
factors and payloads. However, this paper is only a
preliminary attempt for the steganography algorithm
that resists to scaling attack, and can only resists the
scaling attack of the nearest-neighbor interpolation
method. It’s ineffective on the other scaling processing,
such as bilinear interpolation, bicubic interpolation and
S0 on.
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