
An Efficient Hash-based RFID Grouping Authentication Protocol Providing Missing Tags Detection 481 

 

An Efficient Hash-based RFID Grouping Authentication Protocol 

Providing Missing Tags Detection 

Haowen Tan1, Dongmin Choi1, Pankoo Kim1, Sungbum Pan2, Ilyong Chung1* 

1 Department of Computer Engineering, Chosun University, South Korea 
2 Department of Electronic Engineering, Chosun University, South Korea 

tan_halloween@foxmail.com, {jdmcc, pkkim, sbpan, iyc}@chosun.ac.kr 

                                                           
*Corresponding Author: Ilyong Chung; E-mail: iyc@chosun.ac.kr 

DOI: 10.3966/160792642018031902016 

Abstract 

Radio Frequency Identification (RFID) is a promising 

technology which can be applied in many areas, including 

supply chains logistics and medical treatment. Due to 

practical requirements of verifying multiple objects 

simultaneously, the authentication towards large numbers 

of RFID tags or tag groups remains a hot topic. However, 

because of the resource limitation of low-cost RFID tags, 

only basic cryptographic encryptions can be applied on 

the tag sides. As a result, security and privacy risks 

towards the RFID system remain crucial issues to be 

solved. Additionally, in some complex scenarios such as 

factory or harbor, some tags may be missing or 

temporarily disabled due to environmental interference. 

In this paper, an efficient hash-based RFID grouping 

authentication protocol providing missing tags detection 

is proposed. In our assumption, each reader of the 

authentication system can verify large amounts of RFID 

tags within its ranges. Note that it is not necessary for the 

reader to predefine the tags into groups during large-scale 

authentication. Instead, the RFID system can 

automatically divide the tags into different groups 

according to the given slots and bitmap. Moreover, the 

proposed protocol can detect and reset the missing tags so 

that the missing tag can rejoin the system. Security 

analysis shows that this protocol can offer sufficient 

security assurances and resist various attacks. 

Subsequently, the performance analysis illustrates that 

the proposed protocol yields better performance than the 

state-of-the-art RFID grouping authentication protocols. 

Keywords: RFID, Grouping authentication, Security, 

Missing tags 

1 Introduction 

Unlike barcodes, it is not necessary for RFID tag to 

conduct line-of-sight contact during the authentication. 

A basic RFID system is composed of three essential 

entities: backend process system, reader and RFID tag 

[1-3]. The reader is capable of communicating with 

multiple tags simultaneously so as to acquire relevant 

information from the tags. The BPS performs as the 

verifier with responsibility to determine authenticity of 

the proof acquired from the reader [4-5]. 

The group authentication towards multiple RFID 

tags or tag groups has become hot research topic due to 

requirement of real applications [7-9]. In specific 

scenarios with large numbers of tags and readers such 

as the production department of the factory [10], each 

reader should verify large amounts of RFID tags within 

its range [11]. Many research achievements have been 

made with the assumption that the tags are previously 

organized into certain groups with predefined reading 

sequence [7, 12-13]. However, in real applications, the 

authentication processes cannot be fixed. The reader 

may need to verify random and undetermined tags of 

the range whenever necessary. 

Missing tag is another important factor that affects 

the regular operation of the entire RFID system [14-17]. 

In some complex scenarios such as factory or harbor, 

some tags may be missing or temporarily disabled due 

to environmental interference. In fact, these missing 

tags are revoked and cannot rejoin the RFID system 

due to desynchronization with the system [18]. 

On the other hand, due to practical requirements for 

large-scale implementation including big markets and 

harbors [2, 6, 18-19], the authentication on large 

numbers of RFID tags need to be accelerated. 

Moreover, due to the resource limitation of RFID tag, 

the adopted techniques should be lightweight and more 

efficient. Instead of authenticating all the tags one by 

one, parallel authentication provides a more practical 

way for real scenarios [10, 20-21]. 

With the above consideration, we propose an 

efficient hash-based RFID grouping authentication 

protocol providing missing tags detection. In our 

assumption, the RFID system can divide the tags into 

different groups according to the given slots and 

bitmap. Hence the reader could verify all the activated 

tag groups one after another, which is suitable for 

occasions with large amounts of tags to be verified. 

Moreover, the proposed protocol can detect and reset 

the missing tags. The security analysis and performance 
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analysis prove that the proposed protocol could provide 

adequate security properties and efficiency. 

2 Related Works 

Several RFID authentication protocols for multiple 

tags have been proposed to provide enough security 

protection and resistance to various attacks [7-10]. In 

order to compensate for the weakness of yoking 

protocol presented by Juels [2], the original grouping 

proof using time stamp [7] is proposed by J. Saito and 

K. Sakurai, which is relatively the earliest proposed 

grouping authentication protocols on multiple RFID 

tags. In the protocols, the reader derives the time 

stamps from database and forwards it to all the RFID 

tags within its communication range. The tags is 

classified into two varieties: pallet tag and ordinary 

product tags. However, this protocol cannot provide 

the RFID system with resistance to replay attack [3, 

22-23]. 

The chaining proof [10] protocol is proposed in 

2007. The key point of this protocol is to associate all 

the intended tags together and build a chain to provide 

integrity preservation. Reading-order independent 

grouping protocol [8] is presented in 2008. In this 

protocol, the pallet tag and the reader are combined 

together and perform as a single entity. In 2013, H. Liu 

proposed grouping proofs based authentication 

protocol for distributed RFID systems [9, 11, 24]. The 

tags are classified into groups and are verified 

sequentially. The RFID system also needs to 

previously arrange all the tags to be verified [5, 25-26]. 

3 System Model 

In this section, we describe the system model and 

the missing tag detection problem. We assume the 

occasion containing large amounts of RFID tags to be 

verified. Each reader in the system need to verify all 

the RFID tags as required [11, 27-28]. We would like 

to emphasize that the RFID system will not predefine 

the reading process for certain tag groups. Instead, all 

the tags appear randomly on the authentication range 

of each reader. At the same time, due to the 

environmental interference, some RFID tags may lose 

contact with the RFID system and are missing for some 

sessions. In this case, it is necessary for the missing 

tags to rejoin the system. 

The whole structure of the RFID system applied in 

our protocol is introduced in Figure 1. The 

communication between the BPS and the reader is 

through wired connection and is considered to be 

secure. Each reader is responsible for all tags in its 

effective areas. Note that some tags may be in the 

overlapping range. Additionally, there are some 

missing tags existing randomly in the entire area. 

These missing tags are revoked and cannot rejoin the 

RFID system due to desynchronization with the system 

[2, 12, 29]. As illustrated above, secure and efficient 

RFID grouping authentication protocol is required with 

the purpose of making these missing tags useful, which 

is a good way to reduce the cost for system 

maintenance. 

 

Figure 1. Structure of RFID system 
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4 Proposed Authentication Protocol 

In this section, we describe the proposed protocol. 

The protocol can be divided into three parts including 

initialization, authentication scheme, key update and 

reset. The detailed description is given below. The 

notations are presented in Table 1. 

Table 1. Notations 

Symbol Description 

BPS Back Processing System 

IDRm Identifier of Reader Rm 

IDTi Identifier of Tag Ti 

STi Secret Key of Tag Ti 

H() Hash Function 

i

0

T
N  Initial Value of NTi 

r, rRm Random Numbers 

 

4.1 Initialization 

In this phase, the BPS will generate a bitmap 

including f slots (bitmap = {sloti |i = 1, 2, 3,…, f-1}). 

All these slots perform as temporary tag identity and 

will be broadcasted to all the tags and readers. Note 

that the value of f and length of each slot can be 

decided according to real requirement. The brief 

description of the applied bitmap and slots is shown in 

Figure 2. 

 

Figure 2. The applied bitmap and slots 

4.2 Authentication Scheme 

In this subsection, main authentication scheme is 

introduced. Brief description is shown in Figure 3. 

Detailed steps are as follows: 

‧ The BPS generates r and broadcasts (r, f, bitmap) to 

all the devices within its range. 

‧ Reader Rm computes m=f *random(), and chooses 

slotm from the received bitmap. At the same time, it 

generates rRm. 

‧ At the tag side, tag Ti computes x=H(IDTi, r) mod f. 

Each tag will select slotx as their own group 

identifier. 

‧ Reader Rm sends (1, slotm, IDRm, rRm) to all the tags 

in his range. Only the relevant tags with slotm will 

compute GTi=IDTi⊕IDRm⊕rRm and QTi=H(STi, r)∨

GTi. (2, slotm, GTi, QTi, NTi) will then be sent back to 

reader Rm. Other tags will be activated only when 

reader choose their slots in the next. 

‧ Reader Rm derives IDTi=GTi⊕IDRm⊕rRm and stores 

(slotm, IDTi, GTi, QTi, NTi). BPS then sends 

( , , )
i i i

0

T T T
ID S N to reader Rm. 

‧ Reader Rm checks QTi and computes WTi=H(STi, NTi). 

Then Rm checks if =

i i

0

T T
N N establishes. Reader Rm 

sends different requests to both the BPS and tag Ti 

according to different results.  

 

Figure 3. Authentication scheme
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4.3 Key Update and Reset 

In this phase, the secret key of the tags will be 

updated or reset according to different situations: 

0

0 0
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= ( )

( )

=

= ( )
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i i i

i i

i i i

T T

T T T

T T

T T T

a update : 
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b reset : 

Compute N N
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5 Security Analysis 

In this section, we analyze the proposed protocol 

briefly. It is proved that our proposed protocol can 

provide resistance to replay attack, and all the tags are 

independently verified. Additionally, mutual 

authentication and missing tag detection are also 

provided, which improves the security level of the 

proposed grouping authentication protocol [4, 30-32]. 

5.1 Resistance to Replay Attack 

In the proposed protocol, pseudo random numbers 

are applied. The slots are randomly selected by readers 

and tags [33]. Moreover, secret key of the tag is 

updated after every successful session. In this way, it is 

difficult for the active adversary to conduct replay 

attack by reusing the previous acquired messages. 

5.2 Reading Independence 

In this protocol, the authentication towards every tag 

is irrelevant. It is not necessary for the RFID system to 

predefine the reading sequence and tag groups for tags 

to be authenticated [5, 34]. Each reader is capable of 

identifying random tags at any time, which is practical 

for real applications. 

5.3 Mutual Authentication 

As illustrated in the system model, the 

communication between readers and tags are through 

insecure wireless channel [7, 19, 35-37]. In our 

proposed protocol, the reader and tag authenticate the 

received message every time in order to guarantee the 

received message comes from legitimate entity. In this 

way, the mutual authentication can be provided. 

5.4 Missing Tag Detection 

The proposed protocol can provide missing tag 

detection, which is efficient for RFID system. 

Assuming tag Ty is disconnected from the system at 

time T due to environmental interference. At time T+△

t, Ty receives (1, slotm, IDRm, rRm) and want to rejoin the 

system. Reader Rm checks value of NTi and sends reset 

request to both tag and reader. After reset, Ty can join 

the system in next session. 

6 Performance Analysis 

In this section, we present the performance analysis 

towards the proposed protocol. The corresponding 

simulation experiments are presented in order to prove 

the efficiency of the proposed protocol. Note that the 

authentication time is the most concerned factor, which 

is of great importance in RFID authentication scenarios 

with large number of RFID tags [38-40].  

The experiments are conducted on Windows 10 with 

a 2.70 GHz Intel(R) Core i7-6820HK CPU and 16GB 

memory. The time consumption on BPS, reader, and 

tags are considered respectively. Note that the time 

consumption on BPS is considered as the total time for 

the entire authentication of all the participating RFID 

tags. The experiments are performed in Visual Studio 

2015 with C++ language on socket. Moreover, the 

related figures are drawn in MATLAB R2014a. 

It is worth emphasizing that we compare our 

protocol with two state-of-the-art authentication 

protocols employing lightweight cryptographic 

techniques, namely the LGAP [12] protocol and GUPA 

[9] protocol. The simulation of LGAP and GUPA are 

conducted for several times so as to compare with the 

proposed protocol. The comparison results and brief 

description on different devices are respectively 

presented as follows. 

First, the comparison of authentication time on 

RFID tag is presented as shown in Figure 4. As we can 

see from the figure, the key size is taken into 

consideration. The experiments are conducted 

respectively under the condition that the key size is 64, 

128, 256, 512 bits. It is obvious that the authentication 

time for each RFID tag increases dramatically as 

illustrated in Figure 4. The proposed protocol requires 

less time than LGAP. Additionally, the experiment on 

different requesting tags are also conducted. However, 

the time consumption on single RFID tag is not strictly 

relevant with the number of tag groups. 

 

Figure 4. Comparison of authentication time on tag 
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Subsequently, the comparison of running time on 

reader side with LGAP and GUPA is displayed in 

Figure 5. Apparently, as the number of participating 

RFID tags increases, the running times on LGAP and 

GUPA both increases fast, which results from the 

certain reading order for all the tags. However, the 

communication between reader and tags is through 

parallel communication, which matches the presented 

simulation result. Note that we set the key size to be 

512bits.  

 

Figure 5. Comparison of running time on reader 

Next, we focus on the effect of different key size 

under the assumption that the number of requesting 

tags is 100. In this way, the processing time for each 

tag increases with larger key size. Hence, the 

authentication time on reader side is effected 

accordingly. The result is given in Figure 6. Our 

protocol yields better performance than the LGAP and 

GUPA. 

 

Figure 6. Comparison of authentication time on reader 

with different key size 

At last, the operating time for the BPS to manage the 

authentication of all the tags is given in Figure 7. It is 

worth noting that we consider the BPS running time to 

be the system authentication time since all the 

identification starts and ends on the BPS side. 

Similarly, the key size is set to be 512bits. From Figure 

7, we can see the number of participating RFID tags 

has a significant effect on the efficiency of the entire 

authentication process. Hence the authentication on 

large numbers of RFID tags remains the hotspot in 

practical scenarios. 

 

Figure 7. Comparison of system authentication time 

Additionally, the effect of the key size on 

authentication efficiency is taken into consideration 

under the assumption that the number of the 

participating RFID tags is 100. In this occasion, the 

experiment result is given in Figure 8. We can see in 

our protocol the BPS requires less time for tag 

authentication. 

 

Figure 8. Comparison of system authentication time 

with different key size 

In conclusion, the key size and number of RFID tags 

are the two main factors which affect the entire group 

authentication process. For this consideration, the 

simulation results prove that the proposed protocol has 

better performance than the state-of-the-art RFID 

authentication protocol.  
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7 Conclusion 

In this paper, we propose an efficient hash-based 

RFID grouping authentication protocol providing 

missing tags detection. Each reader of the 

authentication system can verify large amounts of 

RFID tags within its ranges. The RFID system can 

automatically divide the tags into different groups 

according to the given slots and bitmap. In addition, 

the proposed protocol can detect and reset the missing 

tags. Security analysis shows that this protocol can 

resist various attacks. The performance analysis is 

given in the next, where the comparison with two state-

of-the-art RFID group authentication protocols on 

authentication time is presented. Note that we mainly 

considerate the key size and number of tags as two 

variables affecting the RFID authentication system. 

According to the experiment results, the proposed 

protocol could provide better performance. Hence the 

proposed protocol achieves both the security and 

performance properties. 
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