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Abstract

The Internet of Things (IoT) is attracting attention as
the core technology with the development of the wireless
network and the universal use of portable terminals. loT
provides high quality service to the user through various
technology convergences that are based on smart devices
to high performance. However, due to the vulnerabilities
connected with complex technologies and problems with
implementation methods, there are wvarious security
threats. Therefore, to provide the best service, it is
necessary to construct a secure environment for security
threats in the IoT. It also must be protected and managed
the device via authentication or secure policies. In this
paper, we describe the security threats, issue and
consideration in IoT, and we examine authentication
structure, lightweight technology, and key management.
We also propose an authentication service scenario based
on existing authentication technology and research.
Finally, we present the development and research
direction of Internet security technology to provide
secure service.

Keywords: Authentication, Internet of things, Security
threat, Computer security

1 Introduction

Recently, Wi-Fi, LTE, and other wireless internet
usage rates have increased significantly through the
universal use of mobile devices, such as Smartphone
and tablet. It is possible to easily use the network
communication connection without the restrictions of
space and time via the development of various kinds of
wireless network technology. As such, the network
communication range is becoming more diverse and
narrower between people, things, and people and
things based on wireless networks without being bound
to a specific space and time [1-3]. This environment is
called the Internet of Things (IoT), and it is becoming a
core technology that is leading the industry into the

fourth industrial revolution. It provides services by
collecting and processing a lot of information via
things that have a close relationship with people, such
as smart car, smart home, smart wearable, etc. IoT
technology and services are attracted the most attention
IT due to the potential of various content development
and its wide range of usability.

By influencing the IoT environment, computing
technology is being integrated into small-sized objects
to form a network for all connectable elements. In
addition, various technologies are being fused together
to form a specific service. Accordingly, there are
various security threats due to the weakness of the
technology itself or various implementation methods.
Therefore, loT security challenges include existing
security threats and new security threats, such as
infringement of data integrity, infringement of
confidentiality of signals and data, unauthorized
service, user access, authentication interception,
personal information leakage, and retransmission
attacks. The economical damage is also serious with
these security vulnerabilities. The IoT needs to solution
from the perspective of new information and
communication services and industries. From amongst
these areas, internet security technologies and services
will have a significant impact on other related
industries in the future.

IoT security should first consider whether the data
exchanged through network communication is normal
and whether there are any problems with integrity.
Therefore, authentication is essential to ensure a
normal network connection, and key management is
very important to keep this authentication secure. As a
result, authentication provides a security service
between objects to confirm that the data is secure [4].
IoT security should be based on a technical and
lightweight cryptography algorithm for low-power
device authentication. For optimal performance, the
authentication process should not be complex. The
authentication procedure should be designed to be
optimized for various smart environments based on loT
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technology and security the requirements of each
environment [5].

In this paper, we describe the security threats and
requirements of the IoT. In addition, we examine
authentication structure, lightweight technology, and
key management. We propose an authentication
service scenario based on existing authentication
technology and research, and then we present the
development and research direction of internet of
things security technology in order to provide secure
service.

2 IoT Security

The IoT environment is likely to generate security
vulnerability due to the integration of many technology
elements. In addition, it has the problems of high
security/privacy and integrated security due to various
reasons [6]. Furthermore, there are other reasons, such
as physical equipment supplier, telecom/network
provider, IoT services developer, platform provider,
and data owner. It is very difficult for all of these
elements to guarantee the same security/privacy. This
section describes security threats, issue and
considerations in the [oT environment.

2.1 Security Threat

IoT service is used by combining various
technologies for the purpose of gathering information
and processing, processing and storing data, and
communicating with people, services, and objects. That
is, IoT uses smart sensor technology and collected
information to collect more information. Various types
of technologies are applied in order to provide smooth
network communication technology and service
functions, such as chip technology, platform
technologies, big data processing of mass sensing data
technology, mining technology for useful information
extraction, web services for the IoT services, the
autonomous and intelligent behavior of objects for
operating system, embedded system technologies,
utilizing IoT devices, and application development [7].

IoT services based on complex technologies may
have various security vulnerabilities due to the
problems of technology convergence itself or
implementation methods. IoT security threats can
occur in the form of attacks, such as data forgery and
tampering, unauthorized service and user access,
authentication tampering, confidentiality and integrity
breach of signals and data, information leakage,
replication attacks, etc [8]. In addition to these security
vulnerabilities, personal privacy violation is also a
serious issue. Therefore, in order to provide secure and
reliable IoT service, it is necessary to first examine loT
security requirements and technology.

In terms of space, a smart home is an example of a
small case of security threat. A smart home is a system

that controls home appliances, energy consumption
devices, such as water, electricity, heating and cooling,
and door locks; and security devices, such as CCTV,
through a communication network. Devices in a
residential smart home setting can be easily disabled
by hacking programs. If the wvulnerability of a
commonly used product is found the damage could be
quite significant when a security threat occurs. IoT
services in relatively small spaces (smart home, smart
car, etc.) are exposed to security threats, such as
malicious device control and the leakage of personal
information [9].

IoT security can be divided into three types: smart
terminal security, user authentication and access
control, and various application service layer securities
for things such as the internet, PC, Smartphone, loT
devices, and sensors. Convenience of smart devices
mainly provides functions by utilizing user information.
In addition this requires a variety of other information
for greater productivity [10]. Therefore, there is a risk
that the wuser’s personal information and related
information will be exposed to the attacker. IoT threats
and types of damage are shown in Figure 1 below.
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Figure 1. [oT threats and types of damage

Threats to smart devices include lost, malware
infection, information leakage, and financial losses.
“Lost” is the possibility of data leakage about
individuals and businesses occurring. Malware
infections are similar to malicious code infections and
are an attack threat that can be exploited over a
wireless network between web services or devices,
such as the internet, Bluetooth, and Wi-Fi. It is mainly
used for data takeover and devices access control
through the use of Trojans. Information leakage can
result in secondary security attacks because the call log,
SIM card information, location information, etc. are
indirect information of the user. Financial losses are
fee manipulation and charged content billing. This



Authentications for Internet of Things Security: Threats, Challenges and Studies 351

occurs through control, such as middleware, smart
devices, application programs, etc., and causes direct
damage to the user. Advantage of the attack’ means
high level security threat, such as APT (Advanced
Persistent Threat), DoS (Denial of Service) attack and
DDoS (Distributed Denial of Service) attack. Listed
below are some of the security threats per IoT
component.

2.2 Issue and Considerations

A key challenge of device placement and network
communication configuration in [oT is to coordinate
multiple networks with a common all-IP system [11].
This can ensure both the quality and versatility of the
network communication system. However, due to
complex technology convergence, other issues should
be taken into consideration in order to build a stable
system.

IoT security issues can be summarized as described
below [12-16]:

(1) Objects and devices that are not related to
internet access at all are connected to the internet in the
IoT environment. Because of the variety of services
available, IoT can present all the risks and
vulnerabilities that can occur in the existing Internet
environment. In other words, in a network with limited
resources and low-power communication technologies,
various threats that currently exist in the internet can
occur.

(2) Because program code is open, an attacker can
easily find open platform source vulnerabilities. This
can increase the likelihood of attack threats using
security vulnerabilities. In an IoT environment
consisting of multiple devices, the threat of an attack
will significantly augment via the part of connected
infection devices.

(3) Some research suggests that smart home devices
lack password strength, mutual authentication, or
account protection against enterprise attacks. Recently-
used smart home appliances and devices are still
vulnerable to security threats, such as the inability to
meet complex cryptographic configuration
requirements.

(4) 10T security threat can create physical damage
and even pose risks to human life. In a variety of
medical devices (including smart healthcare),
autonomous vehicles, and smart transportation systems,
malfunctions due to hacking can lead to accidents. It
can be seen as a direct problem with human life.

Table 1 lists described the secure requirements for
the security threats.

Table 1. Requirements for security threats on loT

Layer Requirements
« Development and  application  of
lightweight encryption technology
Device (vaccine, encryption, authentication)
+ Develop security patch technology for
reliability and integrity verification
« Sensor device monitoring technology
+ Protocol interoperability criteria
+ Development of low security network
Network technology
« Network monitoring and monitoring
technology
+ Secure open platform guidelines
+ Device - service cross-certification and
Platform/ key management
Service + Personal information collection / tracking
prevention and identification information
filtering technology

First it is the sensor device. As devices become more
diverse and more sophisticated, the use of low-power
devices increases. Currently, there are many cases
where it is difficult to apply security for certain areas,
such as vaccines, encryption, and authentication, to
low-power devices with security technology. As the
number of devices increases, it becomes more difficult
to apply security patches, and security vulnerabilities
will increase due to the difficulty in monitoring
communication contents. To solve this problem, it is
necessary to develop and apply lightweight security
technology (vaccines, encryption, authentication, etc.)
that reflects various device characteristics, including
low-end devices. In addition, it is necessary to develop
sensor and device security patches by applying
technology and sensors and device monitoring systems
in order to ensure the reliability of the operation of the
apparatus and to verify its integrity.

Second, interworking communication is performed
between mobile wireless networks, such as Zigbee,
Wi-Fi, and Bluetooth, in the network. This
communication is exposed and this means that a
malicious user is easy to access. In other word, it is
difficult to maintain a constant level of security. In
addition, since inter-device communication can be
supported, device authentication is supported on a
limited basis. Attackers can infect devices by used
malware, such as large-scale mass production of
zombies PC via the cloud, virtualization services,
refrigerator, cleaning robots, and medical equipment.
At the same time, traffic explosion attacks are possible.
To solve this problem, it is necessary to develop an
interoperability protocol standard for dual network
interworking and a security technology that is suitable
for a heterogeneous low-end connection communication
network environment. Security status monitoring and
the monitoring of large scale equipment and networks
will also be required.
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Third it is platform / service. Attacks, such as false
data transmissions/malfunctions between devices and
open platform services, are a common occurrence. The
centralization and combination of fragment
information collected by an IoT device can result in the
leakage of user identity information. Technology, such
as a secure, open platform using the instructions
provided mutual authentication and key management
between devices / user services, trust management,
collecting / tracking personal information, and
personally identifiable device etc., are all needed to
solve this problem.

3 Authentication for IoT security

Authentication is a security procedure that verifies
the subject’s ability to access arbitrary information or
the subject’s credentials [17]. Authentication in IoT is
the process of restricting access to non-operation
devices and identified users between users and devices
in network communications [18]. In this section, we
discuss authentication requirements, Existing scheme,
technologies, and key management in loT.

3.1 Requirements

Authentication requires that when a user requests
access to an information asset, systems and
administrators go through a series of identification and
authorization processes, such as the user’s presence,
user identification, and authorization. In the course of
this process, the identification and authentication of
users, authorization of usage rights, and ensuring
accountability are required [19]. Access control
requirements for authentication are controlled by user
authentication and authorization policies according to
identification, authentication, authorization, and
accountability.

« Identification: This is the process of requesting the
system for the expression ID of the subject. Users of
each system have a unique identifier (e.g., Login ID)
that the system can identify. Since these identifiers
represent the identity of each individual, they are
also important in the analysis of the user’s
accountability.

Authentication: This is the step of verifying the
subject’s ability to access arbitrary information or
the subject’s  qualification. = This prevents
unauthorized use of the system or the improper
transmission of information.

Authorization: This means the permission granted to
the user, program, or process. Authorization is the
process of granting something that can do a certain
act or have a certain resource.

Accountability: This is a foundation for recording
who, what, and when, and some actions were taken
in a multi-user, multi-tasking network environment
and making it possible to trace the actors when

necessary.

When these requirements are met, a security
environment with a basic user authentication policy is
established. Also, the more the associations between
the elements are combined, the greater the stability of
secure will be.

3.2 Existing Scheme on Authentication

Table 2 shows the existing schemas for authentication
in the IoT described above. Muhamed Turkanovic et al.
proposed a new user authentication and key agreement
for different ad-hoc wireless sensor networks [20].
Their proposed model provides mutual authentication,
password protection, free password selection, password
change, and dynamic node addition between all parties.
The system is very light and is effective in responding
to common network security attacks. Such as reply
attack, verification attack, smart card violation attack,
impersonation attack, authorized insider attack, GWN
bypass attacks, password attack, DoS attack, etc. In the
research Ruhul et al. it shows some security weaknesses
of the protocol [21].

The researcher also noted that they were not
efficient in terms of the authentication and security
parameters created by Turkanovic et al. To overcome
the security vulnerabilities mentioned above, they
designed a new architecture for the WSN environment
and proposed schemes for user authentication and key
contract schemes. In addition, our proposed method is
simulated using the well-known AVISPA security tool.
The simulation results show that this protocol is secure
under OFMC and CL-AtSe models.

In addition, we confirmed that some security
problems and proposed protocols are adequately
protected from the viewpoint of related security attacks
including the security vulnerabilities we’ve already
listed. Huansheng Ning et al. described the security
problem of ubiquitous objects. They designed an
integrated proof-based hierarchical authentication
scheme (APHA) for layered networks with an
emphasis on the existing U2 IoT architecture (unit loT
and ubiquitous IoT) [22].

The 4th study shows the resource requirements for
adopting DTLS handshake public key encryption in
peer authentication and key contracts. The delegated
structure acts as the center of the delegation server in
the initial connection setup.

IoT provides a comprehensive and concise solution
for authentication, authorization, and secure data
transfer over IP [23]. IP-based security solutions
include real-time detection of IP data traffic, SSL /
TLS handshaking, open port analysis, clear text
keyword matching analysis, and endpoint information
(location, domain name). The IoT authentication
service requires that clients (connected devices, server
applications, mobile applications or users) use strong
authentication (X.509 certificates, credentials or
external security authority authentication). All
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Table 2. Summary of existing scheme on Authentication for [oT

Reference Scheme Basic theory Description Other feature
A novel user lightweight key It enables a remote user to securely =~ Tackle the IoT risk and
authentication and key agreement protocol, negotiate a session key as well as it challenges, ensure high
[20] agreement scheme password-change ensure ensures mutual authentication security and performance
based on IoT option between the user, sensor node, and the feature.
gateway node (GWN)
A secure lightweight BANIlogic, The scheme provides the security Energy efficiency, user
scheme for user AVISPA security tool, validation of the proposed protocol ~ anonymity, mutual
authentication and key OFMC and CL- has done by using BANlogic. authentication and user-
[21] agreement scheme AtSemodels Paper ensures that the protocol friendly password change
achieves mutual authentication and  phase
session key agreement property
securely between the entities involved
Aggregated-Proof homomorphism Paper focus on existing U2IoT- unit  Establishes trust
based hierarchical functions, Chebyshev  and ubiquitous IoT architecture design relationships via the
[22] authentication scheme chaotic maps, an aggregated-proof based lightweight mechanisms
for the IoT dynamically hashed hierarchical authentication scheme
values, BAN logic (APHA) for the layered networks.
Delegation-based DTLS handshake, When using public key cryptography authorization
Authentication and  public-key for peer authentication and key functionality, network
Authorization for the cryptography agreement purposes, it identifies transmissions, reduces the
IP-based [oT critical resource requirements of the — memory overhead
[23] DTLS handshake. It provides a
comprehensive and compact solution
for authentication, authorization, and
secure data transmission with [P based
IoT.
Security Analysis and Role Based Access Paper analyses the authentication and Confidentiality,
Improvements of Control, access control method using in the integrality and
[24] Authentication and ECC algorithm. Internet of Things presented by Jing et authenticity and achieves
Access Control in [oT al (Authentication and Access Control better efficiency at a
in the Internet of Things lower communication
cost.
An Efficient Elliptic Curve An efficient ECC-based flexible fine-grained
Authentication and Cryptography (ECC), authentication and the attribute-based access control, Mutual
[25] Access Control Attribute-based Access access control policy are proposed in authentication security of

Scheme for perception Control
layer of IoT

order to achieve mutual authentication the communication
between user and nodes and fine- between user and nodes
grained access control.

communications provide encryption and granular
authorization to isolate and protect authenticated client-
to-client communications.

Bruce Ndibanje et al. provided various aspects that
could be addressed and improved the security gaps
found in the protocol [24]. They analyzed and
improved Jing et al. ’s protocol for IoT. They used the
decryption methodology to find problems in the
proposed protocol. We have reviewed and analyzed the
work in detail and found that the protocol is vulnerable
to device attacks and replay attacks. Sensor data should
be encrypted for use by intended recipients only, and
static encryption should be avoided so that it can not be
easily analyzed externally and reused. Some devices
use fixed encryption and may be subject to reuse
attacks without the need for decryption. For example,
an attacker can stop a device at any time through reuse

by simply acquiring a device stop command passphrase.

Ye Ning et al. proposed an efficient ECC-based

authentication and attribute-based access control policy
for mutual authentication and granular access control
between users and nodes [25]. This method can solve
the resource limitation problem of the perceptual layer
of IoT. other improvements rather than mitigating
authentication and authorization issues.

3.3 Existing Authentication Technology

Sanaz Rahimi Moosavi’s work developed a secure
and efficient authentication and authorization
architecture for healthcare services in the IoT
environment [26]. Due to the resource constraints of
medical sensors, it is not feasible to use existing
encryption in loT-based medical care.

The existing [oT gateways insist on focusing on
other  improvements rather than  mitigating
authentication and authorization issues. In the proposed
architecture, the authentication and authorization of a
remote end user is performed by a distributed smart
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electronic health gateway. It therefore prevents the
medical sensor from performing any work on its own.
C. Schmitt’s WSN optimized a two-way
authentication solution for a small device (TinyTO)
that combines end-to-end secure communications [27].
TinyTO provides confidentiality and integrity in a fast
and secure handshake. It uses public key encryption
and elliptic curve encryption (ECC) for message
encryption and authentication. Sheetal Kalra
investigated the widespread use of IoT in many
industry and government organizations due to the

integration of embedded devices and cloud servers [28].

The authors proposed a mutual authentication protocol
to ensure communication between the embedded
device and the cloud server. This protocol is based on
ECC and Hyper Text Transfer Protocol (HTTP)
cookies.

The security analysis of the proposed protocol has a
robust advantage over multiple security attacks. Namje
Park et al. proposed symmetric key based inter-device
authentication and session key agreements for an loT
environment [29]. Unlike the existing sensor network
environment in which the key distribution center
distributes keys, each sensor node is involved in
generating a session key. For efficient performance, the
session key can only be calculated for an authenticated
device. Sravani Challa al. an IoT device remotely
accesses and controls the network infrastructure that
enables the integration of physical infrastructure and
computing. The authors proposed a new signature-
based authenticated key establishment scheme for the
IoT environment. [30]

Among the existing authentication technologies,
there are methods, such as login procedure and one-
time-pad (OTP) through object information [31]. In
IoT, mutual authentication procedures are required
before various devices can exchange information,
which is an important procedure for the mutual
identification.  Technically,  object-based  login
authentication is the simplest, but the password itself
can be easily exposed. Since the unique identification
ID of the device is easy to duplicate, it is necessary to

use it in conjunction with other authentication methods.

OTP, which is known as the most powerful
authentication method, should be automatically
authenticated between devices due to the nature of the
IoT environment. Therefore, it is difficult to use it in
IoT.

Biometrics is not a perfect authentication method,
but it is very effective as one of the authentication
technologies to complete transactions by providing
secure and convenient authentication [32]. The
biometrics of these devices provide a secure ecosystem
that keep biometric data private by using an integrated
hardware channel, allowing the user to conveniently
and securely use the most personal devices such as
Smartphone. This makes biometrics one of the safest
mobile device authentication methods [33]. The

information available for biometric technology is
owned by the individual and is only required to be
personally identifiable, not reproducible. While
biometric technologies can provide greater security
than traditional password-based security systems, there
are still many limitations due to high technology
barriers [34]. For instance, since the recognition rate of
biometric information is unstable and it is much more
expensive, it still needs more time until it is used more
easily in various fields. Because biometric information
also has sensitive personal data, there is a systematic
system and management cost to manage that
information. Therefore, in order to use biometric
information as a security measure, a management
system to prevent personal information infringement
should be considered.

4 Use-case Scenario

4.1 Sound Recognition-based Authentication

Sound recognition is called speaker recognition, and
it is a field that has been actively researched because it
has a higher error rate than other biometrics, but it
excludes the ability to imitate. In particular, unlike
other biometric devices, the microphone, which is a
sound acquisition device, is inexpensive and is
generally installed in PC, PDA, Smartphone. In
addition, it can be used in a remote area using a
telephone or the internet, and can be used in an
application field in which other biometric methods,
such as telephone banking, cannot be applied.

In order to correctly process the sound of the user,
high recognition performance and noise processing are
required. Speech recognition requires consideration of
language models, vocabulary dictionaries, and
pronunciation rules. In addition, it is necessary to
recognize the language model and key words
considering various pronunciation variations. If you
take advantage of the large voice DB and sub-word
units in the form of process models considering the
context, it will be more accurate and handle a variety
of commands.

Sound recognition can be applied to authenticate
locks, user identifications, etc. in small networks
owned by individuals, such as smart car and smart
home. The user authenticates the service through a
specific voice command or pattern, and uses a device
equipped with various microphone functions and voice
recognition functions, such as Smartphone, template,
and portable PC. Successful authentication is for
ensuring that owners of small networks and services
are eligible to receive services. In general, a device
with a microphone and voice recognition function is a
network communication device, whereby a user can
remotely authenticate to another person via a voice
message and transfer small network rights. Figure 2
shows the sound recognition-based authentication
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process for smart car.
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Figure 2. Sound recognition-based authentication

4.2 Location-based Authentication

Location-based services (LBSs) are services that use
location determination technology (LDT) to find and
provide related technologies. This technique can be
applied to various types of users, devices, vehicles, etc.
through the acquired location information. This
universal technology provides navigation,
identification of the location of human finders, and
identification of traffic congestion. LBSs is largely
divided into positioning technology, platforms, and
application services. Positioning technology is GPS
(Global Positioning System) and Cell-ID (Cellular-ID)
system. Users can also measure their location using
RFID, terrestrial radio beacons, and wireless LAN.

The user is authorized to use the smart home service
through the location information of the device. Devices
that are available for positioning technology include
Smartphone, RIFDs, and beacons. Smart home services
utilize a wide variety of devices and some services
include a high risk. Therefore, when a user is
authenticated at home, a smart service with high risk
(locks, specific device, personal information
transmission, etc.) should be provided, and the usual

Input the user's
terminal information
used for authentication

¥
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Registration?
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smart home services will continue to be provided. The
location-based security authentication scenario using
the location-based technique in the smart home
network is shown in Figure 3.
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Figure 3. The location-based authentication scenario

The user is authorized to use the smart home service
through the location information of the device. Devices
that are available for positioning technology include
Smartphone, RIFDs, and beacons. Smart home services
utilize a wide variety of devices and some services
include a high risk. Therefore, when a user is
authenticated at home, a smart service with high risk
(locks, specific device, personal information
transmission, etc.) should be provided, and the usual
smart home services will continue to be provided

Figure 4 shows the location-based authentication
flowchart. In order for a user to be recognized at a
specific place (house, company, etc.), a terminal
registration is necessary. It performs physical security
role, primarily, and can be an effective defense against
indiscriminate attacks.
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Figure 4. Flowchart of location-based authentication
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After the registration confirmation of the terminal, it
requests the location information collection. The user
transmits location information of the terminal. If the
received location information is an appropriate
distance for authentication, the authentication process
is performed. If the user’s location is farther or worse
than the authentication location, the authentication
process fails.

The authentication process first generates a one-time
authentication key. The authentication point delivers
the one-time authentication key to the user via the
online service system or application. The user
transmits the issued authentication key. It compares the
received key with the issued key at the authentication
point. If the authentication keys curret, it process
authentication acknowledgment. It saves time and
location information to record authentication log. It
sends authorization and processing results to the user.
Otherwise, it handles the authentication failure.

5 Conclusion

In order for IoT technology to expand into the
industry, challenges, such as security and privacy
protection and the establishment of global standards,
must be proactively solved along with the development
of related technology. In IoT, security technology is as
essential as sensor or network technology because
security threats in [oT devices can threaten users’ lives
and safety and cannot be commercialized. In particular,
authentication, which is regarded as a primary
technology in security, must be built and strengthened
in the IoT environment because it primarily protects
access. As the IoT evolves, loT security becomes
increasingly important, as current security threats
spread more rapidly through loT devices and various
types of attacks are expected to shift.

IoT security should be approached from a new point
of view, such as the scope of protection, target
characteristics, subject of security, and protection
methods. This is unlike it is for the cyber environment,
which is centered on existing PCs and mobile devices.
In the past, the scope of protection was limited, but in
the IoT era, everything connected to the IoT, such as
wearables, home appliances, automobiles, and medical
devices, is expanded and existing high-power / high-
performance protection targets are greatly expanded to
ultra-lightweight, low-power, and low-performance
objects. In the past, security principals were limited to
Internet Service Providers (ISPs), security vendors, and
users. However, in the IoT era, it extends to
manufacturers and the above-listed security principals.
In the case of protection methods, the protection object
has been protected by separate security equipment.

In this paper, IoT analyzes security threats through
Lost, malware infection, information leakage, and
financial loss. We explained the requirements and the
security platform. We also described the authentication

system, which is the primary security procedure for
secure smart services, and the lightweighting
technology and cryptosystem for implementing it. We
studied the existing [oT authentication scheme and its
technology and proposed a scenario using it. In the
future, as the range of IoT increases, the scope of
security threats will expand and the importance of
protecting information will also increase. As a result,
based on our authentication study of IoT in this paper,
a more secure loT environment should be constructed
by developing concrete and systematic security
frameworks and solutions. We hope that this paper can
be used as useful data for security accident prevention,
certification technology, and security technology
utilization.
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