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Abstract 

Secure three party node authentication and key 

establishment scheme for data exchange in the Internet of 

Things (IoT) applications enables two resource- 

constrained nodes to establish a secure end-to-end 

communication channel with the help of a data server. 

Since node in IoT have constraints on resources such as 

power, memory space and computation ability. Thus may 

existing key establishment schemes are unable to run IoT 

applications and many researchers are already working 

on how to integrate new techniques and efficient 

approaches into the IoT environment. Recently, Nasiraee 

and Mohasefi proposed a highly efficient and novel key 

establishment scheme for Internet-Enable Sensor 

Networks (IESN) which was adapted to the IoT notion. 

Nasiraee-Mohasefi’s scheme presented a novel approach 

where a new node that joins the IoT network is 

responsible to aggregate interested neighbors’ information 

and to send a request to the trusted server to get required 

pairwise session keys. However, we found that Nasiraee-

Mohasefi’s scheme has some security and efficiency 

shortcomings and this paper focuses on preventing the 

above-mentioned weaknesses of Nasiraee-Mohasefi’s 

scheme by proposing an improved three party node 

authentication and key establishment scheme. The results 

of security proof by BAN logic analysis confirms the 

proposed scheme provides a considerable gains in power 

saving while its security properties are ensured for the 

Internet of Things environment.  

Keywords: Authentication, Cryptanalysis, Internet of 

Things, Three party key establishment. 

1 Introduction 

In the Internet of Things (IoT) notion [1, 33, 35, 36, 

39], the interconnected objects (i.e. smart devices, 

RFID tags, sensors and vehicles) are seamlessly 

integrated into networks for providing intelligent 

services and new applicative perspectives on our 

everyday lives, such as RFID applications [16, 21], Ad 

hoc networks [19], Wireless Sensor Networks (WSN) 

[9, 11, 20, 34], Vehicular Ad hoc Networks (VANET) 

[4, 15, 17, 37, 40], Wireless Body Area Networks 

(WBAN) [13, 41], and so on. In general, a IoT 

environment is consists of three parts including sensing 

and monitor unit, data aggregation and transmission, 

and intelligent computing. Various services of IoT 

have been emerging into markets in wide areas such as 

mobile emergency medical care system, entrance guard 

management system, intelligent transportation control 

system, and remote healthcare monitoring system. 

Considering social, ethical and legal aspects of IoT 

systems, data collected by sensing unit might be highly 

sensitive and should be managed properly to guarantee 

user privacy and information security [3, 5, 8, 10, 12, 

18, 38]. In the last decade, there have been several 

studies and surveys [6, 7, 22-25, 29, 30] provide 

different security threats and privacy concerns while 

collecting, transmitting, processing and storing data. 

In order to protect the security of Internet of Things, 

a three party key establishment approach provides a 

convenient way to secure end-to-end communication 

environments and allows two nodes establish a secure 

channel via the help of the trusted server. As 

introduced in [27, 32], existing security solutions for 

IoT is categorized into two types: asymmetric key 

schemes and symmetric key pre-distribution schemes. 

The asymmetric key schemes are widely deployed in 

key transport and key agreement. However, the 

applicability of using asymmetric key schemes in the 

context of IoT still one major disadvantages, which is 

power consumption and expensive computations. In 

contrast with asymmetric key schemes, symmetric key 

pre-distribution schemes assume that nodes involved in 

the key establishment share a symmetric key or some 

random bytes flashed into the device before its 

deployment. An Internet Enabled Sensor Networks 

(IESN) is an important part of the IoT and Figure 1 

demonstrates key establishment phase of sensor nodes 
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in the scenario of IESN architecture [32]. Due to tiny 

sensors are resource constrained on limited processing 

ability, transmission range and battery life, this paper 

will aim to present a pre-distribution symmetric key 

based three party node authentication and key 

establishment scheme for IESN. In the following, we 

shortly review some previous works for trusted party 

based three party authentication scheme.  

In 1993, MIT proposed a well-known three party 

authentication scheme called Kerberos [14], which is 

based on TCP/IP protocol stack and uses some features 

such as using timestamps and providing time-

synchronization, which cause serious problem for IoT 

and IESN. In 2002, Perrig et al. proposed a secure 

network encryption protocol called SNEP [28], which 

needs a trusted third party to establish shared secret 

between two nodes. However, Nasiraee and Mohasefi 

[26] introduced SNEP method has a kind of Denial-of-

Service (DoS) vulnerability, which caused nodes to 

waste power and significant reduce the lifetime in 

sensor networks. In order to satisfy essential security 

and efficient metrics for IESN, in 2015, Nasiraee and 

Mohasefi further proposed an efficient three party key 

establishment scheme with DoS and Sybil attacks 

resistance. Their solution reduces energy consumption 

about 75% vs. SNEP, which causes a significant 

increase in lifetime of nodes. Unfortunately, we found 

that Nasiraee-Mohasefi’s three party key establishment 

scheme may suffer from session key disclosure attack. 

The spotted security weakness may allow a malicious 

attacker to use the stolen/compromised pseudo random 

function to derive any pairwise session key shared 

between two nodes and the back-end server is not 

aware of having caused this problem. In addition, their 

scheme exhibits a low efficiency problem during 

authentication procedure, which leads to a significant 

waste of power and lifetime in sensor nodes. To repair 

these two weaknesses, we present a more secure three 

party node authentication and key establishment 

scheme with the same advantages for IESN. 

The remainder of the paper is organized as follows. 

Section 2 provides a brief review of Nasiraee-

Mohasefi’s scheme, whereby the weaknesses of the 

reviewed scheme are presented in Section 3. Section 4 

presents our new proposed scheme which removes the 

weaknesses of Nasiraee-Mohasefi’s scheme. We 

present the security proof of the proposed scheme in 

Section 5. Finally we conclude this paper in Section 6. 

2 Review of Nasiraee-Mohasefi’s Scheme 

In this section, Nasiraee-Mohasefi’s scheme [26] 

will be briefly reviewed. There are four phases in 

Nasiraee-Mohasefi’s scheme: key establishment 

request, response message, construction of message 

type 3, and operations in the server S. For convenience 

of description, terminology and notations used in the 

paper are summarized in Table 1. 

We assume that the new node A wants to join the 

IoT network by establishing shared secrets with its 

neighbors including the node B. Figure 2 shows the 

flowchart of Nasiraee-Mohasefi’s scheme and the 

process is done as follows: 
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Table 1. Notations used in the paper 

Symbol Description 

A, B 

S 

IDA 

IDB 

KSA 

KSB 

KAB 

 

N1A, N2A 

NB 

NeiSetA 

 

MAC(.) 

 

{.}K 

f(.) 

 

|| 

Node A and node B 

The server 

The identity of node A 

The identity of node B 

A secret key known only to S and A 

A secret key known only to S and B 

A symmetric session key shared between S and B 

Two nonces which are generated by node A 

A nonce which is generated by node B 

A set of pairs of identifiers and nonces of  

the interested neighbors of node A 

A message authentication code, such as  

HMAC [31] 

Symmetric key encryption with key K 

A pseudo random function which has enough 

security for constructing a symmetric key 

session key 

Message concatenation 

 

Figure 2. The flowchart of Nasiraee-Mohasefi’s scheme  

Phase 1: Key Establishment Request 

In this phase, IoT nodes will start secure 

communication among themselves. When a new node 

A wants to join the network, A is required to generate a 

request message M1 = IDA||N1A and M1 is locally 

broadcast to interested neighbors, where N1A is a 

nonce generated by A. 

Phase 2: Response Message 

In this phase, all interested neighbors in the 

transmission range of the node A that receive M1, such 

as the node B, B will locally broadcast response 

message M2 = IDA||IDB||N1A||NB, where NB is a nonce 

generated by B. 

Phase 3: Construction of Message Type 3 

After receiving all response messages of type M2, 

the new node A constructs a message type 3, M3 = 

IDA||N2A||NeiSetA|| MAC(KSA, IDA||N2A||NeiSetA) and 

transmits it to the server S, which is in communication 

range. Note that the identifiers in NeiSetA show the 

neighbors of A that are interested to establish a 

pairwise session key with A and node A concatenates a 

nonce N2A to provide strong freshness of message M3. 

Phase 4: Operations in the Server S 

After receiving M3 from node A, the server S checks 

replay attacks on M3 by N2A. For simplicity, we have 

only mentioned the node B. S establishes a pairwise 

session key KAB shared between A and B by computing 

KAB = f(IDA||IDB||N2A), where KAB would be done by a 

pseudo random function f(.), which has enough 

security. After generating KAB, messages M4 and M5 

would be constructed as follows: 

 M4 = {KAB}KSA||MAC(KSA, KAB||IDB||N2A)  

 M5 = {KAB}KSB||MAC(KSB, KAB||IDA||IDB)  

After generating messages M4 and M5, server S 

unicasts them to the corresponding node A and its 

neighbor node B. The nodes after receiving M4 and M5 

(checking integrity, authentication and freshness), use 

the included shared session key, KAB, to securely 

communicate. Note that other IoT nodes are unaware 

about KAB, because they do not have KSA and KSB. 

3 Weaknesses of Nasiraee-Mohasefi’s Scheme 

In this section, we highlight two weaknesses of 

Nasiraee-Mohasefi’s scheme. The details of two 

weaknesses are described in the following subsections.  

3.1 Insecurity of A Pseudo Random Function 

f(.) 

In Nasiraee-Mohasefi’s scheme, we observe the 

insecurity of a pseudo random function f(.). Assume 

the pseudo random function f(.) is compromised by the 

attacker C, he/she can use this function to compute any 

pairwise session key between two nodes. The detailed 

steps are presented as follows: 

Step 1. The attacker C steals the pseudo random 

function f(.) from S. 

Step 2. The attacker C eavesdrops the message type 3, 

M3 from IoT network and knows IDA, N2A, 

and NeiSetA = (IDX||NX||…), where X = 1, 2, 

3, …, n and n is the number of neighbors of A 

that are interested to establish a shared 

pairwise key with A. 

Step 3. After getting f(.) and M3, C can easily 

compute any shared pairwise session key KAX 

= f(IDA||IDB||N2A) between node A and node X 

without knowing KSA and KSX. 

From above-mentioned steps show, the attacker may 

launch this attack and Nasiraee-Mohasefi’s scheme 

cannot prevent session key disclosure attacks. 

3.2 Low Efficiency in Phase 4 of Nasiraee-

Mohasefi’s Scheme 

When the server S unicasts a response message M4 

to node A, A verifies the authenticity of pairwise 

session key by decrypting {KAX}KSA, where X = 1, 2, 
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3, …, n. If the shared pairwise key KAX is revealed, A is 

unable to know which neighbor node did A share with. 

Therefore A may compute n times MAC’(KSA, 

KAX||IDX||N2A) at most and compares them with some 

neighbor node. In this case, we suppose the node A 

takes j milliseconds to compute one MAC’(KSA, 

KAX||IDX||N2A) and k milliseconds to compare the 

computed MAC’(KSA, KAX||IDX||N2A) with the received 

MAC(KSA, KAX||IDX||N2A). Thus it may need j*k*n 

milliseconds at most to confirm the pairwise key KAX is 

shared with some neighbor node IDX. 

Similarly, when the server S unicasts a response 

message M5 to node B, B must verify the authenticity 

of pairwise session key by decrypting {KYB}KSB, where 

Y = 1, 2, 3, …, m and m is the number of key 

establishment requests of B that are received to 

establish a shared pairwise key with B. If the shared 

pairwise key KYB is revealed, B still does not know 

which neighbor node did B share with. Therefore B 

may compute m times MAC’(KSB, KYB||IDY||IDB) at 

most and compares them with some neighbor node. 

Suppose the node B takes j milliseconds to compute 

one MAC’(KSB, KYB||IDY||IDB) and k milliseconds to 

compare the computed MAC’(KSB, KYB||IDY||IDB) with 

the received MAC(KSB, KYB||IDY||IDB). Thus it may need 

j*k*m milliseconds at most to confirm the pairwise key 

KYB is shared with some neighbor node IDY. Due to the 

node of IoT network has constraints on resources such 

as energy and memory, Nasiraee-Mohasefi’s scheme is 

vulnerable against resource depletion attack on power 

consumption. 

4 The Proposed Scheme 

This section proposes a simple improvement on 

Nasiraee-Mohasefi’s scheme, which not only keeps the 

merits of original scheme but also resists the 

weaknesses described in previous section. The details 

of the proposed scheme are described in the following 

subsections. 

4.1 Security Improvement 

Considering the insecurity of a pseudo random 

function f(.) as mentioned in Section 3.1, an attacker C 

only needs to use the compromised pseudo random 

function and eavesdropped messages to compute any 

shared pairwise session key KAX = f(IDA||IDB||N2A). The 

reason for this attack is because there is no binding 

between nodes’ secret keys and this flaw damages the 

security of entire IoT system. Therefore, we integrated 

the secret key KSX to prevent above-mentioned attacks 

in the proposed scheme. For a secret key KSX, it is a 

symmetric key known only to node X and server S. If 

other IoT nodes illegally got the pseudo random 

function f(.), they are still unable to compute shared 

pairwise key KAB between node A and node B, because 

they do not have secret keys KSA and KSB. The details of 

the proposed scheme are briefly described as follows 

and Figure 3 shows the flow of the messages in the 

proposed scheme. 
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Phase 1: Key establishment request. In this phase, 

the executed steps are the same as Nasiraee-Mohasefi’s 

scheme. 

Phase 2: Response message. In this phase, the 

executed steps are the same as Nasiraee-Mohasefi’s 

scheme. 

Phase 3: Construction of message type 3. In this 

phase, the executed steps are the same as Nasiraee-

Mohasefi’s scheme. 

Phase 4: Operations in the server S. After receiving 

M3 from node A, the server S checks replay attacks on 

M3 by N2A. In fact, the server S generates messages as 

many as the number of interested nodes. For simplicity, 

we have only mentioned the node B. S establishes a 

pairwise session key KAB shared between A and B by 

computing KAB = f(IDA||KSA||IDB||KSB||N2A). Note that 

KSA and KSB are integrated into the pseudo random 

function. After generating KAB, messages M4 and M5 

would be constructed as follows: 

 M4 = {KAB}KSA||MAC(KSA, KAB||IDB||N2A)  

 M5 = {KAB}KSB||MAC(KSB, KAB||IDA||IDB)  

After generating messages M4 and M5, server S 

unicasts them to the corresponding node A and its 

neighbor node B. After receiving M4 from S, node A 

reveals (IDB||KSB) by using the secret key KSA shared 

between A and S. Then, A computes MAC’(KSA, 

KAB||IDB||N2A) and compares it with the received 

MAC(KSA, KAB||IDB||N2A). If computed MAC’(KSA, 

KAB||IDB||N2A) is equal to received MAC(KSA, 

KAB||IDB||N2A), A convinces that KAB is generated by 

server S and it will be used for securing future IoT 

communications between node A and node B. 

On the other hand, after receiving M5 from S, node B 

reveals (IDA||KAB) by using the secret key KSB shared 

between B and S. Then, B computes MAC’(KSB, 

KAB||IDA||IDB) and compares it with the received 

MAC(KSB, KAB||IDA||IDB). If computed MAC’(KSB, 

KAB||IDA||IDB) is equal to received MAC(KSB, 

KAB||IDA||IDB), B convinces that KAB is generated by 

server S and it will be used for securing future IoT 

communications between node A and node B. 

As mentioned in Section 3.1, the insecurity problem 

of a pseudo random function is an inherent limitation 

of three party key establishment scheme. We found 

that best solution is to integrate some secret values into 

key generation procedure and we assume that an 

attacker C eavesdrops all the transmission messages 

(M1, M2, M3) between node A and node B and makes an 

effort to obtain a pseudo random function f(.). To 

derive the pairwise session key KAB = 

f(IDA||KSA||IDB||KSB||N2A), C must collect the secret keys 

(KSA, KSB) at the same time. In fact, C is unable to draw 

all the pairwise session keys because the security of a 

session key depends on two nodes’ secret keys and the 

proposed scheme can resist the session key disclosure 

attacks. 

4.2 Efficiency Improvement 

Considering the nature of low efficiency on 

Nasiraee-Mohasefi’s scheme as mentioned in Section 

3.2, every node may compute n times MAC’ and 

compare them with all the received MAC’. Since all 

received messages are n, the time complexity of their 

scheme is thus O(n). It may become infeasible for 

resource-constrained IoT nodes to authenticate the 

response results in phase 4 of their scheme. In order to 

enhance the efficiency of Nasiraee-Mohasefi’s scheme, 

we integrated the node identifier IDX into Message 4 

and Message 5. Afterwards, node X will reveal the 

identifier and know which neighbor node did X share 

with. So the IoT node only needs to compute MAC’ 

once in every session and the time complexity of the 

proposed scheme is O(1). Finally, the proposed scheme 

is more efficient than Nasiraee-Mohasefi’s scheme, 

which could greatly decrease power consumption for 

IoT nodes and it is well-suited to adoption in resource-

constrained IoT devices. 

5 Security Proof of the Proposed Scheme 

In this section, we use the BAN logic [2] to analyze 

the security of the session key between node A and 

node B. Some notations used in BAN logic analysis are 

described as follows: 

- A |≡ X : It means that A believes the formula X is true.  

- A�  X : It means that A sees the formula X . 

- A | ⇒X : It means that A has complete control over 

the formula X . 

- A |∼ X : It means that A has once said the formula X . 

- #(X): It means that X is fresh. The formula X has not 

been used before or X is a nonce. 

- BKA   : It means that principals A and B may use the 

shared key K to communicate. Note that K will never 

be discovered by any principals except A and B. 

- (X)Y: It means that formula X is combined with a 

secret parameter Y. 

- {X}K : It means that formula X is encrypted by key K. 
 

1

2

Rule

Rule

-: It can infer Rule 2 from Rule 1. For example, 

 creates random 

| #( )

A X

A X≡

 means that principal A creates X, so A 

believes X is fresh. 

- SK: A pairwise session key established in each 

session. 

According to the analytic procedures of BAN logic, 

two nodes A and B cooperatively run the proposed 

scheme with the help of the server S and we list the 

verification goals of our protocol as follows: 

Goal 1. BAA ⎯⎯→←≡
SK  |   

Goal 2. BAB ⎯⎯→←≡
SK  |  

Goal 3. BAS ⎯⎯→←≡
SK  |   

Next, we use BAN logic to transform our scheme, 
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illustrated in Figure 3 into the idealized form. The 

scheme generic types are shown in the following: 

Message 1. A → B: IDA, N1A 

Message 2. B →A: IDA, IDB, N1A, NB 

Message 3. A → S: IDA, N2A, NeiSetA, MAC(KSA, IDA,  

N2A, NeiSetA) 

Message 4. S →A: {IDB, SK}KSA, MAC(KSA, SK, IDB,  

N2A) 

Message 5. S →B: {IDA, SK}KSB, MAC(KSB, SK, IDA,  

IDB) 

Idealize form of the proposed protocol: 

Message 1. A → B: IDA, N1A 

Message 2. B →A: IDA, IDB, N1A, NB 

Message 3. A → S: IDA, N2A, NeiSetA, (IDA, N2A,  

NeiSetA)KSA 

Message 4. S →A: {IDB, SK}KSA, (SK, IDB, N2A)KSA 

Message 5. S →B: {IDA, SK}KSB, (SK, IDA, IDB)KSB 

Session key. SK = f(IDA, KSA, IDB, KSB, N2A) 

To analyze the proposed scheme, the following 

assumptions are also required: 

(A.1): )1(#|
A

NA ≡  

(A.2): )2(#|
A

NA ≡  

(A.3): )(#|
B

NB ≡  

(A.4): )  (| SA
K

SAA ⎯⎯→←≡  

(A.5): )  (| SB
K

SBB ⎯⎯→←≡  

(A.6): )  (|| SA
K

SABA ⎯⎯ →←≡≡  

(A.7): )  (|| SB
K

SBAB ⎯⎯→←≡≡  

(A.8): )  (| SK
BABA ⎯→←≡ �  

(A.9): )  (| SK
BAAB ⎯→←≡ �  

Based on the above-mentioned assumptions, the 

preliminary procedures of BAN logic are well prepared 

and we show the main steps of the verification proof as 

follows: 

According to the Message 1, we could obtain: 

(V.1): B �  N1A 

According to the Message 2, we could obtain: 

(V.2): A �  N1A, NB 

According to the Message 3, we could obtain: 

(V.3): A �  IDA, N2A, NeiSetA, (IDA, N2A, NeiSetA)KSA 

According to the assumption (A.4), we apply the 

message meaning rule to obtain: 

(V.4): S | ≡ A |~ N2A 

According to the assumption (A.2) and (V.4), we 

apply the freshness conjuncatenation rule to obtain: 

(V.5): S # (N2A, NeiSetA)KSA 

According to (V.4) and (V.5), we apply the nonce 

verification rule to obtain: 

(V.6): S | ≡ A | ≡ (N2A, NeiSetA)KSA 

According to (A.4) and (V.6), we apply the 

jurisdiction rule to obtain: 

(V.7): S | ≡ N2A 

According to SK = f(IDA, KSA, IDB, KSB, N2A), (V.7), 

and (A.5), we could obtain: 

(V.8): BAS ⎯⎯→←≡
SK  |  (Goal 3.) 

According to the Message 4, we could obtain: 

(V.9): A �  {IDB, SK}KSA, (SK, IDB, N2A)KSA 

According to the assumption (A.4), we apply the 

message meaning rule to obtain: 

(V.10): A | ≡ S |~ N2A 

According to the assumption (A.2) and (V.10), we 

apply the freshness conjuncatenation rule to obtain: 

(V.11): A # (SK, IDB, N2A)KSA 

According to (V.10) and (V.11), we apply the nonce 

verification rule to obtain: 

(V.12): A | ≡ B | ≡ (SK, IDB, N2A)KSA 

According to (A.4) and (V.12), we apply the 

jurisdiction rule to obtain: 

(V.13): A | ≡(SK, IDB, N2A)KSA 

According to SK = f(IDA, KSA, IDB, KSB, N2A), (V.13), 

and (A.5), we could obtain: 

(V.14): BAA ⎯⎯→←≡
SK  |  (Goal 1.) 

According to the Message 5, we could obtain: 

(V.9): B �  {IDA, SK}KSB, (SK, IDA, IDB)KSB 

According to the assumption (A.5), we apply the 

message meaning rule to obtain: 

(V.16): B | ≡ S |~ N2A 

According to the assumption (A.2) and (V.16), we 

apply the freshness conjuncatenation rule to obtain: 

(V.17): B # (SK, IDA, IDB)KSB 

According to (V.16) and (V.17), we apply the nonce 

verification rule to obtain: 

(V.18): B | ≡ A | ≡ (SK, IDA, IDB)KSB 

According to (A.5) and (V.18), we apply the 

jurisdiction rule to obtain: 

(V.19): B | ≡(SK, IDA, IDB)KSB 

According to SK = f(IDA, KSA, IDB, KSB, N2A), (V.19), 

and (A.4), we could obtain: 

(V.20): BAB ⎯⎯→←≡
SK  |  (Goal 2.) 

Finally, inferring from formulas V.8, V.14 and V.20, 

we have proven the proposed scheme achieves the 

verification goals as well as establishes a pairwise 

session key SK between node A and node B. 

6 Functionality Analysis 

In this section, we compare our proposed scheme 

with previous three party authentication and key 

establishment schemes [26, 28] in two aspects: one is 

the security properties and the other is efficiency. For 

convenience to evaluate the functional features, we 

define some notations as follows. 

-F1: Provision of key establishment. 

-F2: Provision of formal security proof. 

-F3: Prevention of synchronized clock attack. 

-F4: Prevention of Denial-of-Service attack. 

-F5: Prevention of session key disclosure attack. 

-F6: Efficiency of node-to-node authentication. 

Table 2 shows the comparisons of the proposed 

scheme with related schemes in terms of security 

properties. With respect to the security properties, 
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while Perrig et al.’s scheme is vulnerable to DoS attack, 

Nasiraee-Mohasefi’s scheme is resistant to the attack. 

Similarly, Perrig et al.’s scheme and Nasiraee-

Mohasefi’s scheme have low efficiency problem during 

node-to-node authentication. The reason is that Perrig 

et al.’s scheme has the same problem with Nasiraee-

Mohasefi’s scheme while a new node A received the 

response message {KAB}KSA, MAC(KAB||NA||IDB). Moreover, 

the security of Perrig et al.’s scheme and Nasiraee-

Mohasefi’s scheme were not proved in a formal model, 

while our proposed scheme not only satisfies all the 

security attributes but also provides the rigorous proof 

of the security. From an implementation point of view, 

our scheme requires less computational power and 

achieves more security criteria compared with related 

schemes and these features make our solution quite 

suitable to resource-constrained environments such a 

Internet of Thing environments and the Internet-

enabled sensor networks. 

Table 2. Functionality comparisons of our proposed 

scheme with previous three party authentication schemes 

for IESN 

Scheme → 

Features ↓ 

Perrig et al. 

[28] 

Nasiraee and

Mohasefi [26] 

The proposed 

scheme 

F1 

F2 

F3 

F4 

F5 

F6 

YES 

NO 

YES 

NO 

NO 

NO 

YES 

NO 

YES 

YES 

NO 

NO 

YES 

YES 

YES 

YES 

YES 

YES 

7 Conclusions 

This paper proposes a new and improved node 

authentication and key establishment scheme for the 

Internet of Things environment and is based on the 

recently proposed novel scheme of Nasiraee-Mohasefi’s 

scheme. During a cryptanalysis of Nasiraee-Mohasefi’s 

scheme, we have demonstrated that their scheme has 

low efficiency problem during authentication phase. 

Furthermore, we found that the attacker once has stolen 

the server S’s pseudo random function f(.), and then 

can perform a session key disclosure attack in 

Nasiraee-Mohasefi’s scheme. 

Our proposed scheme tackles and eliminates all 

weaknesses of Nasiraee-Mohasefi’s scheme while 

preserving the novel approach and all the security and 

functionality requirements. Moreover, we have also 

conducted a BAN logic analysis and the security proof 

shows that our scheme provides a high security level 

and thus is safe against the most common attacks for 

the Internet of Things environment. 
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